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AHHOTaUA

B nanHOM cTaThbe paccMaTpUBaeTCs peasn3alys Moyl KoHceHcyca Raft Server Ha si3bike nmporpam-
mupoBaHus C++ crangaprta 20. KitoueBoit 0c06eHHOCTbIO paboThl SIBJISIETCS TO, UTO aJITOPUTM pea-
JIN30BaH 6€3 HCI0JIb30BaHUs CTOPOHHUX GUO/IMOTEK. TaKOU MOJX0/ rapaHTUPYeT rMOKOCTb U JlaeT
BO3MOXHOCTb CZleJIaTh YIIOp Ha obecrieyeHre MaKCUMa/IbHOW MPOU3BOAUTENbHOCTH. BHavase npej-
cTaBJieH 0630p asroputMa Raft, 3aTemM nosgpo6HO U3J0XkKeH mpolecc pa3paboTku Raft Server, a Takxe
MpeJCcTaBJeHO OlMCaHUue COOGCTBEHHOH ceTeBOW 6HUOIMOTEKH, OCHOBAHHOW Ha MeXaHU3Me KOPYTHH.
Peasiu3anust airopuTMa MCI0JIb3yeT BO3MOXKHOCTH C++ cTaHgapTa 20, B YaCTHOCTH KOPYTHUHBI, [JIs1
npezacTaB/ieHUst 3G HEeKTUBHON U COBPEMEHHOM METO/10JI0 MU CO3/JaHUs] KPUTHYECKUX KOMIIOHEHTOB
pacnpe/ieIéHHbIX CUCTEM. B JaHHOM HcC/e[OBAHUU He TOJIbKO JIEMOHCTPUPYETCs NMpaKTH4YecKoe
NpUMeHEeHHe U NpeuMylecTBa KOpyTHH C++20 B CJIOXKHBIX pacnpe/ie/IéHHbIX IPOrPaMMHbIX CpeJiax,
HO Y IPOBOJIUTCSI aHAJIM3 BO3HUKAIOLIUX POGJIEM U UX PellleHUH pU pa3paboTKe MO/YJIsl KOHCEHCY-
ca, Takoro kak Raft Server.
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Abstract

This paper discusses the implementation of the Raft Server consensus module in the C++ standard
20 programming language. The key feature of the work is that the algorithm is implemented without
the use of third-party libraries. This approach guarantees flexibility and provides the opportunity to
emphasize on maximizing performance. First, an overview of the Raft algorithm is presented, followed
by details of the Raft Server development process, and a description of the proprietary network library
based on the coroutine mechanism is presented. The implementation of the algorithm utilizes the
features of C++ standard 20, in particular coroutines, to present an efficient and modern methodology
for creating critical components of distributed systems. This study not only demonstrates the practical
applications and benefits of C++20 coroutines in complex distributed software environments, but also
analyzes the emerging problems and their solutions when developing a consensus module such as Raft
Server.
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BBeaeHue BAaHHOM, IPUMeHAET eé K MallluHe COCTOSIHUA U yBeJOMJISIET M10J1b-

[IpescTaBUM 4YTO Halla LieJIb — pa3paboTaThb pacnpesieéHHYIO0 CU-
cTeMy JJis1 XxpaHeHUs Katou-3HayeHuH (K/V). B a3bike nporpamMmmu-
poBaHus C++ Takas 3a/ila4a MOXKeT ObITh JIETKO pellleHa C UCIOJIb-
30BaHMeM KoHTelHepa unordered map<string, string>. Oxuako
B peaJIbHbIX NPUJIOKEHUAX TPe6OBaHUA K OTKA30yCTOMYMBOCTHU
CUCTeMbl XpaHEHUsl 3HAUUTEJBHO YCIOXKHAKT 3afady. [IpocTeiM
pellleHHeM MOXKeT GbIThb pa3BEpThIBaHHUe Tpex (UK GoJiee) HOJ,
KaX/lasg U3 KOTOPBIX OyJeT COAepiKaTb PEeIVIMKY 3TOr0 cepBHca.
OxpfaeTcs], 4TO peIIMKalMsA JAaHHBIX U MOJJAep:KKa UX COIJIaco-
BaHHOCTH NOUAET Ha OTKyN nosib3oBaTesed. OJHaKO TaKoW MoJ-
X0/, MOKET NPUBECTH K HelpeJCKa3yeMOMy MOBeJeHHUI0, Halpu-
Mep, BO3MOXKHA CUTYallUsl, KOT/a JaHHbIe 10 K04y 06GHOBJIAIOTCH,
a 3aTeM IpHU 3aIpoce Bo3BpalllaeTcst UX 6oJiee cTapasi BepCUsl.

Ha npakTuKe n0/1b30BaTe/IH XOTST, YTOOBI pacrpeseséHHas CUCTe-
Ma, COCTOsAIAst U3 HECKOJIbKHUX y3J10B, QYHKLHOHUPOBa/IA TaK Ke
3¢ PeKTHUBHO, KaK U CHUCTeMa, paboTawoliast Ha 0gHOM y3ie [1, 2].
Jl1s1 BBIIIOJIHEHUSA 3TOr0 TpeboBaHUA MepeJ] CUCTEMOM XpaHeHHUs
(u1n JI0GBIM APYTUM NMOLOGHBIM CEPBUCOM, (Jajee «MaLIMHA CO-
CTOSIHUSI») OGBIYHO pa3MellaeTcst MOAY/Ib KOHCeHcyca [3, 4]. dToT
MOJy/Ib FTapaHTUPYeT, YTO BCe B3aHMO/eHCTBUSA [10/1b30BaTeseH C
MaIIMHON COCTOSIHUSA NPOXOAAT UCK/IIOYUTENIbHO Yepe3 Hero, a He
HanpsiMyto. [1oaToMy paccMOTpUM, Kak peasM30BaThb MOJOOHBIN
MOJyJIb KOHCEHCYca Ha OCHOBe aJropurMa Raft.

MaTepuaabl 1 METOABI

Jl151 pellleHHs] BOIPOCOB, CBSI3aHHBIX C peau3anueil MoJyss KOH-
ceHcyca Raft Ha s3pike mporpammupoBanus C++ crangaprta 20,
npeJicTaB/IeH 0630p aaroputMa Raft v ero k/ro4eBbIX IPUHIUIIOB.
Jlanee noApo6HO paccMaTpPUBAETCs NMpPOLEcCc pa3paboTKU CaMOro
MOJYJIfl, aKLleHTUPYsl BHUMaHHe Ha OCOGEHHOCTSX peaM3aliuy,
BKJ/II0Yas CO3JaHHe COOGCTBEHHON ceTeBON GUMOGJMOTEKH Ha OCHO-
Be KOPYTHH. ONUCbIBaeTCs MOJXOA, IPU KOTOPOM a/lIFOPUTM pea-
JIN30BaH 6e3 CTOPOHHUX OUOBJIHNOTEK, YTO 06ecredrBaeT rubKOCThb
Y T103BOJISIeT ONTHUMU3UPOBATh IPOU3BOJUTENBHOCTb CUCTEMBL. B
CcTaTbe HcCleAyeTcs NprMeHeHHe Bo3MoxkHocTed C++20, BKJIO-
yasi KOPYTHHBI, JJI1 IOCTPOEHUs] COBPeMEeHHBIX U 3 eKTUBHBIX
KOMIIOHEHTOB paclpefe/éHHbIX cucTeM. KpoMe Toro, npoBoAuT-
csl aHa/IM3 BO3HUKAMIUX NMpOoGJeM U NpeAsaralTcs pelleHUs,
KOTOpBble OGbLIH UCIOJIb30BaHbl IpU peaiusanuu Raft Server. B 3a-
KJIIOYEHUHU JAI0TCS peKOMeHAal M1 110 Ucroib30BaHU0 C++20 auis
pa3paboTKU KPUTHYECKH BAXKHBIX KOMIIOHEHTOB paclpeseséH-
HBIX CUCTEM U ONpesieIAI0TCS ePCIeKTUBBI JabHel el pa6oTsl
B 3TOM 06J1aCTH.

1. AaroputmM Raft

B anropurtMme Raft MmoxeT yyacTBOBaTb KaKoe yroZiHO KOJIMYECTBO
y3JI0B, Ha3blBaeMbIX «IUpaMu» (peers) [5-7]. Kaxabli yses BefeT
COGCTBEHHBIN )KypHaul 3anucei. CpeJii MHApOB BbIIENSETCI OJUH
«suaep» (leader), ocranbHble JEWCTBYIOT B POJIM «IIOC/I€/I0BaTe-
seii» (followers). Bce 3anpochl noJib3oBaTesiel (UT€HHE U 3aMKCh)
HaNpaBJATCA K 1UAepy. [Ipy nosyyeHun sanpoca Ha U3MeHEHHUe
COCTOSIHMSI MALMHBI JIUJIep CHayaJia 3allKChIBAeT ero B XKypHaJ, a
3aTeM IlepechblIaeT 10C/ae/l0BaTe/IsIM, KOTOPbIe TAK)Xe 06aBJISAI0T
ero B cBou XypHaJsl [8, 9]. [locsie Toro Kak 60/IBIIMHCTBO UPOB
yCOemHo nNoATBEPAUT 3allUCh, IUAEP CHUTAET 3allhCh 33(1)I/IKCHpO-
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Tep™m (Term) siBJisieTcs KII04€eBbIM OHATHEM B Raft u MoxeT ToJb-
KO yBeJUYUBATbCA. TepM HU3MEHSEeTCS NMPU CUCTEMHbIX U3MeHe-
HUSX, TaKUX KaK, HanpuMep, cMeHa jujepa. XKypHan B Raft ume-
eT crequUIecKylo CTPYKTYpy, Kaxk/Jjas 3allicb B HEM COCTOUT U3
Tepma u [lauubix (Payload). TepM yka3bpIBaeT Ha JIUAePa, KOTOPBIA
co3/iaJ1 JaHHY10 3aIKCh, a J/laHHbIe NPeJCTaBASI0T CO60H U3MeHe-
HUs1, KOTOpble He0OX0AUMO BHECTH B MallMHY COCTOAHUs. Raft ra-
pPaHTHUPYeT, YTO JiBe 3alUCH C OJMHAKOBBIM MHJEKCOM U TEPMOM
UJIeHTUYHBI.

Kypuasne B Raft He siBasst0TCS cTporo fo6aBoYHbIMU (append only)
W MOTYT GBITh yceueHbl. Hanpumep, B cueHapuu Hike aujep S1
peIIMIupoBas Be 3allMCH Nepesi TeM, Kak BbIATHU U3 cTpos [10,
11]. S2 cTay HOBBIM JIMJIEPOM U HavaJsl peIJIMKALHIO 3alUCel, B pe-
3yJIbTaTe 4Yero XKypHaJbl S1 cTalu OT/IMYAThCs OT XKypHaJoB S2 U
S3. B aTom ciyvae nocsieiHss 3aMKCh B )KypHasie S1 6yzeT yaaneHa
Y 3aMeHeHa HoBo# (puc. 1).

S1 1 1 1

S2 1 1 2

sS3 1 1 2

P u c. 1. CueHapuii c perinkanyei AByx 3anucen

Fig. 1. Scenario with replication of two records

HcmouHuk: 31echb U lajiee B CTaThe BCe TAOIUIbI U PHUCYHKH COCTaBJIEHBI
aBTOpPaMH.

Source: Hereinafter in this article all tables and figures were made by the authors.

2. Raft RPC API

Paccmorpum RPC untepdeiic Raft. Ctout ormerutb, yTo API
(application programming interface) Raft BkatoyaeT Bcero AiBa Bbl-
30Ba. Raft rapaHTUpyeT Ha/luYKe TOJBKO OLHOrO JIMJepa Ha Kax-
Jbli TepM. Taxoke BO3MOXKHBI TepMbl 6€3 JIMfepa, HallpuMep, ecIu
BbIGOPHI 3aBeplIMIUCh Heyaavyel [12, 13]. YToObl rapaHTHPOBATH,
YTO MPOBOJUTCS TOJBKO OJHU BbI6GOPHI, KaXK/bIH y3eJ1 coXxpaHseT
CBOH roJ1oC B IOCTOSIHHOM NepeMeHHOM o/ HazBaHueM VotedFor.
RPC (remote process call) n1s1 BBI60poB Ha3biBaeTcsl RequestVote u
npyuHUMaeT Tpu napaMetpa: Term, LastLogIndex u LastLogTerm.
OTBeT copepxxuT Term u VoteGranted. [I[pumedaTesibHO, 4YTO Kax-
JbIH 3anpoc copepxuT nthy, u Raft y3se1 MoryT apdekTrBHO B3au-
MOZIeICTBOBATb TOJIBKO €CJIM UX TEPMbI COBMECTHUMBL.

Korsa ysesn wuHMLMHpYyeT BbIGOPBI, OH OTIpaBJjseT 3alpoc
RequestVote fpyrum y3siam u cobupaet ux roJioca. Eciu 60/1b1unH-
CTBO OTBETOB NI0JIOXKHUTEJIbHbIE, y3€eJI IePEeXOAUT B CTATYC JIHepa.
Teneps paccMoTpuM 3anpoc AppendEntries. OH npUHUMaeT Takue
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napameTpbl, Kak Term, PrevLogIndex, PrevLogTerm u Entries,
a oTBeT cofiepxuT Term u Success. Ecin nose Entries B 3anpoce
IycToe, OHO BBINOJIHAET poJib Heartbeat (curxasa o «xuBydecTu»
y3J1a).

Korza y3es-nocienoBaTesb nosydaet 3amnpoc AppendEntries, on
npoBepsieT PrevLogIndex Ha cOOTBeTCTBUe TepMUHY (puc. 2). Eciun
OH coBHafaeT ¢ PrevLogTerm, mocnejoBaTesb A06aBISAET 3aMUCH
(Entries) B ypHau, HauMHas ¢ PrevlogIndex + 1 (mpu aToMm cy-
LleCcTBYIOIMe 3anucH nocje PrevlogIndex yaa/isiloTcs, eCIM OHU
eCThb).

st 1|1

PrevLoglndex: 2
PrevLogTerm: 1

AppendEntries

P u c. 2. Cxema 3anpoca AppendEntries

Fig. 2. AppendEntries Query Schema

Ecin TepMuHBI He cOBHaZaloT, MOCJAeJ0BaTe/]b BO3BpallaeT
'Success=false’. B aToM ciy4ae JiuZiep NoBTOpsieT OTNPABKY 3a-
npoca, yMeHbllas 3HaueHue 'PrevLogIndex’ Ha eguHuLy (puc. 3).

st 1|1

Success: False

PrevLogindex: 3

PrevLogTerm: 2 .:

A
PrevLogindex: 2
PrevLogTerm: 1

EIZ:D

Success: True

AppendEntries

Log
Truncated

AppendEntries

P uc. 3. YenenHoe v omn604HOe 3aBeplleHHe 3anmpoca

Fig. 3. Successful and Error Completion of a Request

Korga ysen nosydaer 3anpoc RequestVote, oH cpaBHMBaeT CBOM
napbl LastTerm u LastLogIndex ¢ caMo#l mocjefHed 3alUCbi0 B
>KypHaJie. Eciv aTv napbl MeHee WM paBHbI 110 3HAaY€HHUI0 IapaM
OTNpaBUTeJIs 3aNpoca, y3es Bo3BpalaeT VoteGranted=true.

3. [lepexoapl MexXAY cocTOsTHUAMHU B Raft

Kaxk/ib1# y3es1 M3HaYa/IbHO HaxoUuTcs B coctossHuU Follower. Kor-
Jia y3es B cocTosiHuU Follower He moJsiyyaeT 3anpocoB B TeyeHUe
33/laHHOTO TalM-ayTa, OH yBeJWYMBaeT 3HayeHHe IapaMeTpa
Term u nepexoaut B coctosinde Candidate, MHUIMUPYS MpoLecc
BbIGOPOB. B cityyae ycrnemHoro 3aBepiieHust BbIGOPOB y3eJ1 nepe-
XOJUT B cocTosiHUe Leader, B IPOTUBHOM C/lyyae BO3BpallaeTcs B
cocrosinue Follower. [Tpu nonyyenun RPC-3anpoca ¢ napamMeTpom
Term, IpeBBILIAIOIIUM €ro TeKYyLIUH, y3eJ1, He3aBUCHMO OT CBOEr0

coCTosiHUS, TepekJtodaeTcs B coctosiHue Follower [14, 15].

Y3en S1 6611 1uiepoM B Term 2, rie OH peniMLypoBall iBe 3aUCH
nepeJ TeM, Kak BbIATU U3 CTPOs. 3aTeM ujJepcTBo B Term 3 ne-
pelwto K y3/y S5, KOTOPBIHM A06aBUJ 3alUCh U TaKXke BBILIEJ U3
ctpos. [lanee y3es S2 B3siJ1 Ha ce6s1 IMepCcTBO B Term 4, penyiniu-
poBaut 3anuch U3 Term 2, 06aBUJI CBOIO COGCTBEHHYIO 3aMUCh JJIs
Term 4 ¥ Tak>ke BbILIeJ U3 CTPOSL. ITO NPUBOJUT K ABYM BO3MOXK-
HBbIM HUCXOJaM: JIM60 y3es S5 BocCTaHaBJIUBAET JIMAEPCTBO U yce-
KaeT 3anucy us Term 2, 1160 y3es S1 BHOBb CTAHOBUTCS JIMAEPOM
u dukcupyert 3anucyu u3 Term 2 [16]. 3anucy u3 Term 2 CYUTAIOTCA
Ha/Ie)KHO 3aPUKCUPOBAHHBIMHU TOJIKO MOCJIE TOT0, KAK OHU 6YAyT
HNOKPBITHI NOC/AeAyIollel 3alMCbl0 OT HOBOTO JUAepa. ITOT Npu-
Mep 6bL1 B3SIT U3 JuccepTanuu Juero OHrapo! v npeAcTaB/ieH Ha
pucyHke 4.

12 12 123
< 12 O OEEE
< 12 02 O03)

S3 or

(b) (c)

5S4

ss [1]

P u c. 4. CxeMa koMMHUTOB B Raft?
Fig. 4. Raft Commit Scheme

[IpuMep unOCTPUPYeET, Kak aaroputm Raft pyHknoHupyeT B Au-
HaMHUYHBIX U 3a4aCTYI0 HelpezckasyeMblx ycaoBusx [17, 18]. [To-
c/1e[J0BaTeIbHOCTb COGBITHH, BKJIIOYAIOIAs HECKOJIBKO JINEePOB U
c60H, IeMOHCTPUPYET CJIOXKHOCTb NMOJJepKaHUsl COTJIACOBAHHOTO
COCTOSIHUS B paclpe/ie/IeHHOH cucTeMe. JTa CJIOXKHOCTb He BJIfA-
eTcsl OUeBU/JHOW Ha MepBbI B3IVIAJ, HO CTAHOBUTCS 3HAYMMOH B
CUTYalUAX, CBI3aHHBIX C U3MEHeHHeM JIijiepa U C60SIMU CUCTEMbI
[19-21]. Ipumep noAYepKUBAeT BaXXKHOCTb HAJI€KHOI'0 U NMPOJY-
MaHHOI'0 MOJXOAA K yNpaB/JeHUI0 TaKUMHU CI0XKHOCTSMH, 4TO U
SIBJISIETCS1 OCHOBHOM 1leJiblo ajroputMma Raft.

4. Peanusanuu cepepa Raft

[lepeiineM k peanusanuu cepepa Raft. 3HauuTe/IbHBIE TPEUMY-
IecTBa JJI peaqu3alUy IpejOCTaBJseT HCIOJb30BaHHE KO-
pytuH C++20. B Hamel peanv3alnuu MepcUCTEHTHOE COCTOSIHUE
XpaHUTCA B omnepaTUBHOM mamsaTu (RAM). OfHako B peasbHBIX

! Ongaro D. Consensus: Bridging Theory and Practice : Dissertation for the Degree of Doctor of Philosophy. CA, USA: Stanford University, 2014. 240 p. URL: https://web.
stanford.edu/~ouster/cgi-bin/papers/OngaroPhD.pdf (zaTa o6pamenus: 12.05.2024).
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YCJIOBUSIX €ro0 CJIeJlyeT COXPaHATb Ha JucK [22, 23]. [layiee Mbl noj-
po6Hee moroBopuM o MessageHolder. OH paGoTaeT aHAJOTUYHO
shared ptr u3 crangapTHoW peanusauuu C++, HO CIeUaNbHO
npejHa3HavyeH JJist 06paboTKu coobueHUi Raft, o6ecneunBas ad-
¢deKTHBHOE ynpaBJieHHe U 06paboTKY TUX KOMMYHUKAIUH.
struct TState {
std::vector<TMsgHolder<TLogEntry>> log;
uint32_t voted for=0;
uint32_t current term=1;
}i
B HecrabusnbuoMm CoctosiHuu (volatile state) 0603HaYMUIIN 3aMTUCH KaK
L pnst «winpiepa» uiu F s «mociejoBaresisi», YTOObI YTOUHUTD UX
HasHavyeHHe. CommitIndex yka3bIlBaeT Ha MOCJIEHIO0 3aIKCh XKy PHa-
Jia, KoTopasi 6bl1a 3aduKcupoBaHa. B oinyue ot atoro, LastApplied
0603HayaeT HauboJiee HeJJABHIOI 3alMCh JKYPHA/IA, IPUMEHEHHYI0
K MallliHe COCTOSIHHM, ¥ BCEerja MeHblle HId paBeH CommitIndex.
NextIndex BakeH, NOCKOJIbKY OH YKa3blBaeT Ha CJIe/lyIOLLyI0 3allUCh
XKypHaJIa, KOTOPYI0 HEOGX0JUMO OTIIPaBUTD y3J1y-NapTHepy [24, 25].
AnanorndHbIM 06pa3omM, MatchIndex oTciexUBaeT MOCIAEJHIOW 3a-
MUCh JKypHaJIa, KoTopasi oGHapy»KuJia coBnazienue. Passen Votes co-
JIEPKUT UAEHTHPUKATOPHI Y3JI0B, IPOrOJI0COBABLIMX 32 MeHs. Tai-
MayThl SIBJISIIOTCSI BOXKHBIM acleKTOM yrpasJieHus:: HeartbeatDue u
RpcDue ynpaBJIsl0T TalMayTaMU JIMZEPa, B TO BpeMs Kak ElectionDue
OTBeYaeT 3a TaliMayThl 1ocje/joBaTesel.
using time_point t =
point<std::chrono::steady clock>;
struct volatile state t {
time point t election_due time;
std::unordered set<int32 t> received votes;
std::unordered map<int32 t, uint64_t> next log_index;
std::unordered map<int32_t, uint64 t> matched log_
index;
std::unordered map<int32 t, time point t> heartbeat_
expiry;
std::unordered map<int32 t, time point t> rpc_expiry;
int32_t last_log_applied = 0;
int32_t commit log_index = 0;

std::chrono::time_

}i

5. Raft API
B Hawelt peanusanuu aaropurma Raft ucnosbsyrores gBa kiacca.
[lepBrrit ki1acc - INode, KOTOpBIN MpesCTaBIsET y3e/1. ITOT Kaacc
BKJIIOYAET JiBa MeTo/ia: Send, KOTOPbIH cOXpaHAeT UCXOAsIHe CO06-
IIleHHsI BO BHyTpeHHeM Gydepe, u Drain, KoTopblii 06pabaThiBaeT
dakTHyecKyo oTnpaBKy coobiieHui. Bropo#t kiacc - Raft, koto-
PbIH ynpaB/sieT COCTOSIHUEM TeKyllero y3/a. OH Takxke BKJIIOYaeT
JiBa MeToJia: Process, KOTOPbIM 06pabaThiBaeT BXOASAIIME COeJUHe-
Hus, U ProcessTimeout, KOTOPBIH O/KEH BBI3bIBATHCS PETYISPHO
JUIS1 yripaBJieHUs1 TaMayTaMy, TAKUMH KaK TakMayT BbIGOPOB JIU-
Jepa. [Tosib30BaTes M 3TUX KJIACCOB JLOJIKHBI UCI0JIb30BATh METO/bl
Process, ProcessTimeout u Drain no mepe HeOGX0AUMOCTH. MeToz
Send kJsacca [INode BbI3bIBaeTcsl BHYTpeHHe B KJacce Raft, uTo o6e-
CriedyrBaeT OeCUIOBHYH HMHTErpanui 00paboTKU COOOLIEHUH U
ynpaBJieHUs] COCTOSTHUEM B paMKax ajaropurma Raft.
struct INode {

void Drain();

void Send(TMsgHolder<TMessage> message);

“INode();
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i
class TRaft {
public:
TRaft(int32_t one node, unordered map<int32 t, shared
ptr<INode>>& nodes);
void ProcessTimeout(Time today);
void Process(Time now, TMsgHolder<IMessage> msg, shared
ptr<INode>& reply to);
i
Tenepb paccMOTpUM, peajM30BaHa OTNpPaBKa U YTEHHE COOOLe-
HU# Raft. BMecTo ncnosib3oBaHUs GUGJIMOTEKU CepUaNU3aL U Mbl
YUTaeM U OTIpaBJIsieM ChIpble CTPYKTYphl B dopmarte TLV (Type-
Length-Value). BOT KaK BBIIJIIJUT 3ar0J10BOK COOGI€HUS:
struct TMessage {
char Value[0];
int32 t Len;
int32 t Type;
i
Jl1s1 OMIOJIHUTEILHOTO YA06CTBa 6bIJT BHEIPEH 3ar0JI0BOK BTOPO-
ro ypOBHS:
struct TMsgEx: public TMessage {
int64_t Term;
int32_t Dst;
int32_t Src;
i
B 3TOT 3aroJioBOK BKJ/IIOYEHbI HAEHTH(PUKATOPHI OTIPABUTEJS U
noJiyyaTesisl B KaKJOM COO6IIeHHH. 3a HCKIo4eHHeM LogEntry,
Bce coobuieHus1 HacjaenywoTcss oT TMessageEx. LogEntry )28
AppendEntries peasin30BaHbI CIEAYIONUM 06pa30M:
struct log entry t : public message base t {
static constexpr msg type t message type =
type t::LOG_ENTRY TRIE;
char additional info[0];
int32_t term value;

msqg_

}i
struct TAppendEntriesRequest: public TMsgEx {
static constexpr EMsgType MsgType
= EMessageType: :APPEND_ENTRIES REQUEST TYPE;
int32_t prev_log_index;
int32_t prev_log_term;
int32_t nentries;
}i
Jlns ynpouieHus 06paboTKH COOOLEHUH UCTIO0/b3yeTCs KJIACC O,
HasBaHueM MessageHolder, koTopbiii HanomMuHaet shared ptr:
template<typename T>
requires std::derived from<T, TMsg>
struct msg_holder t {
std::shared ptr<msg holder t<T>[]> data_payload;
std::shared ptr<char[]> raw_buffer;
T* message array[];
int32_t payload_length;

}i
template<typename U>
TMsgHolder<U> Cast() {...}
template<typename U>
auto maybe() { ... }

}i
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JTOT KJIacc BKJIOYAaeT MAacCHB THIA char, cojepxaluii camo co-
obenue. OH TakxKe MOXeT coziepxaTh Payload (vcnoJsib3yeMblid
TosbKO sl AppendEntry), a Takke MeTOAbl JJis1 6€30IACHOTrO
NpUBeJIeHUs1 CO06IeHHsT 6A30BOr0 THIA K KOHKPETHOMY (METOZ
Maybe) u HeGe3omacHoro npuBejeHus (Metof Cast). [Ipumep uc-
noJsib30BaHusA MessageHolder:
void SomeFunction(TMessageHolder<TMsg> msg) {
auto  maybe append entries =
maybe<TAppendEntriesRequest>();
if (maybe append entries) {
auto appendEntries = maybe append entries.Cast();

message.

}
/] if we are sure
autoappendEntries =message.Cast<TAppendEntriesRequest>();
// usage with overloaded operator->
auto term = appendEntries->Term;
auto nentries = appendEntries->Nentries;
/...
}
U nmpuMep 13 NpaKTHUKU B 06paboTynKe cocTostHus Candidate:
void raft candidate(Time current time, MsgHolder<TMsg>
message) {
if (auto vote_response =
maybe<TRequestVoteResponse>()) {
handle_request_vote(std::move(vote_response.

message.

Cast()));
} else if (auto
maybe<TRequestVoteRequest>()) {
handle request vote(current time, std::move(vote_

request.Cast()));

} else if (auto append entries request =
maybe<TAppendEntriesRequest>()) {

handle append entries(current time, std::move(append_
entries request.Cast()));

}

vote request = message.

message.

}

JTOT NMOAXOJ K NMPOEKTHUPOBAHUIO MOBHILAET 3GPEKTUBHOCTD U
rU6KOCTb 06pabOTKHU COOBLIEHNH B peasn3anusax aaroputma Raft.

6. Raft-cepBep
Tenepb paccMoTpuM peanusanuio cepBepa Raft. Cepsep Raft 6yzer
HCI0JIb30BaTh KOPYTUHBI JIJIs CETEBBIX B3auMoJelcTBUi. CHava-
JIa pacCMOTPUM KOPYTHHBI, KOTOpble 060pabaThIBAIOT YTEHHUE U 3a-
IHUCb COO6IeHUH. [[PUMUTHBBI, HCIIO/Ib3yeEMbIe /151 ITUX KOPYTHH
06CyX/Jal0TCd Jlajiee B paboTe, Hapsily C aHAJIM30M CETEBOU GU-
6sinoTexku. KopyTHHa 3anycy oTBeyaeT 3a OTIIPABKY COOGLIEeHHUH B
COKET, TOT/Ja KaK KOPYTHHA YTeHHs cloXKHee. [l YTeHUs OHa CHa-
Yasia U3BJIeKaeT epeMeHHble Type U Len, 3aTeM Bbl/leJIsIeT MacCUB
u3 Len 6aliT U, HAKOHeLl, YUTAET OCTABILYIOCS YaCTh COOBIEHUS.
Takasi cTpyKTypa o6ecnednBaeT 3G EKTUBHOE U NPOLYKTUBHOE
ynpaBJ/ieHVe CeTeBbIMU KOMMYHHKALUSIMH B paMKax cepBepa Raft.
template<typename TSocket>
TValueTask<void>
msg_writer t<TSocket>::write(MsgHolder<TMsg> message) {
co_await TByteWriter(Socket).Write(message.Mes,

message->Len);

auto payload data = std::move(message.Payload);

for (int32_t index = 0; index < message.payload size;

CoBpemMeHHble
nHGopMaLUOHHbIE
TexHonornu

n UT-o6pasoBaHue

index++) {
co_await write(std::move(payload data[index]));
}
co_return;

}
template<typename TSocket>
TValueTask<MsgHolder<TMsg>> msg_reader t<TSocket>::read()
{
decltype(TMsg::Type) message_type;
decltype(TMsg::Len) message_ length;
auto bytes read = co_await Socket.ReadSome(&message
type, sizeof(message type));
if (bytes read != sizeof (message type)) { /* throw
error */ }
bytes read = co_await Socket.ReadSome(&message length,
sizeof (message length));
if (bytes read != sizeof(message length)) { /* throw
error */ }
auto message holder = NewHoldedMessage<TMsg>(message
type, message_length);
co_await TByteReader(Socket).Read(message_holder-
>Value, message length - sizeof(TMsg));
auto maybe append entries request =
maybe<TAppendEntriesRequest>();
if (maybe append entries request) {
auto append entries = maybe append entries request.

message_holder.

Cast();
auto number of entries = append entries->Nentries;
message_holder.InitPayload(number of entries);
for (int32 t i = 0; i < number of entries; it++) {
message_holder.payload[i] = co_await read();
}
}

co_return message_holder;
}
Jlna  3amycka cepBepa Raft cospmaérca ak3emmiisip  Ksacca
RaftServer wu BbI3bIBaeTcs MeTo[ Serve. MeTos Serve 3amyckaeT
ZBe kopyTHHbI. KopyTuHa Idle oTBeyaeT 3a nepuogudeckyto obpa-
60TKy TaliMayTOB, TOrja Kak InboundServe ynpaBiseT BXOAALIU-
MH COEeJMHEHHUAMHU.
class TRaftServer {

public:
void Serve() {
Idle();
InboundServe();
}
private:

TVoidTask InboundServe();

TVoidTask InboundConnection(TSocket socket);

TVoidTask Idle();
}
Bxozsiue coeiMHEHNsI TPUHUMAIOTCS Yepe3 BbI30B accept. [Tocye
3TOro 3amycKaeTcs KopyThHa InboundConnection, koTopast cCUUTHI-
BaeT BXOAsIIMe COOOLIEHNs U NlepefiaeT UX 3K3eMILIsApy Raft pus
o6paboTku. Takas koHuUryparus obecrneynBaeT 3¢pPpeKTHBHOE
ynpaBJjieHHe KaK BHYTPEHHHMH TalMayTaMM, TaK U BHEIIHUMHU
KOMMYHHKaIUsIMU B cepBepe Raft.
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TVoidTask inbound serve() {
while (true) {
auto client socket = co _await Socket.Accept();
inbound connection(std::move(client socket));
}
co_return;
}
TVoidTask inbound connection(TSocket client socket) {
while (true) {
auto message =
Read();

co_await TMsgReader(client socket).

Raft->Process(std::chrono::steady clock::now(),
std::move(message), client socket);
Raft->ProcessTimeout (std::chrono::steady

clock::now());
drain nodes();
}
co_return;

}
KopyTuHa Idle pyHKIHOHUPYET ClieAy0IUM 06pa3oM: OHA BbI3bI-
BaeT MeTo/ ProcessTimeout kaxayto cekyHay oxuaanus. Cieayer
OTMETHTb, YTO 3Ta KOPYTHHA MCIOJIb3yeT aCUHXPOHHOE OXHJa-
Hue. Takol moAxo/ no3BoJisieT cepBepy Raft adpdekTuBHO ynpas-
JIATh ONlepalusMy, 3aBUCALIMMU OT BpeMeHH, 6e3 GJOKUPOBKHU
JIPYTUX NPOLECCOB, YTO yJIy4llaeT 061y OT3bIBYMBOCTb U IPOU3-
BOJMUTEJILHOCTD CepBepa.
while (true) {
Raft->ProcessTimeout (now());
drain_nodes();
auto current time = now();
if (current time > t0 + dt) {
debug_print();
t0 = tl;
}
co_await Poller.Sleep(current time + sleep duration);
}
KopyTuHa, co3faHHas 1 OTIPaBKU UCXOASAIINX COOOLIEHUH, OT-
JIM4aeTcsl cBoed mpoctoTod. OHa NMocJeZ0BaTeNbHO OTIPAaBJSET
BCe HaKOIJIEHHbIe COOOLIEHNS B COKET B LIUKJIE. B ciy4ae omun6Ku
3anycKaeTcs Apyras KOpyTHHA, OTBETCTBEHHAs 32 YCTAHOBJIEHUE
coenuHeHusl (depe3 ¢yHKuuw connect). Takass cTpykTypa o6e-
CHeYMBaeT IJIaBHYI0 U 3QPEKTUBHYI0 06paboTKy UCXOASIUX CO-
00IeHUH, 0CTaBasiCh NPU 3TOM HaJIeKHOU GJsiarozapsi 06paboTke
OLIMGOK U YIIPaBJIEHUIO COeJUHEHUSIMHU.
try {
while (!messages.empty()) {
auto messages_to_send =
messages.clear();

std: :move (messages) ;

for (auto&s message : messages_to_send) {
co_await TMessageWriter (Socket).
Write(std::move(message));
}
}

} catch (const std::exception& exception) {
reconnect();
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co_return;

}

[puBeieHHbIe IPUMeEpHI JeMOHCTPUPYIOT, KaK KOPYTHHbI 3HAYH-
TeJIbHO YIPOIIAIOT Pa3paboTKy.

PaccmoTpuM npumep 3anycka ksaacrepa Raft ¢ Tpems Hogamu. Ka-
M/I0OMY 9K3eMILISIPY NepefaeTcsl ero YHUKaJbHbIH UAeHTUPHUKaA-
TOp, a TaKXKe aJjpeca U UAEeHTUPHUKATOPBI JPYTUX 9K3eMILISAPOB. B
JJaHHOM CJIy4ae KJUEeHT B3aUMOJeHCTBYeT UCKJIIOYUTENBHO C JIH-
JfepoM. OH OTHpaBJIsieT cay4aliHble CTPOKH, IPU 3TOM MO/ ePKH-
Basl YCTAaHOBJIEHHOE KOJINYeCTBO COOOIeHUH B mpolecce nepesa-
M ¥ 0xujjas UX ¢pukcauuu. Takast KOHUTypaLus UIIIOCTPUPYET
B3aUMO/leiCTBUE MeX/y KJIMEeHTOM U JINJepOM B MHOT'OY3JI0BOi
cpesie Raft, eMoHCTpHpPYyst 06paGoOTKy pacnpesie/leHHbIX JaHHbIX
1 KOHCEHCyca aJlropuTMOM (puc. 5).

Shell
1 ¢ ./server —-id 1
2.

3 Candidate, Term: 2, Index: @, CommitIndex: @,

--node 127.0.0.1:8001:1 --node 127.0.0.1:8002:2 --node 127.0.0.1:8003:3

Leader, Term: 3, Index: 1080175, CommitIndex: 1080175, Delay: 2:0 3:0
MatchIndex: 2:1080175 3:1080175 NextIndex: 2:1@80176 3:1680176

$ ./server --id 2 --node 127.8.0.1:8001:1 --node 127.6.0.1:8002:2 --node 127.0.0.1:8003:3

./server --id 3 --node 127.0.0.1:8001:1 --node 127.0.0.1:3002:2 --node 127.0.0.1:3003:3

12 Follower, Term: 3, Index: 1080175, CommitIndex: 1080175,

13 ...

14 $ dd if=/dev/urandom | base64 | pv -1 | ./client --node 127.6.0.1:8001:1 >logl
15 198k 0:00:03 [159.2k/s] [ <=>

P u c. 5. Pe3ynbTaThl 06paboTKU pacnpesieIéHHbIX JJAHHbIX

Fig. 5. Results of distributed data processing

3aTeM ObLI NPOBEJEH 3aMep 3aJepKKU PuKcanuu (commit) aas
KoHUTrypauuii kaactepos ¢ 3 u 5 yanamu. Kak u oxxuzganocs, 3a-
JlepKKa BblIlle /151 KoHUTrypauuu ¢ 5 y3iamu. Pe3ynbraThl npes-
cTaBJieHbl B Tabuie 1.

Ta6auial CKOpocTh KOMMHUTOB IPH Pa3HOM KOJIMYECTBE y3/10B

Table 1. Commit speed with different number of nodes

50-i 80-ii mep- | 90-i mep- | 99-i nep-
Y3ibl | IepueHTu/Ib
I EeHTHIb I EHTHJIb LEeHTWIb
(meauana)
3 293,541 uc |399,667 uc| 561,550 Hc | 38,269 HC
5 422,183 Hc | 669,539 uc | 1,022,557 Hc | 39,678 HC

3T pe3y/sibTaThbl IOATBEPXKAAOT, YTO YBeJIMYEeHHEe YHCJia Y3JI0B B
KJyiacTepe NIpUBOAUT K YBEJIMYEHUIO 3aJ€PKKHU Q)chal.mn.

7. Peasm3anus I/0-6u61M0TEKU
Tenepb paccMOTpuUM 6UGJIMOTEKY BBO/A-BbIBOJA, KOTOPYIO Gblia
paspaboTaHa B X0/(e UCCJIe[OBAHUS U TeNepb UCIOJIb3YeTCsl B pe-
anusanuu cepsepa Raft. 3a ocHoBy 6epeM cTaHAapTHYIO peasn3a-
LMI0 X0-CcepBepa:
task<> tcp_echo _service() {
char buffer data[1024];
while (true) {
std::size t bytes received =
async_read_some(buffer(buffer data));
co_await async_write(socket, buffer(buffer data,
bytes_received));

1

co_await socket.
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Jis Halel 6UGIMOTEKH NOTPE6GOBAUCH LIMKJI COOBITUH, TPUMU-
THB COKeTa M MeTO/Ibl, TaKHe Kak read _some/write some (B Haiuem
cay4ae ReadSome/WriteSome), a Takke Gosiee BHICOKOYPOBHEBbIE
06epTKH (wrappers), Takue Kak async_write/async_read (B Ha-
weit peanusanuu TByteReader/TByteWriter).
st peanuzanuu metoga ReadSome coketa HE06X0JUMO CO3/aTh
Awaitable cienyomum o6pasom:
auto read some(char* buffer, size t buffer size) {
struct awaitable t {
bool await ready() { return false; /* always suspend
*/ }
void await suspend(std::coroutine handle<> handle) {
poller->AddRead(file descriptor, handle);
}
int await resume() {
return read(file_descriptor, buffer ptr, size);
}
TSelect* poller;
int file descriptor;
char* buffer ptr;
size t size;
}i
return awaitable t{Poller , Fd_, buffer, buffer size};}
Koryia BbI3bIBaeTCs CO_await, KopyTHHA IpHOCTaHABIMBAETCS, M0~
cKoJIbKy await ready Bosspamaet false. B await suspend saxsa-
ThiBaeTcs coroutine handle u nepesaer ero BMecTe C I€CKpPUIITO-
poM cokeTa B poller. Korza cokeT cTaHOBUTCS rOTOBBIM, poller
BbI3bIBaeT coroutine_handle i1 BO306HOBJIEHHS KOPYTHHBL [Ipn
BO306GHOBJIEHHH BbI3bIBAETCS await resume, KOTOPbIH BbINONHAET
YTeHHUe W BO3BpalldeT KOJINYeCTBO NPOIYUTAHHBIX 6alT B KOpyTH-
Hy. MeTozpbl WriteSome, Accept u Connect peasM3oBaHbl aHAJIOTHY-
HbIM 06paszoMm.
Poller HacTpauBaeTcs CeAYIOIINM 00pa3oM:
struct event t {
int file descriptor;
int event type; // READ = 1, WRITE = 2;
std::coroutine_handle<> coroutine_handle;
i
class select t {
public:
void poll events() {
for (const auto& event : events) {
/* FD_SET(read fds); FD_SET(write fds); */
}
pselect(size, read fds, write fds, nullptr, timeout,
nullptr);

for (int index = 0; index < size; ++index) {
if (FD_ISSET(index, write fds)) {
events[index].coroutine handle.resume();
}
/1 ..
}
}

private: std::vector<event t> events;};

MpbI XpaHUM MaccuB nap (JAEeCKpUNTOp COKeTa, KopyTuHa handle),
KOTOpble MCIIONb3YIOTCA JJI1 UHULUAIU3ALUU CTPYKTYp AJs
backend-nynsiepa (B anHOM ciydae, select). MeToj Resume BbI3bI-

CoBpemMeHHble
nHGopMaLUOHHbIE
TexHonornu

n UT-o6pasoBaHue

BaeTCsl, KOrJja KOPYTHHbBI, COOTBETCTBYIOI[ME FOTOBBIM COKETaM,
MPOOYKAAITCS.
JTO NpUMEHSIETCS] B OCHOBHOM GYHKLMH CIeYIOLUM 06pa3oM:
simple task my task(TSelect& poller) {

TSocket client socket(0, poller);

char data_buffer[1024];

while (true) {
auto bytes read = co_await client socket.
ReadSome(data_buffer, sizeof(data buffer));
}
}

3anyckaeTcsi KOpyTHHa (MJIM HECKOJIbKO KOPYTHH), KOTOpas Ie-
PeXOAUT B PeXXUM OXHJAHMS NPU BbI30Be CO_await, mocse yero
ynpaBJieHue nepesaeTcs 6eCKOHEYHOMY LIUKJIY, KOTOPbIH BbI3bI-
BaeT MeXaHW3M IMOJUIMHra. EC/M COKeT CTaHOBUTCS IOTOBBIM B
npolecce MOJUIMHIA, COOTBETCTBYIOIAsi KOPYTHHA aKTUBUPYETCS
U BBINOJIHSIETCA JI0 CJIeJyIOlero BbI30Ba CO_await.
Jlnis yTeHUsl W 3anucH coobueHud Raft moTpe6oBasoch co3aaTh
BBICOKOYPOBHEBbIE 06epPTKH Haj MeToJaMu ReadSome/WriteSome,
dHaJIOTUYHbIE CJIEAYIOLUM:
template<typename T>
TValueTask<T> read() {

T output;

size t bytes to read = sizeof(T);

char* buffer = reinterpret cast<char*>(&output);

while (bytes to read > 0) {
auto bytes read = co_await Socket.ReadSome(buffer,
bytes_to read);
buffer += bytes read;
bytes_to_read -= bytes_read;

co_return output;
}
T item = co_await read<T>();
Jlnsa peanusanuu 3TUX 06epTOK HEOOXOJMMO CO3/jaThb KOPYTHHY,
KoTOopas Takxke GYHKIHOHUPYeT Kak Awaitable. KopyTuna cocro-
uT U3 napel: coroutine handle u promise. coroutine handle wuc-
NOJIB3yeTCA A4Jid yIIpaBJIE€HUsA KOpyTHHOﬁ HW3BHE, TOTJa KaK promise
npe/iHa3Ha4eH /I/Il BHyTPEHHero ynpasJjieHus. coroutine handle
MOXET BKJIIOUaTh MeTO/bl Awaitable, KOTOpble MO3BOJISIIOT OXH-
JlaTh pesyJIbTaT KOPYTHHBI C TOMOLIbIO CO_await.promise ucnosib-
3yeTcsl AJisl XpaHEeHUsl pe3y/bTaTa, BO3BPAIAEMOr0 C MOMOIIbIO
co_return, 1 /i1 NpOGY>/IeHUs BbI3bIBAKOILEH KOPYTHHBI.
B coroutine handle, B MeTone await suspend, coxpaHsercs
coroutine_handle BrIsbiBawIel KopyTuHbL. Ero sHaueHue Gyaer
COXpaHEeHO B promise:
template<typename T>
struct TvalueTask : std::coroutine handle<> {

bool await ready() { return static_cast<bool>(this-

>promise().value); }

void await suspend(std::coroutine handle<> caller_
handle) {
this->promise().caller = caller handle;}
T await_resume() { return *this->promise().value; }
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using promise type = TValuePromise<T>;};
B camoMm promise mMeToj return value 6yaeT XpaHUTb BO3Bpalla-
eMoe 3HaueHHue. Bri3biBaroIas KOpyTHHA MPOGYKAAETCsl C TOMO-
mplo awaitable, koTopelil BosBpamaerca B final suspend. 3To
MPOUCXOJUT TOTOMY, YTO HOC/Ee BbI30Ba CO_return KOMMUIATOP
BbINOJIHsAET cO_await ma final suspend.
template<typename T>
struct TValuePromise {
void return value(const T& value) { this->value =
value; }
std::suspend never initial suspend() { return {}; }
TFinalSuspendContinuation<T> final suspend() noexcept;
std::optional<T> value;
std::coroutine handle<> caller = std::noop_coroutine();
}i
B meTozie await_suspend BbI3bIBarOIas KOPyTHHA MOMXKET GbITD
BO3BpallleHa, U OHa Oy/AeT aBTOMAaTHYeCKH NMpobyx/jeHa. BaxHo
OTMETUTD, YTO BbI3BAHHAA KOPYTHUHA TE€llepb 6y[[eT HaXOJUTHhCA B
CIsAEeM COCTOSIHUM, U eé coroutine_handle JIOJDKHO ObITh YHHY-
TOXEHO C ToMolbI0 destroy, YTo6bI H36eXKaTh yTEUKH NaMSATH. ITO
MOXXHO OCYILLeCTBUTb, HapUMeD, B AlecTpykTope TvalueTask.
template<typename T>
struct TFinalSuspendContinuation {
bool await_ready() noexcept { return false; }
std::coroutine handle<> await_ suspend(
std::coroutine_handle<TValuePromise<T>> handle)
noexcept
{
return handle.promise().caller;
}

void await resume() noexcept { }

}i
Pe3yibTaThl HCC/I€J0BaHUSA

3aBepuIUB onucaHue GUGJUOTEKH, HaMH OblJI MCI0Jb30BaH TECT
NpPOU3BOAUTENbHOCTH (6eHuMapk) libeven, ¢ nomoubo KoTOpO-
ro Mbl 3aMepuiu 3¢pPeKTUBHOCTb PabOThl HAlleH peasnsaLUU U
chopmupoBanu rpadpuk. ITOT TecT co3paet Henodyky us N Unix
pipe, KaX /bl U3 KOTOPBIX CBsI3aH C MOC/AeAYIOIUM. 3aTeM BbIIOJI-
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06cyxaeHue U 3aK/II0YeHUe

B naHHOI pa6oTe onucaHa peanu3anus cepsepa Raft ¢ ucnosb3o-
BaHueM KopyTuH C++20. CnenuasbHO pa3paboTaHHasi GUGIHOTE-
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a/M3alMy, TaK Kak oHa 3pPeKTHBHO yNnpaBiisieT aCHHXPOHHBIMH
onepanusiMM BBOJA-BbIBOJA. [IpOM3BOANTENBHOCT GUOIHOTEKH
Obla MOATBEpPXKJEHA C MOMOILbI0 TecTa MPOU3BOAUTENbHOCTH
libevent, 4To NpoOAEMOHCTPUPOBAJIO €€ KOMIETEHTHOCTb.

[1] Treiblmaier H., Rejeb A., Strebinger A. Blockchain as a Driver for Smart City Development: Application Fields and a Comprehensive
Research Agenda. Smart Cities. 2020;3(3):853-872. https://doi.org/10.3390/smartcities3030044

Bahrepour D., Maleki R. Benefitand limitation of using blockchain in smart cities to improve citizen services. GeoJournal. 2024;89:57.
https://doi.org/10.1007 /s10708-024-11040-7

Ongaro D., Ousterhout J. In search of an understandable consensus algorithm. In: Proceedings of the 2014 USENIX conference on
USENIX Annual Technical Conference (USENIX ATC'14). USA: USENIX Association; 2014. p. 305-319. Available at: https://web.
stanford.edu/~ouster/cgi-bin/papers/raft-atc14.pdf (accessed 12.05.2024).

Rodrigues L.A,, Freitas A.E.S., Duarte Jr. E.P, Fulber-Garcia V. A Hierarchical Adaptive Leader Election Algorithm for Crash-Recovery
Distributed Systems. In: Proceedings of the 13th Latin-American Symposium on Dependable and Secure Computing (LADC ‘24).
New York, NY, USA: Association for Computing Machinery; 2024. p. 136-145. https://doi.org/10.1145/3697090.3697102

Lu S, Zhang X., Zhao R,, Chen L., Li J,, Yang G. P-Raft: An Efficient and Robust Consensus Mechanism for Consortium Blockchains.
Electronics. 2023;12(10):2271. https://doi.org/10.3390/electronics12102271

Albshaier L., Budokhi A, Aljughaiman A. A Review of Security Issues When Integrating loT With Cloud Computing and Blockchain.
IEEE Access. 2024;12:109560-109595. https://doi.org/10.1109/ACCESS.2024.3435845

(2]
(3]

(4]

(3]
(6]

Modern
Information
Technologies
and IT-Education

Vol. 20, No. 3. 2024 ISSN 2411-1473 sitito.cs.msu.ru
e




NCCNEOOBAHWA U PASPABOTKWM B OBJTACT HOBbIX M. O. MenbHUKOB,

724 NHOOPMALINOHHbIX TEXHONOT NI 1 UX NMPUNOXEHWIA E. B. UroHuHa

[7] Sati A, Al-Tabtabai H. A paradigm shift toward the application of blockchain in enhancing quality information management.
Construction Innovation: Information Process Management. 2024;24(1):407-424. https://doi.org/10.1108/CI-05-2023-0099

[8] Dinh T.T.A, Liu R., Zhang M., Chen G., Ooi B.C., Wang ]. Untangling Blockchain: A Data Processing View of Blockchain Systems. I[EEE
Transactions on Knowledge and Data Engineering. 2018;30(7):1366-1385. https://doi.org/10.1109/TKDE.2017.2781227

[9] Asiamah E.A, Keelson E., Agbemenu A.S,, Tchao E.T, Adjaidoo T.-S., Klogo G.S. Optimizing Blockchain Querying: A Comprehensive
Review of Techniques, Challenges, and Future Directions. IEEE Access. 2024;12:196282-196305. https://doi.org/10.1109/
ACCESS.2024.3522584

[10]  Bogdanov A, Shchegoleva N., Khvatov V,, Kiyamov J., Dik A. Combining PBFT and Raft for Scalable and Fault-Tolerant Distributed
Consensus. Physics of Particles and Nuclei. 2024;55(3):418-420. https://doi.org/10.1134/S1063779624030225

[11]  Zhang P, Zhou M. Security and Trust in Blockchains: Architecture, Key Technologies, and Open Issues. [EEE Transactions on
Computational Social Systems. 2020;7(3):790-801. https://doi.org/10.1109/TCSS.2020.2990103

[12]  Xu R, Chen Y, Blasch E. Chen G. Microchain: A Hybrid Consensus Mechanism for Lightweight Distributed Ledger for IoT.
arXiv:1909.10948. 2019. https://doi.org/10.48550/arXiv.1909.10948

[13]  Kogias M., Bugnion E. HovercRaft: achieving scalability and fault-tolerance for microsecond-scale datacenter services. In:
Proceedings of the Fifteenth European Conference on Computer Systems (EuroSys ‘20). New York, NY, USA: Association for
Computing Machinery; 2020. Article number: 25. https://doi.org/10.1145/3342195.3387545

[14]  Dujak D, Sajter D. Blockchain Applications in Supply Chain. In: Kawa A., Maryniak A. (eds.) SMART Supply Network. EcoProduction.
Springer, Cham; 2019. p. 21-26. https://doi.org/10.1007/978-3-319-91668-2_2

[15]  RedaM., Kanga D.B, Fatima T, Azouazi M. Blockchain in health supply chain management: State of art challenges and opportunities.
Procedia Computer Science. 2020;175:706-709. https://doi.org/10.1016/j.procs.2020.07.104

[16]  Noergaard T. Chapter 6 - Board I/0. In: Embedded Systems Architecture (Second Edition): A Comprehensive Guide for Engineers
and Programmers. Amsterdam: Elsevier Science; 2018. p. 261-293. https://doi.org/10.1016/B978-0-12-382196-6.00006-6

[17]  Tavares B., Correia EF, Restivo A. A survey on blockchain technologies and research. Journal of Information Assurance and Security.
2019;14:118-128.

[18]  Moosavi N., Taherdoost H., Mohamed N., Madanchian M., Farhaoui Y., Khan I.U. Blockchain Technology, Structure, and Applications:
A Survey. Procedia Computer Science. 2024;237:645-658. https://doi.org/10.1016/j.procs.2024.05.150

[19] Wang R,, Zhang L., Xu Q., Zhou H. K-Bucket Based Raft-Like Consensus Algorithm for Permissioned Blockchain. In: 2019 IEEE 25th
International Conference on Parallel and Distributed Systems (ICPADS). Tianjin, China: IEEE Press; 2019. p. 996-999. https://doi.
org/10.1109/1CPADS47876.2019.00152

[20]  GuR., HuangD. A Leadership Transfer Algorithm for the Raft. In: Sun Y, Cai L., Wang W., Song X., Lu Z. (eds.) Blockchain Technology
and Application. CBCC 2022. Communications in Computer and Information Science. Vol. 1736. Singapore: Springer; 2022. p. 13-30.
https://doi.org/10.1007/978-981-19-8877-6_2

[21]  Du Z, Qu Z, Fu Y,, Huang M,, Liu L. Multi-strategy-based leader election mechanism for the Raft algorithm. Concurrency and
Computation: Practice and Experience. 2023;35(22):e7734. https://doi.org/10.1002/cpe.7734

[22]  WuY, WuY, Liu Y, Shi T. The research of the optimized solutions to Raft consensus algorithm based on a weighted PageRank
algorithm. In: 2022 Asia Conference on Algorithms, Computing and Machine Learning (CACML). Hangzhou, China: IEEE Press;
2022. p. 784-789. https://doi.org/10.1109/CACML55074.2022.00135

[23] Zhang P, Tao Y., Zhao Q., Zhou M. A Rate-and-Trust-Based Node Selection Model for Block Transmission in Blockchain Networks.
IEEE Internet of Things Journal. 2023;10(2):1605-1616. https://doi.org/10.1109/]J10T.2022.3210197

[24]  Zhang P, Schmidt D.C., White J., Dubey A. Chapter Seven-Consensus mechanisms and information security technologies. Advances
in Computers. 2019;115:181-209. https://doi.org/10.1016/bs.adcom.2019.05.001

[25]  Auhl Z, Chilamkurti N., Alhadad R., Heyne W. A Comparative Study of Consensus Mechanisms in Blockchain for IoT Networks.
Electronics. 2022;11(17):2694. https://doi.org/10.3390/electronics11172694

Ilocmynuaa 12.05.2024; odo6peHna nocae peyensuposarus 18.07.2024; npunsima k ny6aukayuu 02.09.2024.
Submitted 12.05.2024; approved after reviewing 18.07.2024; accepted for publication 02.09.2024.

MesibHUKOB MakcuM OJieroBud, acnupaHT KadeApbl MaTeMaTH4eCKOTO MOJe/MpPOBaHUsA, KOMIBIOTEPHBIX TEXHOJOTHH U
nHOpMallMOHHON Ge3onmacHOCTH WHCTUTYTa MaTeMaTHKH, ecTecTBO3HaHUA U TexHUKH, PTBOY BO «Eneuxuil rocygapcTBeHHbIN
yHuBepcuteT uM. M. A. Bynuna» (399770, Poccuiickasa ®enepanus, Jluneukas o6sacts, I. Enen, yn. KommyHapos, a. 28-1), ORCID:
https://orcid.org/0000-0003-1921-3033, melnikov.maxx@yandex.ru

HronuHa EsneHa BukTOpoBHa, 3aBeAynowmuil kadeApod MaTeMaTHKU U METOJUKU eé mpenojaBaHus WHCTUTYTa MaTeMaTHKY,
ecrecTBo3HaHus U TexHUKH, P['BOY BO «Enenkuii rocyaapcTBeHHbl yHuBepcuTeT UM. M. A. Bynuna» (399770, Poccuiickas @enepanus,
Jluneukas o6sacth, I. Enen, yn. KommyHapos, a. 28-1), kaHaujgat ¢U3MKo-MaTeMaTHYeCKUX Hayk, goueHT, ORCID: https://orcid.
org/0000-0002-7369-6219, elenaigonina7 @mail.ru

Bce asmoput npoyumanu u 0006puau OKOHYamMebHblil 6apuaHm pykonucu.

CoBpemMeHHble

MH(OpPMaLMOHHbIE .
TeXHONnoruu Tom 20, N@ 3. 2024 ISSN 2411-1473 sitito.cs.msu.ru

n UT-o6paszosanve A



M. O. Melnikov, RESEARCH AND DEVELOPMENT IN THE FIELD OF NEW

E. V. Igonina IT AND THEIR APPLICATIONS 725

About the authors:

Maxim O. Melnikov, Postgraduate student of the Chair of Mathematical Modeling, Computer Technologies and Information Security,
Institute of Mathematics, Natural Science and Technology, Bunin Yelets State University (28-1 Kommunarov St., Yelets 399770, Lipetsk
region, Russian Federation), ORCID: https://orcid.org/0000-0003-1921-3033, melnikov.maxx@yandex.ru

Elena V. Igonina, Associate Professor, Head of the Chair of Mathematics and Methods of its Teaching, Institute of Mathematics, Natural
Science and Technology, Bunin Yelets State University (28-1 Kommunarov St., Yelets 399770, Lipetsk region, Russian Federation), Cand. Sci.
(Phys.-Math.), Associate Professor; ORCID: https://orcid.org/0000-0002-7369-6219, elenaigonina7 @mail.ru

All authors have read and approved the final manuscript.

Modern

.. Information
Vol. 20, No. 3. 2024 ISSN 2411-1473 sitito.cs.msu.ru Technologies

-_______________________________________________________________________________J and IT-Education




