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OCHOBHBIE PEXKMMbI PABOThI CACTEMbI INPEJJOTBPAILEHHA BTOPXKEHUI
(IDS/IPS SURICATA) A1 BBIYUCJIUTEJIBHOTO KJIACTEPA

AHHOTaMA

B daHHOll cmambe cmasumcs 3a0a4a npomecmuposams cucmemy npedomepawjeHusi 8mopiceHutl
Suricata u paccmMompemv 803MONCHOCMU ee UCNO/b308aHUSI 8 Kavyecmee OCHOBHO20 UJU
dono/HUMEAbHO20 UHCMpYMeHma 0151 o6ecneyeHus1 6e30nacHOCMU 8bIMUCAUMEAbHO20 KAacmepa.

/115 peweHust nocmas/ieHHOU 3ada4u, hpomecmuposaHa paboma daHHOU cucmembl 8 pexcumax IDS
u IPS. /[lasa ouyeHKu npouzgodumesbHOCMU mecmupyemoli cucmembvl, npueedeHbl epaguku
cuemuukos MoHumopuHea CPU utilization u CPU load average. /laHHble nosy4eHsl nocpedcmaom
cucmembl MOHUMOpUH2a dama-yeHmpa uHcmumyma QPusuku HAH Aszep6atidxcaHa Ha 6ase
naamgopmul ZABBIX. OnucaHa ycmaHoska Suricata u Hacmpolika ee OCHOBHbIX NAPAMEMPO8.
IlokazaHa 603MOJCHOCMb ONMUMU3AYUU pexcumos pabomvsl Suricata & 3asucumocmu om
annapamHuiX pecypcos, Hanpumep, Koaudecmeo sdep. B kauecmee nosauzoHa ucnho/v308a/cs
06/1auHblll ceemeHm dama-yeumpa uHcmumyma Pusuku HAH Azep6aiidxcana, komopblii 8 ceoto
ouepeds s8./151emcsl Hacmuvk 061auyHol uHgpacmpykmypol JIUT OHUAHU. [losyueHHble pe3ysbmambl
deMOHCmpupyrm 803MoxcHocmu Suricata o6pabamuieams nocmynarowue daHHble He HAzpyxcas
cucmemy 8 yeaoM, demeKmuposamv yepo3bl U CB80E8PEMEHHO peazupo8amsv HA HUX YMO
cyujecmeeHHO nosvluiaem ypogeHb 6e3onacHocmu. Kpome mozo, 8 daHHOlU cmambe NOKA3aHbl
803MOJMCHOCMU 00/1d4HO20 CezMeHmd U CucmeMbl MOHUMOPUH2A Jdama-yeHmpa uHcmumyma
dusuku HAH Azep6atidxcaHa, ¢ NoMoujbio KOmopbsblx Npo8odu/10Cb mecmuposaHue.
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Abstract

This article aims to test the Suricata intrusion prevention system and consider its use as a primary or
additional tool for securing the computing cluster. For solve this task, we tested the operation of this
system in the IDS and IPS modes. To evaluate the performance of the system under test, the CPU
utilization and CPU load average counters were used. The data was obtained through the system of
monitoring the data center of the Institute of Physics of the National Academy of Sciences of
Azerbaijan on the basis of the ZABBIX platform.

In this article, describes the installation of Suricata and the configuration of its main parameters and
the possibility of optimizing the operating modes of Suricata is shown depending on the hardware
resources, for example, the number of cores. The cloud segment of the data center of the Institute of
Physics of the National Academy of Sciences of Azerbaijan was used as a testing ground, which in its
turn is a part of the JINR LIT's cloud infrastructure.
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The results demonstrate the ability of Suricata detecting threats and responding to them in a timely
manner, which significantly increases the level of security. In addition, this article shows the
capabilities of the cloud segment and the monitoring system of the data center of the Institute of
Physics of NAS of Azerbaijan, with the help of which testing was conducted.
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BBegeHue

BelUMC/IMTENBHBIA — KJIacTep  NpeAcTaBJIAeT
C0060M rpyImny cepBepoB, 060'beJUHEHHYIO B e[IJUHYIO
BBICOKOCKOPOCTHYI0  ceTb. OcHOBHas 3ajava
BBIYMCJUTEJNBHOIO  KJacTepa -  yBeJHU4YeHHe
CKOPOCTH O00OpabOTKH JAHHBIX C IIOMOIIbIO
pas/IMYHBIX TEXHOJIOTMH pacnapa/uleJuBaHuda. B

cuJLy psaza MPEUMYIIECTB, TaKUX KakK
MacHITabUPyeMOCTb, 0TKa30yCTOMYUBOCTb, a TAKXKE
5KOHOMHYECKHMX -  XOpollee  COOTHOIIEHHe

CTOMMOCTb/IPOU3BOAUTENBHOCTD, KJIaCcTepHbIe
pelleHUs1 HAXOAAT NpPUMEHeHHe B pa3JIUYHbIX
o6s1acTaAX MHPOPMAIMOHHBIX TEXHOJIOTHH.

B cBA3u ¢ 3TUM Haubojsiee  BaXKHBIM
KOMIIOHEHTOM KJIACTEPHOM CHUCTEMbl CUHUTAETCS
BOMpPOoC MHPOPMALIMOHHOM 6€30MacHOCTH, 8 UMEHHO
npeJoTBpalleHue HeCaHKIIMOHUPOBAHHOTO
JlocTyna K ero pecypcam. /lisi mpeJoTBpalleHue
HEeCaHKLIMOHUPOBAHHOIO JOCTyIa HCHOJb3YIOTCSA
KaK MpaBWJIO Pa3/IM4Hble CUCTEMBbl GpPaHAMAYy3pPOB
Takue Kak Netfilter ymnpaBisieMble yTUIMTaMU
iptables/firewalld u B HekoTOpbIX cjay4asx
aHTUBUpPYChL. OJHAKO, KaK MOKa3bIBaeT NMPAKTHKA,
BO3MOXXHOCTEH  3THUX  CHUCTEM  OKa3bIBaeTCs
He/Jl0CTaTOYHO, HalNpuMep, B CJAy4ae CKPBbITOro
CKaHMPOBAaHHA MOPTOB, KpPOMe TOro, CeTeBOH
TpadUK M0JIb30BaTeJed PEryJsAPHO IMOBBIIIAETCS
YTO B CBOIO O4Yepesb YBeJWYHMBAeT HArpy3ky Ha
O6paH/Mayspbl, KOTOpble MOTYT He CIPaBUTCA C
06paboTKOI 60JIBIIOr0 NOTOKA JAAaHHBIX UCIOJIb3YS
CTaHJApTHBIE BO3MOXHOCTU. OJHUM M3 pelleHuH
JIAaHHOTO BONpoca MOXeT ObITb INpPUMEHeHHue
JIOTIOJIHUTENIbHOW ~ CUCTEMBbl  IPeAOTBpalleHUs
BTOPXXEHUH, KOTOpasi MorJia 66l paboTaTh B CBsI3KE
c OpaHAMay3poM M He HarpyaTb IpH 3TOM
anmnapaTHble Pecypchl KJjaacTepa.

Llesb viccieg0BaHUS

llesb vccieloBaHUS JAHHOU CTaTbU COCTOUT B
MOAPOGHOM M3YYEHUM BO3MOXXHOCTEH CHUCTEMbI
npejoTBpaileHus Brop:keHud IDS/IPS Suricata,
KOTOpOe MOXXHO HCIO0JIb30BaTb B KayecTBe
OCHOBHOM  WJIM  JIONOJHUTEJbHOW  CUCTEMbI
NoBbIIIAOLIeNl 6e30MaCHOCTb AO0CTYNA K pecypcaM
BBIYHCJIUTENBHOrO0 KJIacTepa.

OcCHOBHas 4acTb

B Hacrosiliee BpeMs CYLECTBYET HECKOJIbKO

IDS/IPS cucTeM Kak KOMMeEpUYeCKHX, TaK U open
source. [lojroe BpeMsi OJJHUM U3 JIUJIEPOB open
source IDS/IPS cucteM 6611 npoekT Snort [1] Ho Ha
CEroAHSIIIHUN JJeHb BO3MOXXHOCTH JAaHHOM CUCTEMBI
He TO03BOJIAIOT 006pabaThiBaTh OOJIbIIME MOTOKHU
JlaHHBIX B (67)\% MJIOXOU MOAEePXKKHU
MHoronoto4yHocTH. Cuctema IDS/IPS Suricata [2] o
KOTOpPOM TMOHAeT peyb Jajiee, H3HAYAJIbHO
co3jlaBajacb /s paboTbl B MHOTONOTOYHOM
pexuMe, 4TO SIBJISIETCSI OCHOBHBIM OIpe/ie oM
dakTOpoM /11 ee HCIOJIb30BaHUS B KJACTEPHOU
cucTeMe. Bo3MoxHOCTH IDS/IPS Suricata
JIOTIOJIHAIOTCS TakXke ucnoJsib3oBanueM GPU (CUDA,
OPENCL). MHOromoTo4YHbld peXuM paboThbl
M03BOJISIET el 06pabaThIBaTh MOTOKU JAHHBIX 10 10
['6uT/C., 4TO ABJISAETCS OUEHb BXKHBIM I10Ka3aTesIeM
NPHUMEHUTEIBHO K BBIYUCJIUTENTbHOMY KJIacTepy.

Suricata nmnpencTaBsseT Cco06GOH  MOAYJIBHYIO
cucremy.  /[laa cbopa  [IaHHBIX, 3axBarTa,
JleKOIMPOBaHUS, o6HapyxeHUs BTOP>KEHUS
HCI0JIb3YeTCA OT/le/IbHBIN MOJYJIb. EcTp
BO3MOXXHOCTb H3BJEKaTb M NPOBEPATb Qaiibl,
nepegarmuecs no HTTP, npoBepsaATb cxaTbie
JaHHble, TPOU3BOAUTL pacno3HaBaHue no URI, nmo
JaHHbIM cookie, 3arosioBkaM M MHOrOe JpyToe.
Baaroaaps MOAYJIbHOU cucreMe MOKHO
OTNEPAaTUBHO MOJKJIIOYUTh HOBBIA MOAYJb AJs
nepexBaTa M aHaju3a JaHHbIX. [ig mnepexBaTa
[IOTOKOB HMEIOTCS CJeAyloliue HHTepdeinchr:
AF_PACKET, NFQueue, IPFRing, IPFW, Libpcap,
PF_RING.

Suricata, B 3aBHCHMOCTH OT KOHQUIypaLUH,
MOXeT pa6oTaTh Kak B pexume IDS/IPS (pexum
npeJoTBpalleHHs BTOP>K€HUH u pexumM
JleTEKTUpOBaHUs) Tak M B pexume IDS, T.e.
HCII0JIb3Ys1 TOJILKO CPe/ICTBA JeTEKTUPOBAHMUSI.

Pexxum IPS  peasmsyerca  NoCpeACTBOM
uHTepdpeiicoB  NFQueue, AF_PACKET, IPFW,
PF_RING.

PaccmoTtpum peasumsauuio IPS mnocpegctBom
NFQueue.

NFQueue, npesacTaBsisieT co60ii cBA3KY c iptables
B koTopoM NFQueue cTaHOBUTCA 4acCTbIO LIEIOYKU
npaBuJ. [lakeT nonaaet B iptables u puabTpyercs
no mpaBusaM NFQueue. [lpu ¢uabTpanvu mnaker
MoxeT mnoaydyuTb cratyc NF_DROP, ecau
COOTBETCTBYET TaKOBOM 3alMCH B MpaBUJIaX O
6s0kupoBanuy, Ju6o NF_ACCEPT - pesysabTrat
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ycnemHo mnpoBepky, a Takke NF_REPEAT -
MOBTOPHAas MpoBepKa. [Ipy BKJIIOYEHHUH GOJIBLIOTO

KOJINYecTBa npaBuJ, 3TO HauMeHee
OBICTPOIENCTBYIOIINI PEXXUM PAaOOTHI.

Pexxum IPS [oCpejCTBOM AF_PACKET,
npeJjCcTaBJseT cobou HauboJiee

OBICTPOJIEUCTBYIOIIMHA  peXHUM  paboThl, €ro
0COGEHHOCTh 3aKJII0YaeTCs B MCII0Jb30BaHUHU ABYX
CeTeBbIX YCTPOWCTB, KOrJa CHCTeMa pabOTaeT B
pexxume poyTepa uid nuiw3a. [laker, B pe3ysibTaTte
MpPOBEPKH, IMMOMEYeHHBbIH KaK HeOe30MacHBId He
nepechbLIaeTcs Ha Ipyroe ceTeBOe YCTPOMCTBO.

[[.HH TEeCTUPOBAHHUA BbIIIEYKA3aHHbIX PEXHMOB
Suricata, 661712 HCIIO/Ib30BaHA 06J1a4Hast yaTdopMa
JaTa LleHTpa WHCTUTYyTa Ousuku HAH
AzepbaiimkaHa, ABJASIONASACS CErMEHTOM 06JIa4HON
nHdpactpykTypel OMAU [3], Ha KOTOpOH ObLIA
Co3/laHa BUPTyaJibHasl MallMHA CO CJAeAYIIHUMU
napaMetpamu: 10 I'b guckoBoro npoctpaHcTBa, 16
I'b 03V, 16 axgep LIIY. OnepauuoHHasi cucTema
BUPTya/bHOU MaluHbL: Centos 6.8 x86_64.

OGJsiayHble pecypchl JaTa LEHTpa HHCTUTYTa
®usuku HAH Aszepb6aiigxana [4-6] npejcTaBiieHbl
maatdopmoit  OpenNebula [7]. AnmapaTHble
BO3MOXXHOCTH pecypca - 50 TBb pguckoBoro
npoctpaHcTBa, 256 ['B 03y, 32 gapa LIIY.
BeruvcauTeNbHBIN KJIaCTepP JaTa LeHTPa, IOCTPOEH
mno TEXHOJIOTUH torque/pbs+openmpi c
HHTErprupoOBaHHbBIM IJIAaHUPOBIIXUKOM
3agaHuil Maui. Mouutopusr LI1Y, 1okanbHOM ceTH,
WHTEPHET COEAMHEHUs, B PpEXHUMe peasbHOro
BpeMeHHU OCyllecTBJseTcs cpeacTBamu ZABBIX.

PaccMoTpuM ycTaHOBKY Suricata U3 HCXOZHHUKOB
Ha BUpTyaJbHy10 MamuHy ¢ OC Centos 6.8 x86_64, a
Tak)Ke pabOTy JaHHOH CHCTeMbl B  BBIIe
NEePEeYUCIeHHBIX PEeXXUMaX. Suricata Takke MOXeT
ObITh yCTaHOBJIEHa B OIIE€pAallMOHHBIX CUCTEMaX:
macOS, BSD u Windows.

[IpenBapuTesIbHO
Heo6X0MMble IPOrpaMMbl:
yum install wget gcc libpcap-devel pcre-devel
libyaml-devel file-devel zlib-devel jansson-devel nss-
devel libcap-ng-devel libnet-devel tar make
libnetfilter_queue-devel lua-devel

B npouecce KOHPUIYpHpPOBaHHUS U COOPKHU
CKauYeHHOT0 M  pa3apXMBUPOBAHHOTO MaKeTa
Suricata yka3bIBalOTCs CJeAyIOLIHE TAapaMeTphl:
./configure -prefix=/usr -sysconfdir=/etc -
localstatedir=/var -enable-nfqueue -enable-lua &&
make && make install-full
Jns dopMupoBaHUs K3llla  JAMHAMUYeCKHUX
O6UOJIMOTEK T0OC/Te YCTAaHOBKH pPEKOMEHAyeTcs
BOCIIOJIb30BaTbCsA yTUAUTON Idconfig, koTopas
cbopmupyeT HEeo6X0AUMbI CCBLJIKUA A
KOPPEKTHOM paboThl Suricata.

YCTaHABJINBAKOTCA

B pesysbTaTe BBINOJHEHHWA BblLIeyKa3aHHOU
KOMaH/ibl KOHGUTypUpOBaHUsA U cbopku Suricata
yCTaHABJIUBAETCS B KaTaJIoT: /usr
Konowurypanuonnsle  ¢aiibl  coaepxaTca B
KaraJiore: /etc/suricata/

KaraJsior sior-daitnos: /var/log/suricata/
[lapameTp KOHOUTYpaIuu -enable-nfqueue
BKJIIOYaeT noazepkky  pexumoB  NFQueue,
AF_PACKET, mnapamerp -enable-lua BxJIO4YaeT
pexxuM  JeTeKTHpoBaHMd Lua-ckpunToB g
MOHHUTOPHHTA YIPo3 Pa3/IMYHOHN CJIOKHOCTH.
CKOMNU/IMPOBaTh [IporpaMmy MOXXHO
CTaHJAPTHBIMU KOMaHJaMH make, make install,
KpoMe TOro paspaboT4yuKH Suricata mpejJararoT
AOIOJIHUTEJIbHO TPHU BaApHAHTA aBTOMAaTHUYECKOM
YCTAaHOBKHU:

1. make install-conf: BBINOJIHAET
CTaHJAPTHYI KoMaHAy make install u
HacTpauBaeT BCe HeoOXoauMble JJIs
paboThl AUPEKTOPHUH;

2. make install-rules: BBINOJIHAET
CTaHJApTHYI KoMaHay make install, a
TaKXXe 3arpykaeT aKTyaJbHbIH HaGop
MpaBUJI OJId PEXHWMOB NE€TEKTHPOBAHUA U
[IpesoTBpalleHHud yrpos;

3. make install-full: BbIONIHSIET NpeAbIAYLIME
ABe KOMaH/bI u HaCTpauBaeT
Heo0X0JMMble NapaMeTpbl [Jis I[EePBOro
3amycka Suricata.

[IpoBepuTh pe3yJbTaT YCTAaHOBKU MOXHO

KOMaH/I01: suricata —build-info.

OCHOBHBIM  KOHQUrypalMoHHbIM  daijoM
Suricata SIBJISIETCS daitn suricata.yaml,
pacrmosio’keHHbI B KaTasiore /etc/suricata/. Jlns
MpOCMOTpa  KOHQUIYpPALMOHHBIX  [apaMeTpPOB
HCI0JIb3yeTcsl KoMaHAa suricata ~dump-config.

B oaiine suricata.yaml Heo6xoJUMO YyKa3aTb
3HaueHUsI TepeMeHHbIM U BbIOPATh PEXKUM PaboThl
Suricata. Hawubosiee BaXKHBIMH I€pEMEHHBIMH
ABJIAKTCA:

e vars.address-groups. HOME_NET:

yKazbleaemcs duanasoH 3awuwiaeMoli cemu

e vars.port-groups.HTTP_PORTS: ykasviearomcsi

Heobxodumble nopmul

o default-rule-path:

Heobxodumble hpasuaa
e host-mode: daHHblll napamemp onpedessiem

pexcum pabombut Suricata
host-os-policy: onpedessiem noaumuxky dss OC
app-layer:  ocywecmeasiem npoeepky no
onpedeeHHbIM NPOMOKOAAM.

OcHOBHbBIE  TNepeMeHHble  OTBeyawllye  3a

HaCTPOUKY NPOHU3BOJUTE/bHOCTHU:

threading

detect-thread-ratio

defrag

stream

. runmode

Hactpoiika nepeMmeHHbIX threading u detect-

yKasslearwomces

Ui W e
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thread-ratio 1o3BOJIIET ONTUMHU3UPOBATH PEXKUM
paboThl Suricata B 3aBHCHMOCTHU OT amMapaTHBIX
pecypcos, HanpumMep, KOJINYeCTBO anep.
[lepemenHble Stream u defrag oTBe4alwT 3a
ONTHMAJIbHYI0 paboTy C CeTeBbIMU [JAHHBIMH.
[lepeMenHass runmode  ompefessieT  PEXUM
MOTOYHOCTH U OYepeJHOCTH 06pabaThIBAEMbIX
3a/au.

Komanpa suricata --list-runmodes moka3bIBaeT
BO3MOXKHOCTH Pa3/IMYHbIX PEXXUMOB peau3aliu C
MOMOIIbI0 HACTPOWKK [JIAHHOW IlepeMeHHOM.
JlaHHass  mnepeMeHHass MOXET  HCIIOJIb30BaTh
cjeqylolide peXXUMbl peasu3anud: auto, autofp,
workers, single. Pexxum single - oAHONOTOYHBIN
pexxuM, workers - MHOrOHNOTOYHBIM PEXUM IPU
KOTOpPOM 3axBaT [aKkeTa M ero mnocJjejymoolas
00paboTKa paszieseHbl.

B 3aBHCHMMOCTHM OT anmnapaTHBIX BO3MOXHOCTEMN
MOXXHO TIOZ06paTh ONTHUMAJbHbIM BapuaHT. B
JIAaHHOM CJly4ae BbIOpaH pexxuM autofp npu KoTopom
Suricata, pa6oTasg B MHOTOIOTOYHOM DEXUME,
pacnpegensseT Bce oOpabaThiBaeMble CeTeBble
MOTOKH I10 IPUHIUITY: OJUH NOTOK — OJAHO JIpO.
PaccmoTpuM pexxum pa6oTsl IDS. B JaHHOM pexuMe,
eCcJIM CHUCTeMa He BBINOJHSET QYHKIHUIO pOyTepa,
nepeMeHHON host-mode MOXXHO yKa3aTb 3HAYeHHE
«sniffer only», Tak Kak OCHOBHas 3a/a4ya JaHHOTO
pexxuMa - JeTeKTHpoBaHHe yrpos. [lasg 3amycka
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Suricata B  JaHHOM Heob6X0JUMO
BBIMOJIHUTh KOMaH/Y:

suricata -D -c /etc/suricata/suricata.yaml -i ethQ

pexkrMe

[IpeaBapuTeNbHO, [JI1 BbISABJEHHUS OIIMGOK B
KOHUTYpaIMOHHOM daitne peKoMeHayeTcs
BbIITOJIHUTD KOMaHJy: suricata -c

/etc/suricata/suricata.yaml -i ethO -init-errors-fatal

g oueHku npousBoauTesbHocTh CPU mnpu
TeCTUpoBaHUU Suricata B pexumax IDS u IPS
HCII0JIb30BaIUCh BO3MOXXHOCTH CUCTEMbI
MOHUTOpPHUHIA [laTa-LeHTpa HHCTUTYyTa PU3MKHU
HAH Azep6aiikana Ha 6a3e muiatdopmbel ZABBIX, a
HUMEHHO  perucrtpupoBasiack  3arpyska CPU
nocpenctBoM cyeTuynkoB CPU utilization u CPU load
average, KOTOpble MOKa3blBalOT 3arpysky CPU
BUPTyaJIbHOW MallMHBl, B pacCMaTpUBAaEMBbIX
pexxumax. Cyetunk CPU-utilization nokasbiBaer

CpellHee 3HaAYeHWe 3arpy3kd Impoleccopa B
NPOLEHTHOM 3JKBUBaJIeHTe, QUKCHUPYS BpeMs
npocTos npoleccopa, Harpysky B

M0JIb30BATEJbCKOM M CUCTEMHOM PEXHMax U T.JA.
CPU-load average ¢uxcupyeT cpenHee 3HaueHHUe
3arpy3Kd CHCTEMbl 33 OIpeJeJIEHHbId Mepuos
BpeMeHH. C MOMOLIBIO JAHHBIX CYETYMKOB MOXKHO
onpelleJINTh, C HEKOTOPOW [0JIed MOrPEeUIHOCTH,
Harpy3kKy TeCTHPYEMOW CHCTEMbl Ha pecypcChl
BUPTYaJIbHOW MalllMHBbI.
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68/08/2017- 276868 [(++] [1:2011716:3) ET

68/08/2017-13 .755626  [*+] [1:2918935:2] ET

88/08/2017-13; .BB9B24 [#+] [1:2008578:4] ET

88/08/2017-13: .889824 [++] [1:2011716:3] ET

88/08/2017-13: .627127  [++] [1:2018789:3] ET

[88/88/2817-13: .067533  [#+] [1:2008578:4] ET

88/08/2017-13: 867533 [#] [1:2011716:3] ET

88/21/2017-15: 638382 [#+] [1:2018937:2] ET POLICY Suspicious inbound to mySQL port 3386 [++]
88/21/2017-15 .303143  [#+] [1:2018936:2) ET

88/21/2017- .436885 [++] [1:2002911:6] ET SCAN Potential VNC Scan 5998-5928 [+%]

88/21/2017-15: 834155 [#+] [1:2082910:6] ET SCAN Potential WNC Scan 5880-5828 [#+]

88/21/2017-15: 192788 (] [1:2018939:2] ET

88/21/2817-15 365218 [#+] [1:2016935:2] ET POLICY Suspicious inbound to MSSQL port 1433 [#+]
88/21/2017- 964671 [#] [1:2018935:2] ET

88/21/2817-15 571858  [#+]

88/21/2017-15: 883648 [#+] [1:21813908:6] GPL SHELLCODE %86 inc ebx NOOP [++) [Classification:
88/21/2017-15: .BB3648 [#+] [1:2018489:3] ET SCAN NMAP 05 Detection Probe [+#] [Classification: Attempted
88/21/2817-15: 778772 [#+) [1:2181398:6] GPL SHELLCODE xB6 inc ebx NOOP [+#] [Classification:
88/21/2817-15: 778772 [#%] [1:2018489:3] ET SCAN NMAP 05 Detection Probe [+#] [Classification: Attempted

POLICY Suspicious inbound to MSSQL port 1433 [#+] [Classification: Potentially Bad Trafficl [Priority: 2] {TCP}

POLICY Suspicious inbound to Oracle SOL port 1621 [##] [Classification: Potentially Bad Traffic] [Priority: 2] {TCR}

SCAN Sipvicious Scan [#*] [Classification: Attempted Information Leak] [Priority: 2] {UDP}

SCAN Sipvicious User-Agent Detected (friendly-scanner) [++] [Classification: Attempted Information Leak] [Priority: 2] {UDP}
POLICY Suspicious inbound to MSSQL port 1433 [#*] [Classification: Potentially Bad Traffic] [Priority: 2] {TCP}

SCAN Sipvicious Scan [#%] [Classification: Attempted Information Leak] [Priority: 2] {UDP}

SCAN Sipvicious User-Agent Detected (friendly-scanner) [++] [Classification: Attempted Information Leak] [Priority: 21 {UDP}
POLICY TLS possible TOR SSL traffic [++] [Classification: Misc activityl [Priority: 31 {TCP}

SCAN Sipvicious Scan [#%] [Classification: Attempted Information Leak] [Priority: 2] {UDP}

SCAN Sipvicious User-—Agent Detected (friendly-scanner) [##] [Classification: Attempted Information Leak] [Priority: 2] {UDP}

[Classification: Potentially Bad Traffic] [Priority: 21 {TCP}

POLICY Suspicious inbound to Oracle SQL port 1521 [#] [Classification: Potentially Bad Traffic] [Prierity: 2] {TCP}
[Classification: Attempted Information Leak] [Priority: 2] {TCP}
[Classification: Attempted Information Leak] [Priority: 2] {TCP}
POLICY Suspicious inbound to PostgreSQL port 5432 [+#] [Classification: Potentially Bad Traffic] [Prierizy: 2] {TCP}

[Classification: Potentially Bad Traffic] [Priority: 21 {TCP}

POLICY Suspicious inbound to MS5QL port 1433 [##] [Classification: Potentially Bad Traffic] [Priority: 2] {TCP}
[1:2881219:28] ET SCAN Potential SSH Scan [#%] [Classification: Attempted Information Leak] [Priority: 2] {TCP}

Executable code was detected] [Priority: 1] {UDP}
Information Leak] [Priority: 2] {UDP}
code was detected] [Priority: 1] {UDP}

Information Leak] [Priority: 2] {UDP}

Executable

Puc.2 Bwigod ¢patina /var/log/suricata/fast.log (Suricata e pexcume IDS)

Ha pucynke 1 mnokasaHbl rpaduku 3arpy3ku
mpoleccopa BUPTYaJbHOM MallMHBI NPU 3anycke
Suricata B pexume IDS, mnpu  TecToBOM
CKaHHMPOBAHUH MOPTOB CETEBBIM CKAHEPOM nNmap B
TedyeHUe TPeX YacoB.

Kak BuaHO u3 rpaduka - 3arpyska npoieccopa
BUPTyaJIbHOW MallMHbBl B JAHHOM peXume
MUHMMaJbHA. Pe3ysbTaThl [JeTEeKTUpPOBaHHUSA, a
MMEHHO BbIsSIBJIEHHE CKaHUPOBAHUS MOPTOB OBLIO
3aperucTpupoBaHo cucteMou Suricata (puc 2), B
daitne /var/log/suricata/fast.log.

Ha Puc.2 Suricata B pexxume IDS perexkTtupyert
CKaHHMpOBaHUeE MOPTOB npu TECTOBOM
CKaHHMPOBAHUH CETEBBIM CKaHEPOM nmap.

Kak 6b1J10 cka3aHO Bblllle, OJJHOH W3 OCHOBHBIX
3a/a4 Suricata siB/sieTCsl NpefoTBpallleHre yrpos, a
nuMeHHO pexuM [PS. PaccMoTpuMm peasnunsanuio
JaHHOro pexxuma nocpeactsoM NFQueue.

Jus peanusanuu pexxuma [PS nocpeactsom
NFQueue BbIIOJIHUM KOMaHAY:

100%

110
110
s
120
s
1130
s
1140
1as

1155

12:00
12:0
12:10
12115
12:20

08-03 11:02

nocn M cpea ake
M CPU idle time [cpen] 99.87%  99.73% 99.85%  99.92%
M CPU user time (cpeal  0.06% 0.0 0.06 11 %
M CPU systemtime  [cpea] ~ 0.01% 0.0093% 0.03%  0.05%
I CPU iowait time [cpea]  0.06%  0.04% 007%  012%
M CPU nice time [cpea] 0% 0% 0.000005%  0.001 %
M CPU interrupt time  [cpea] 0% 0% 0% 0%
O CPU softirq time  [cpea]  0.0021 % 0% 0.001675% 0.0031 %
[ CPU steal time [cpea] 0% 0% 0% 0%

o Y AV

nocn  mmH  cpea  makc
M Processor load (1 min average per core) [cpea] 0.0156 0 0.0049 0.0275
B Processor load (5 min average per core) [cpea] 0.0094 0 0.004 0.0119
W Processor load (15 min average per core) [cpea] 0.0031 0 0.0016 0.0044

122

suricata -c /etc/suricata/suricata.yaml -q 0 -D
YcTaHOBUM HOBYIO LIeIIOYKY IpaBuJI A4 iptables:
iptables -1 INPUT -j NFQUEUE

JlaHHas Leno4yka ycTaHaBJIUBaeT ouepe b —q 0
KOTOpY0 CKaHUpYeT Suricata.

[IpenBapuTenbHO, B KOHQUTYpAIMOHHOM daiiie
suricata.yaml TpebyeTcs ykasaTb IlepeMeHHbIe
oTHocslecsd K pabote NFQueue:

NFQueue npeasaraet Tpyu BapuaHTa UCIIOJHEHHUS:

e accept: mpy KOTOPOM NaKeT MPUHHUMAETCS
WJIH  OTKJIOHSIETCS KaK yrposa Ha
OCHOBAHMM /JIeH CTBYIOLIMX NpaBuJI Suricata
1 He QUJIbTPYyeTCH IerodkaMu iptables;

e repeat: makeT MapKUpyeTcs U QUIbTPYeETCs
BCEMHU I[enoYKaMHu iptables;

e route: makeT MOCJe TOro0 Kak MPUHUMAETCs,
NepeHanpaBJjsieTcss B JApPyrylo o4depejb
OTJINYHYIO OT —q 0. OGBIYHO TAaKOH BapHUaHT

HCII0JIb3yeTCsl ecsau B cucreMme
yCTaHOBJIEHO HECKOJIbKO CEeTEeBBIX
CKaHEepOB.

CPU utilization (34)

a

blade206.azgrid.local: CPU load (34)
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Puc.3 3aepyska CPU 8 pescume pabomut IPS (a — CPU utilization, 6 - CPU load average)
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88/21/2017-15:47:18.295042 [Dropl [++] [1:2002911:6] ET SCAN Potential WNC Scan 5900-5928 [++] [Classification: Attempted Information Leak] [Priority: 2] {TCP}
88/21/2817-15:47:18.688972 [Drop] [#%] [1:288291@8:6] ET SCAN Potential VNC Scan 58008-5828 [#] [Classification: Attempted Information Leak] [Priority: 2] {TCP}
BB/21/2017-15:47:19.892484 [Dropl [++] [1:2818936:2] ET POLICY Suspicious inbound to Oracle SOL port 1521 [##] [Classification: Potentially Bad Traffic] [Priority: 2] {TCP}
88/21/2817-16:47:19.237441 [Drop] [++] [1:2018936:2] ET POLICY Suspicious inbound to Oracle SOL port 1521 [+%] [Classification: Potentially Bad Traffic] [Priority: 2] {TCP}
868/21/2017-15:47:19.239298 [Dropl [+x] [1:2018935:2] ET POLICY Suspicious inbound to MSSQL port 1433 [*x] [Classification: Potentially Bad Traffic] [Priority: 2] {TCP}
88/21/2817-15:47:19.398225 ([Drop] [#%] [1:2818935:2] ET POLICY Suspicious inbound to MSSQL port 1433 [#+] [Classification: Potentially Bad Traffic] [Priority: 2] {TCP}
86/21/2817-15:47:19.571855 [Dropl [++#] [1:2018939:2] ET POLICY Suspicious inbound to PostgreSGL port 5432 [##] [Classification: Potentially Bad Traffic] [Priority: 2] {TCP}
88/21/2017-15:47:19.710663 [Dropl [++] [1:2018939:2] ET POLICY Suspicious inbound to PostgreSQL port 5432 [+%] [Classification: Potentially Bad Traffic] [Prierity: 21 {TCP}
86/21/2017-15:47:26.060927 [4+] [1:2482000:4582] ET DROP Dshield Block Listed Source group 1 [#x] [Classification: Misc Attack] [Priority: 21 {TCP}
B8/21/2017-15:48:12.175996 [Dropl [++] [1:2881219:28] ET SCAN Potential SSH Scan [++] [Classification: Attempted Information Leak] [Priority: 2] {TCP}
88/21/2817-16:48:12.694123 [Drop] [++] [1:281B489:3] ET SCAN NMAP 05 Detection Probe [##] [Classification: Attempted Information Leak] [Priority: 2] {UDP}
88/21/2017-15:48:13.128248 [Dropl [++] [1:201B489:3] ET SCAN NMAP 0S Detection Probe [+*] [Classification: Attempted Information Leak] [Priority: 21 {UDP}

88/21/2817-1 L468615  [Dropl [#+] [1:2018489:3] ET SCAN NMAP 0S Detection Probe [##] [Classification: Attempted Information Leak] [Priority: 2] {UDP}

88/21/2817-1 .793118 ([Drop] (+#+] [1:281B8489:3] ET SCAN NMAP 0S5 Detection Probe [##] [Classification: Attempted Information Leak] [Priority: 2] {UDP}

88/21/2017-15: .171932 [Drop] [++] [1:2818489:3] ET SCAN NMAP 0S Detection Probe [+*] [Classification: Attempted Information Leak] [Priority: 2] {UDP}
88/21/2017-15:48:16.685429 [Drop] [+%] [1:201B48%9:3] ET SCAN NMAP 05 Detection Probe [**] [Classification: Attempted Information Leak] [Priority: 21 {UDP}
88/21/2017-15:48:16.938577 [Dropl [++] [1:2018489:3] ET SCAN NMAP 05 Detection Probe [#+] [Classificaetion: Attempted Information Leak] [Priority: 2] {UDP}
88/21/2817-16:48:17.278928 [Drop] [++] [1:201B489:3] ET SCAN NMAP 0S Detection Probe [**] [Classification: Attempted Information Leak] [Priority: 2] {UDP}
88/21/2017-15:49:18.965179 [Dropl [++] [1:2001219:28] ET SCAN Potential SSH Scan [++] [Classification: Attempted Information Leak] [Priority: 21 {TCP}
BB/21/2017-15:49:44.295427 [+%] [1:2482000:45082] ET DROP Dshield Block Listed Source group 1 [#+] [Classification: Misc Attack] [Priority: 21 {TCP}

Puc.4. Bvigod ¢paiina /var/log/suricata/fast.log (Suricata e pexcume IPS)

B [fgaHHOM ciydae UCHOJIb30BaJIC BapUaHT
WCIIOJIHEHUS accept, KakK HauboJiee
NpHBJIEKATENbHBIA C TOYKU 3pPEHUs] HArpy3KH Ha
CHUCTEMY M OBICTPOJIEHUCTBUSA B JeTEKTUPOBAHUHU U
npeJoTBpallleHHUH yrpos.

Ha puc 3 mnokasanbl rpaduKu 3arpys3ku
npoleccopa BUPTYaJbHOM MallMHBI NPU 3anycke
Suricata B pexume IPS, npu TecToBOM
CKaHHMPOBAHUH MOPTOB CETEBBIM CKAHEPOM nNmap B
TeuyeHHUe TPex YacoB. 3arpyska Inpoleccopa, Kak 4 B
cay4dae c¢ IDS Takke MUHMMaJIbHA.

100 %

80%

60 %

40%

20%
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g
nocn MM cpen Makc

W cPU idle time [cped] 90.8%  90.49 % 92.84%  99.66%
M CPU user time [cped] 3.74% 0.07 % 2.8l % 3.96%
W CPU system time [cped] 2.88% 0.07 % 2.35% 2,99 %
@ cPU iowait time [cped] 2.56% 0.07 % 1.95% 3.14%
M CPU nice time [cped] 0% 0% 0% 0%
[ CPU interrupt time  [cpea] 0% 0% 0000741 % 0.0021 %
O cPU softirg time [cped] 0.07% 0.0021 % 0.06 % 013%
[ cPU steal time [cpea] [} 0% 0% 0%

5 2§ 8 88 8 8 8 8 8 % 8

a A

@

2

noca MUH cpe,

B Processor load (1 min average per core) [cpea] 0.0063 0.0044 0.0376
M Processor load (5 min average per core) [cpea] 0.0275 0.0094 0.0361
B Processor load (15 min average per core) [cpea] 0.0325 0.0019 0.0241
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Puc.4 Harn4HO A€MOHCTPUPYET BO3MOXKHOCTH
IPS mo mpegoTBpaleHHI0O BTOPKEHUH, B JaHHOM

c/lydae BbISIBJEHO CKaHHpPOBaHHWE IIOPTOB U
npousBe/ieHa 6JI0KHPOBKA aTaKyOIEero.
B paMkax TeCcTUpPOBaHHSI BO3MOXKHOCTEH

Suricata mo 06pa6oTKe GOJIBIIOrO MOTOKA AAHHBIX,
NPOU3BOJUJIACh CEeTeBasi Harpy3ka IOCPeACTBOM
KONMPOBaHUs Tpynnbl ¢GaijioB, pasMep KaXKJoro
damsa cocraBasgn Gosee 20 TI'B. PesyabTaThl
MpoJieMOHCTPUPOBaHbI Ha Puc.5.
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Network traffic on eth1 {35m 45¢)
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B Incoming network traffic on ethl
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Puc.5 3azpyska CPU e pescume pabomui IPS npu nepedaye 6oabwiux gaiinos no cemu (a - CPU utilization, 6 - CPU load average,
8 - Network traffic)
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Ilos1iy4eHHBbIE pe3yibTaThl Ha CPU, npu ucnosb3oBaHuu Suricata B pexumax
IDS wu IPS, yBe/nnuuBaeTcsl He3HAYUTEJIBHO,
JeMOHCTPUPYS TaKUM 0O0pa3oM BO3MOXXHOCTH
Suricata o6pabaTbIBaTh MOCTyMAlOIMe JaHHble He
Harpy»kas CUCTeMY B 1[eJIOM. [IJ11 BBIYMCJIUTENbHbBIX
KJIACTEPOB, KOTOpble IOCTOSSHHO NPHUHUMAIOT U
nepeAanT 0OJIbIIOE KOJMYECTBO JAaHHBIX U KpoMe
TOT0 NOJBEPralTCs pas3/MYHbIM CETEBBIM aTaKaM,
Takoe ObICTpojJeicTBUe Suricata, mo03BoJseT

B pe3ysbTaTe NpOBEAEHHBIX MHCCJIELO0BAHUH,
nosiy4eHbl JaHHble cieTyrkoB CPU utilization u CPU
load average, koTopble nMokasbIBalOT 3arpy3ky CPU
BUPTyaJIbHOW MallMHBl, B pacCMaTpUBAaEMBbIX
pexuMax:

e rpaduku 3arpysKu mnpoleccopa BUPTYaJbHON
MallMHBI IpY 3anyckKe Suricata B pexxume IDS u
IPS, mpu TecTOBOM CKaHHMpPOBaHUM MOPTOB

CeTeBBbIM CKAaHEPOM NMmap B TedeHHe Tpex 3HAYUTEJbHO IOBBICUTH YpPOBEHb 0€30MaCHOCTH.
yacos, (puc.1- 4). Pe3oMupysl TMOJIyueHHbIE pPe3yJbTaThl MOXXHO
e rpaduK 3arpysku mHpoleccopa BHUPTYaJIbHOU TaKXxe OTMETHUTDb BO3MOXHOCTH 06J1a4HOT0
MallWHbI NMPU TECTUPOBAHUM BO3MOXKHOCTEH cerMeHTa M CHCTeMbl MOHHUTOPHWHIA JaTa-IeHTpa
Suricata mo 06paGoTke GOJBIIOTO MOTOKA uHctuTtyTa @usuku HAH  Aszep6aiimpkaHa, cC
JaHHBIX (pucC.5). MOMOILbIO KOTOPbIX MPOBO/IUJINCh

BbIILIEOITHUCAaHHbIE TECTHhI.
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