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Abstract

This article explores the possibilities of using OpenVZ virtualization technology in the cloud
infrastructure of the Joint Institute for Nuclear Research (JINR), built on the OpenNebula platform.

OpenNebula is an open and extensible cloud platform allowing an easy automation of data centers
operations. Simplicity of deployment and configuration of virtual machines without the help of
specialists is the main advantage of the OpenNebula platform.

Also, the main advantages of this cloud platform include the ability to dynamically change the size of
the physical infrastructure by adding and removing nodes in real time and splitting the cluster into
virtual partitions, which allows us to allocate only the necessary amount of resources for the
operation of a certain service. OpenNebula provides a centralized interface for managing all
elements of the infrastructure, both virtual and physical, and also has a high degree of utilization of
available resources.

Initially, OpenNebula does not support the OpenVZ virtualization technology, however its modular
architecture allows using third-party drivers, in particular for OpenVZ. To deploy the virtualization

technology within OpenNebula, a driver was developed by JINR and the Bogolyubov Institute of
Theoretical Physics.
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The main advantage of OpenVZ virtualization technology is the ability to run multiple isolated
copies of the operating system on a single physical server.

The authors of this article had to refactor the code of the existing OpenVZ driver for the OpenNebula
cloud platform. The work was done using the Ruby software environment. The results obtained are
currently used in the JINR cloud infrastructure.
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PE®AKTOPUHT JPAMBEPA OPENVZ /I OBJIAYHOM IIJIAT®OPMbI OPENNEBULA B
PAMKAX OBJIAYHOHA UH®PACTPYKTYPbI OUAU

B.B. KopenbkoB, A.0. KoHgpaTbeB
06beHEHHBIA HHCTUTYT S/lepHBIX Uccaef0BaHUM, I. [ly6Ha, Poccus
AHHOTanus

B danHoll cmambe paccmampugaomcs 803MOHCHOCMU NPUMEHEHUS MexXHO102UU 8UpmMyaau3ayuu
OpenVZ & obaauHoll uHgpacmpykmype 0O6BeduHEHHO20 UHCmMUmMyma s10epHblX UCCAed08aHUll
(OHAH), nocmpoenHoli Ha naamgopme OpenNebula.

OpenNebula - obaauyHasi naamgopma, npedcmasasouias cob6oll omKpbimulll U pacuupsiemblil
UHCMpyMeHm 051 agmomMamu3ayuu pabomsl YeHmpos obpabomku 0aHHbIX. Ima naamgopma
npedocmas.isiem 803MO}ICHOCMb CAMOCMOSIMEAbHO20 YNPABAEHUS 8bIYUCAUMENbHBIMU PECYypCcamu
C ucno/vb3o8aHueMm o6aauyHol uH@dpacmpykmypul. [Ipocmoma pazeepmui8aHuUsl U HACMPOUKU
8UPMYAAbHLIX MAWUH 6€3 NOMOWU Cneyuaaucmos s81s1emcs 2/d8HblM d0CMOUHCMBOM OaHHOU
naamgopmbl.

K ocHogHbiM docmouHcmeam naamgopmbl OpenNebula MoXdCHO o0mHecmu B803MONCHOCMb
JuHamuyecku usmeHsmo pasmep ¢usuveckoll uHgpacmpykmypbol yepe3 dob6asieHue U yoaseHue
Y3/108 8 ped/IbHOM 8peMeHU U pasbueHue Kadacmepa Ha supmyaabHbule pazde/ibl, Ymo no3eo/isiem
8bldesumb MoJbKO Heo6Xodumblli 00BeM pecypcos 05 pabombvl onpedeseHHO20 Cepsucd.
OpenNebula npedocmasisem yYeHMpaau308aHHwuill uHmMepdelic 045 ynpasieHus 8cemu
asfemeHmMamu UHPPACMPYKMypbl KAK 8UPMYA/AbHbIMU, MAK U dusuveckuMu, a makdyice umeem
8bICOKYI0 cmeneHb 3adelicmeosaHusi J0OCMynHbIX pecypcos.

HzHavanvHo, 06aauHas naamgopma He umeem noddepicku mexHoso02uu gupmyaauzayuu OpenVZ,
00Hako eé MoOJy/AbHAs apxumekmypa no3eo/siem UCho/1b308amsb dpatisepbl  CMOPOHHUX
paspabomyukos, 8 yacmuocmu 045 OpenVZ. [las pazeepmul8aHusi mexHoA02UU 8UPMYaAAU3aAyUU 8
pamkax OpenNebula ucnosavsogascsi Jdpatigep, paspabomanHwii OHAHW u HHcmumymom
meopemuyeckoli pusuxku umeru H. H. boeoao6osa.

OCHOBHbIM npeumyuwjecmeom mexHoozuu supmyaaudayuu OpenVZ sieasemcsi 803MONCHOCMb
3anycka MHOXMCecmea U30/UPOBAHHbIX KONuli onepayuoHHol cucmembl HA OOHOM (u3u4eckom
cepsepe.

Ileped asmopamu OaHHOU cmambu 6bL1A hocmasjieHa caedyloujds 3adava: 6bINOJHUMDb
pedpakmopuHz koda cywecmsyrowezo dpatieepa OpenVZ da5 o6.aauHoli naiamgopmbul OpenNebula.
Pa6oma 6bL1a 8binoiHeHa 8 npoepammHoli cpede Ruby. IToiyyeHHbie pe3y1bmamel UCNO1b3yHOMcsl
8 0b1a4Hol uHgpacmpykmype OHAH.
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Introduction

At present, the analysis of data obtained in the
high-energy physics experiments requires a
solution of a large range of problems in the field of
modern information technology (IT). The most
common solutions in this area are grid technologies
[1, 2, 3, 4, 5, 6], cloud computing technologies
(cloud technologies) and supercomputers. Each of
these solutions has its own benefits and scopes of
application.

For example, the main direction of
supercomputers application is the modeling of
physical processes and phenomena. So are the
problems of plasma physics, stars, and so on. These
tasks are related to such areas of information
technology as 3D-computer graphics that is
required for analysis of calculation results, program
optimization, network technologies, creation of
parallel algorithms and distributed systems.

Grid technologies constitute a geographically
distributed infrastructure that provides remote
access to various resources. The grid concept
assumes a collective shared mode of access to
resources within virtual organizations, consisting of
collaborations and individual specialists sharing
common resources [7, 8, 9, 10]. Modern grid-based
infrastructures provide integration of resources of
various organizations into a single computing
environment, which allows solving tasks for
processing extremely large amounts of data.

Cloud technology is a model for providing
network access to information and computing
resources, such as: services, applications, storage
devices, servers, data networks. They can reduce
the cost of the IT infrastructure, as well as meet the
changing needs for resources.

The most common OpenSource solutions in the
field of cloud technologies are OpenStack [11, 12, 13]
and OpenNebula [14, 15, 16, 17, 18, 19].

OpenStack consists of several modules
interacting with each other through the service
catalog. To date, the platform includes: a hypervisor
management tool, object storage, a web
management interface, a virtual machine image
store, a network infrastructure management tool, a
user and service catalog, and so on. Unfortunately,

the basic capabilities of the OpenStack cloud
infrastructure are quite limited. There is no
possibility of smooth adjustment of resource
consumption, as well as migration of the container
to another host system. The basic capabilities of
OpenStack do not provide container backup and do
not support the OpenVZ virtualization technology
[20]. That is why, the Joint Institute for Nuclear
Research, decided to use OpenNebula, an open,
extensible cloud-based automation platform for
data center management to manage cloud
infrastructure [21, 22, 23, 24, 25, 26, 27, 28]. It
provides a possibility to use the cloud
infrastructure for independent management of
processing, storage, networks and other computing
resources, as well as to ensure the operation of the
hybrid system by combining the resources of the
local data center and external cloud providers.
OpenNebula includes tools for deploying virtual
environments, monitoring, access control, security,
and storage management.

This platform allows users to create and
configure virtual machines on their own, and this is
its main advantage. By default, OpenNebula allows
you to deploy only KVM [29, 30] virtual machines.

KVM is a hardware virtualization technology.
Thanks to this, it is possible to install any operating
system, including Windows. However, this
technology is more demanding for resources, and
also it requires a number of additional settings, for
example: configuring the network infrastructure for
the virtual machine.

The modular architecture OpenNebula makes it
possible to use the driver for deploying OpenVZ
containers, consisting of a set of unrelated scripts
called out when using a particular container
management function.

Unlike KVM, OpenVZ is an implementation of the
virtualization technology at the operating system
level, which makes it possible to run many isolated
copies of the operating system (so-called containers)
on one physical server.

Virtualization at the system level in OpenVZ
offers many advantages:

e easy to administrate,
e dense location of virtual containers in
the host system,
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e Dbetter performance in comparison with
full virtualization technologies.
Improved performance is achieved through the
operation of all containers on one core - the core of
the host system.

Purpose of the study

The purpose of this article is to bring an existing
driver for managing OpenVZ containers to the
standards of object-oriented programming, as well
as optimizing for subsequent updates of
OpenNebula and OpenVZ.

Main part

As stated above, the OpenNebula cloud platform
does not support the OpenVZ virtualization
technology. However, its modular architecture
allows the use of third-party drivers.

Therefore, together with the Bogolyubov
Institute of Theoretical Physics, JINR has developed
a driver for using the OpenVZ virtualization
technology in the OpenNebula cloud platform. The
core of the OpenNebula cloud platform is
implemented using the C ++ high-level
programming language, however, to maintain
consistency, third-party developers are encouraged
to use the Ruby language [31] to develop drivers.

Since the management interfaces are
implemented in Ruby, the driver was also
developed in this programming language.

Ruby is a very well-balanced and flexible
programming language, as it allows users to freely
change its parts. The main parts of Ruby can be
deleted or redefined, and existing ones are can be
modified.

In this programming language, when describing
any method, a closure (block) can be added to it, as
well as other useful features, such as: constructions
for exception handling, the ability to dynamically
connect third-party libraries, the possibility of using
multithreading independently of the operating
system, etc.

The developed driver is a set of unrelated scripts
for executing container management commands in
OpenVZ such as:

e deploy - is used to create and deploy a

ISSN 2411-1473 sitito.cs.msu.ru

container;

e cancel - the script used to remove the
container;

e migrate - is used to transfer an existing
container to another host system;

e reboot - is required to reboot the
deployed and currently running
container;

e restore - the script that restores and
starts a previously stopped container;

e save - is required to save the container
(is used to correctly stop the operation
of the container);

e shutdown - the script is used to shut
down the container;

e snapshotcreate - creates a backup of an
existing container;

e snapshotdelete - is used to delete a
backup copy of the container;

e snapshotrevert - the script uses a
backup copy of the container to restore
it.

These scripts refer to the file "comm_common",
which stores auxiliary methods and functions for
implementing container management methods.

To perform operations with the container, the
front-end cloud platform, OpenNebula refers to the
corresponding driver script, which in turn interacts
with OpenVZ.

In Fig. 1. the scheme of the developed driver is
presented.

With the release of updates to the OpenNebula
cloud platform, the driver was also updated and
refined to ensure correct operation with OpenVZ
virtualization  technology, but the driver
architecture remained unchanged. However, due to
the need to adapt the driver for the future version
of OpenVZ 7, as well as increasing the number of
developers, it became necessary to understand
deeply the internal design of the driver. Therefore,
the authors of this article were faced with the
following task: to perform refactoring, i.e.
controlled process of code improvement, without
writing new functionality, the existing OpenVZ
driver for the OpenNebula cloud platform.
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Fig. 2. Driver scheme after refactoring

For this purpose, the test site in the cloud
infrastructure of JINR was deployed and configured.
The given polygon represents the decision
consisting of two virtual machines, the front-end
system is installed on one of them, and its tail is on
the second one.

The correct operation of the test polygon
requires synchronization of driver data between the
front-end and the host.

56

In the course of the work, a single OneDriver
library was created, including all the container
management methods necessary for the driver to
work correctly, as well as the auxiliary methods and
functions involved in the operation of the container.
In OpenNebula, the rules for third-party developers
of drivers provide the possibility to call container
management functions from the same scripts, for
example: the command to create and deploy a

[lapasanenvHoe u pachpedeseHHOe NPO2PAMMUPOBAHUE, 2PUO-MEXHOA02UU, NPOZPAMMUPOBAHUE HA

epaguueckux npoyeccopax



Modern Information Technologies and IT-Education

Vol 14, no. 1. 2018

deploy container must be called from the same file.
Therefore, the corresponding scripts were created,
in which the Onedriver library object is created, and
then the container management method is called.

Fig. 2 shows the driver circuit after the
refactoring.

Results

As a result of the work done, the existing driver
for managing the OpenVZ virtualization technology
within the framework of the OpenNebula cloud
infrastructure was refactored. After the refactoring,
the driver is aligned with the standards of object-
oriented programming, in contrast to the
procedural style used before refactoring. The

ISSN 2411-1473 sitito.cs.msu.ru

container management commands was more than
halved. The response time was estimated from the
data of the OpenNebula log files. Also, the
performed work allowed us to optimize the existing
driver for future updates of OpenNebula and
OpenVZ.

Conclusion

This article explored the possibilities of using
the OpenVZ virtualization technology in the cloud
infrastructure of the Joint Institute for Nuclear
Research, built on the OpenNebula platform. The
code for the existing OpenVZ driver for the
OpenNebula cloud platform was refactored. The
results obtained are used in the JINR cloud

response time of the control commands and infrastructure.
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