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OBJIAYHbBIE IABOPATOPUU JIA 3AAAY TECTUPOBAHUA HA IPOHUKHOBEHHUE
AHHOTALIMA

B cmamve paccmampuearomcst 80npocbl CO30AHUsI CO8PeMEHHOU 06pa3osamebHoll cpedsl 8
pamkax ob1a4Hozo Kaacmepa Ha naamgopme OpenNebula 0415 nodzomosku cheyuaaucmos 8
obsacmu KomnblomepHoli 6Ge3onacHocmu. B yemmpe 8HUMaHUSI asmopos - co3zdaHue
8UPMYA/IbHBIX Aabopamoputl 015 U3yYeHUs1 Memodo8 mecmupoeaHusl HA NPOHUKHOBEHUE,
HcnoavzosaHue makux Ja6opamoputl nosgoasem copmuposams Yy cmydeHmos
npakmuveckue HA8bIKU UCNO/b308AHUSI Memodo8 mecmupo8aHusi HA NPOHUKHOBEHUE HA
npumepax 06seKmos pasAUYHbIX yposHell CA0HCHOCMU, d MAaKice 06echevusaem 803MOHCHOCMb
6bICMPO20 U3MEHEHUS UHPPACMPYKMYPbl U C80LICME8 MecmupyembvlX 066eKmos.
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CLOUD LABORATORIES FOR PROBLEMS PENETRATION TESTING
ABSTRACT

In the article the creation of a modern educational environment on the platform of the cloud
cluster Open Nebula for the training of specialists in the field of information security and
computer security is discussed. The creation of virtual laboratories for studies methods for
penetration testing in center attention of authors. The use of such laboratories allows to teach
students methods of penetration testing on examples of objects of different levels of difficulty, and
also provides the possibility of rapid infrastructure changes and the properties of the research
objects.
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Be3 mo/mKkHOTO BHMMaHUS K BONpocaM oGecredeHHs 6e30MacHOCTH, MOC/AeACTBUS Mepexoa K
IIMPOKOMACIITAGHOMY  HCIOJb30BaHWID  WH(POPMALMOHHBIX  TEXHOJOTMA  MOTyT NPUHUMATh
JlpaMaTUYeCKUH XapaKTep, YTO MOATBePK/JaeT HECKOHYaeMbli TOTOK My6BJINKAIMK B Cpe/iCTBaX MacCOBOM
“HOpPMAIMU U ClleLiMaJIbHBIX U3aHUsX. HermpaBoMepHOe YHUYTOXKeHM e UJIH pasrialleHre HHopMalvy,
ee HCKaxeHHe uad O¢anbcudUKaLUs, PaBHO KaK M /[le30praHM3anusi MNpoLeccoB 06paboTKH B
MHOOPMAIMOHHBIX CHUCTEMAaX MOTYT NPUBOAUTb, U YyKe IMPUBOJAT, K HAHECEHHI0 Cepbe3HbIX
MaTepUaJIbHBIX, MOPAJIbHBIX U JaXKe (l)I/IBI/I‘-IeCKI/IX IMOTEePb KaK OTAEJIbHBIM I'paXJilaHaM, TaK OpraHU3aluiaM
Y TOCyJapCcTBaM.

K HacTtosimieMy BpeMeHHM CpaBHUTEJbHO MoJsofast Mpodeccusi cHendaaucTa IO 3aliUTe
“HbOpPMaIMH yKe CTajla BOCTpe60BaHHOM B peciy6.ivKe. B To »ke BpeMs, B CBSI3U C OsIBJIEHHEM BCE HOBBIX
yrpo3, poCTOM MacIITaboB MX MNPOSIBJEHUH, CYIIECTBEHHOM MNpo6seMoi mporecca MpaKTUYecKor
nNOoATrOTOBKH CII€EHMAJIMCTOB IIO 3aliuTe KOMHb}OTepHOﬁ I/IHCIDOpMaL[I/II/I CTAaHOBUTCA HeAOCTATOYHAadA
OCHAII[eHHOCTh MPOrPaMMHO-TEXHUYECKON 6a3bl y4eOHbBIX 3aBeIeHUH.

B03MOHBIM BBIXO/JIOM M3 3TOM CUTyal[MH IPe/CTaBJISETCA CO3/laHME U HCII0JIb30BaHUE B y4e6HOM
Mpolecce COBpPeMEHHbIX WHPPACTPYKTYPHBIX pellleHUWH, BUPTYaJbHBIX J1abopaTOpUM, BO3MOXKHOCTEH
06J1a4HBIX U KJIaCTEPHbIX apXUTEKTYP.

npeCTYIIJIeHI/IH B cgbepe HHQOpMauI/IOHHLIX TEXHOJIOTUHA WIH KHGGQHQECTYHHOCTI:

O6IecTBeHHAsA OMACHOCTh NMPOTHUBONMPABHBIX JEUCTBUHA B 00JIACTH 3JIEKTPOHHOM TEeXHHUKU U
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MHOOPMAIMOHHBIX TEXHOJIOTUU ONpesessieTcss TeM, YTO OHM MOTYT BCTYHHUTb B HpPOTHUBOpEYHE C
nonokeHusiMu 3akoHa PB «06 wundbopmauuu, vHbopMaTU3alMu U 3audTe uHbopmanuu» [1] B
OTHOILEHUHU JIMYHBIX JAHHBIX U KOHOUAEHLHAIbHOW UHGOPMALUH, a TaKXKe MOTYT IOBJeYb 3a COO0M
HapylleHHe /1esiTeJbHOCTH aBTOMaTH3UPOBAHHBIX CHCTEM YOpaBJEHUS M KOHTPOJIS pPa3/IMYHbIX
00beKTOB, HapylleHHe DPAbOTbl KOMIBIOTEPHBIX CHUCTEM, HECAHKLUOHUPOBAHHbIE [JEUCTBUSA IO
YHUUYTOXKEHHUI0, MOAMQUKALINY, UCKKEHH 0, KOMMPOBaHHI0 MHPOpManuu U HHOPMAIMOHHbBIX PECYPCOB,
HHble GOPMbI HE3aKOHHOT0 BMeLIaTe/AbCTBA B UHPOPMaLlMOHHbIE CUCTEMBI, KOTOPbIE CIOCOOHBI BHI3BATh
TSHKKME M HeoOpaTUMble MOC/IEACTBUS, CBI3aHHbIe HE TOJBKO C MMYILECTBEHHBIM YILIepO0M, HO U C
dU3NYECKUM BPeOM JIIOASAM.

CorytacHo YK PB [2] npecTymieHUsAMY NPOTUB HHPOPMaMOHHOM 6e3onacHocTH (rs1aBa 31 YK PE)
SIBJISIIOTCS:

® HECaHKIMOHMPOBAHHBIN AOCTYN K KOMNbIOTEpHON nHbopmanuu (cT. 349 YK PB);
MoaudUKanusa KoMibloTepHor nHPopmanuu (cT. 250 YK PB);
KOMIIbIoTepHbIH caboTax (cT.251 YK PB);
HelpaBOMepHOe 3aBJa/ieHHe KoMIbloTepHOoH nHGopManuel (ctT. 252 YK PB);
HM3rOTOBJIEHUE JIMOO0 COBIT CHEelUalbHbIX CPEACTB /JIs MOJy4YeHHUs] HellPaBOMEPHOTo A0CTyna K
KOMIIbIOTEpHOM cucTeMe uiu ceTu (cT. 253 YK PB);
paspaboTKa, UCIIOJIb30BaHMe MO0 pacnpocTpaHeHUe BpeIoHOCHBIX mporpamMM (cT. 254 YK PB);
e  HapylleHue MPaBUJI IKCIJIyaTallui KOMIIbIOTEPHOM cHcTeMbl U ceTH (cT. 255 YK PB).
3avacTyio coBeplIeHHe TNPeCTYIJIeHUH B cdepe KOMIBIOTEPHON UHQOpPMaLUK COIMPSHKEHO C
COBeplIEHHEM UHBIX YTOJIOBHO HAaKa3yeMbIX JIeTHUH, B YaCTHOCTH, TAKUX KaK:
HapylleHue TalHbl nepenucku (cT. 203 YK PB);
HapylleH’e aBTOPCKHUX, CMEXHBIX, U300 peTaTe/IbCKUX U TaTeHTHbIX paB (cT. 201 YK PB);
kpaxa (ct. 205 YK PB);
NpHUYMHEHVEe UMYLeCTBEHHOTO yliep6a nyTeM 06MaHa WM 3/10ynoTpebaeHus JoBepueM (cT. 216
YK PB);
MoleHHHU4YecTBO (CcT. 209 YK PB);
e BriMoraTesbcTBO (cT.208 YK PB) u np.

MeTo/bl OKa3aHUs MNPOTHUBOJENWCTBUS yKAa3aHHbIM NMPOTUBOINpPABHbIM JeMCTBUSM, MHOTHE U3
KOTOpBIX CBfI3aHbl C Mpo6JieMaMH HECAHKLHOHUPOBAHHOI'O MPOHWKHOBEHHUS 3JIOYMBIIIJIEHHUKA B
MHOPACTPYKTYpy UHPOPMAIMOHHBIX CUCTEM, BXOAAT B cdepy MOJTOTOBKH CIEMAJUCTOB MO 3allUTe
HHbOpMaLUH.

KﬂﬁepﬂpeCTYHJIeHI/IH M 330d9Y1 TECTUPOBAHUA HA IPOHUKHOBEHHUE

HesakoHHble  [eMCTBUSI,  KOTOpble  OCYLIECTBJSAIOTCS  JIOJbMH, MCIOJ/Ib3YIOUIMMHU
MHOPMAIMOHHbIE TEXHOJIOTUH JJIs IPECTYIHBIX LieJlel], OTHOCSATCS K KaTeropyHu MpecTyIieHni B chepe
MHOOPMAIMOHHBIX TEXHOJOTMHA WM KubeprnpecTynHOCTH. OCHOBHble BH/JblI KHOEPIPECTYIJIeHUH
CBSI3aHbl C HECAaHKIIMOHMPOBAHHBIM HCIIOJb30BaHHMEM Pa3/JIMYHBIX TEXHUYECKUX YCTPOMUCTB U CHUCTEM
YAQJIEHHOI0 JOCTYIIA; CO3/JaHMeM U paclpoCTpaHeHHeM BPeJOHOCHOIO KOZa, B3JIOMOM IapoJiel, Kpaxken
PEKBU3UTOB 6AHKOBCKUX KapT; a TAK)Ke C pacpocTpaHeHHeM [IPOTHBONPABHOW HHGOpMaLUH (KJIEBETa,
MaTepuasbl [AJS  Pa3’KUTaHUs MeXHALHUOHAJIbHOM U MEXPEeJUrMO3HOM PpO3HM U TI.) Uepes
HHPOPMAIMOHHO-KOMMYyHHUKaLMOHHbIE ceTH [3].

JlJ1s CHIKeHUs1 YPOBHS ONACHOCTH peasiu3alii KUObepnepcTyniaeHui, Nony/asipHON BO BCEM MUpe
yCAyrod B 06J1aCTH MHPOPMAIMOHHOW 6e30MacHOCTH CTAaHOBUTCS TECTUPOBAHME Ha NMPOHHUKHOBEHHE.
CyTb ero 3ak/iroyaeTcs B CAaHKIMOHMPOBAHHOM MOMNBITKE OGONUTH CyLIECTBYIOLIUN KOMILJIEKC CpPEeJCTB
3aUuThl MHGOPMAIMOHHON CUCTEMBI. B xXo/le TeCTUpOBaHMS Ha NPOHUKHOBEHUE ayIUTOP UrpaeT poJib
3JI0yMBbIILIJIEHHHKA, MOTUBUPOBAHHOTr'O Ha HapylieHHue UHGOPMALMOHHOM 6€30MacHOCTH CETH 3aKa3uMKa.

TecTupoBaHMe Ha NMPOHUKHOBEHHEe (COKpallleHHe OT aHIV. — penetration testing, Ha cieHre
«IIEHTECT») - 3TO MOUCK YSI3BUMOCTEH C NPaKTUYECKOH MPOBEPKOM BO3MOXXHOCTEN UX peasu3alui. Llenb
TECTUPOBAHMS Ha IPOHUKHOBEHHE - OLleHKa YPOBHS 3alUIIeHHOCTH, KOTOopas 3akKJilo4yaeTcs B
HCCAelOBAHUM CEeTH WJM Beb-pecypca [Jid BbIIBJIEHUS YA3BUMOCTEH, KOTOpble MOTYT ObITh
HCII0JIb30BaHbI 3/I0YMbBIILIJIEHHUKOM [IJIsI peajn3aliiy yrpo3 HHGopManoHHOH! 6e30nacHOCTH [4].

O4eBUAHBIMU JOCTOMHCTBAMU METO/I0B TECTUPOBAHUS HA IPOHUKHOBEHUE SBJISIIOTCS:

e BbICOKasl [JOCTOBEPHOCTb CBEJEHUH O BbISIBJIEHHBIX YSI3BUMOCTAX OJiarofapsi GakTU4YeCKOMY

MOATBEPK/I€HUI0 BOSMOXXHOCTH UX UCII0JIb30BaHUS 3JI0yMbIILIJIEHHUKOM;

® JIOCTAaTOYHOCTb pe3y/JbTaTOB MCCJEJ0BAaHUS [Js1 OLEHKH KPUTHYHOCTH BbISIBJEHHBIX
YSA3BUMOCTEH; HAIVIAHOCTDb 0JIy4aeMbIX Pe3yJIbTaTOB.
K HesjocTaTKaM METO/I0B TECTUPOBAHHSI HA IPOHUKHOBEHUE MOXKHO OTHECHU:

105



®  CIIOCOOHOCTh MCC/Ie0BATESI BOCHIPOU3BOAUTD TOJBKO AEHCTBUS HAPYIIUTEJIS, pPABHOTO MY UJIH

YCTYHamIIero no KpaaupuKanuy, 4, Kak cJae/[CTBUE, — BbICOKHE TPeOOBAHUS K KBATUPUKAIUU

HCCJieIoBaTe s U He BBICOKasi IOCTOBEPHOCTD CBEIEHUH 00 OTCYTCTBUH YSI3BUMOCTEH;

e HU3KYI CTelleHb aBTOMATH3alMU JEeUCTBUU HCCJIeNOoBaTess, ¥, KaK CJeJCTBHE, — BBICOKHE
3aTpaThl 110 CPABHEHHIO C IPYTUMU CIIOCO6AMH OLIEHKH YPOBHS 3aIUILEHHOCTH.

O4eBU/JIHO, YTO NMOATOTOBKA TAKUX CIEIUAJHCTOB, CIIOCOOHBIX MPOBOAUTH TECTHPOBAHHE Ha
MPOHUKHOBEHME 110 3aKa3y OpraHU3aIMH, MpeAIo/araeT He TOJIbKO HaJIMile TeopeTHYeCKUX 3HaHUH, HO
M UCIOJIb30BaHHWE CIENUAJN3UPOBAHHBIX JIA00PAaTOPUH CO CHenHaJbHO CKOHPUTYPHUPOBAHHOU
MHOPACTPYKTYPOU U NPOrpaMMHO-TEXHUYECKON 6a30M.

Bui160p mi1aTtdopMbl AJig CO3AaHNU] VIEOHBIX JIa00PaTOPHUA

B yuye6HOM mporiecce Kapegpbl CHCTEMHOI0 IPOrPaMMUPOBAHUS U KOMIIbIOTEPHOH 6€30MacHOCTH
['pl'Y um. {. Kynassl B KayecTBe m1aTHopMbl i 06ydeHUs] MeTOAaM HcCieJoBaHUs MHPOPMaIlMOHHBIX
CUCTeM Ha IPOHUKHOBEHME BbIOpaH 06J1a4HbIN KaacTep ['PoAHEHCKOTO rocyJapCTBEHHOI'0 YHUBEPCUTETA
[5]. Knactep ucnosb3yercs B yuuBepcutetre ¢ 2012 roama, paboraet Ha muatdopme Ha OpenSource-
npoaykta OpenNebula [6], B kauecTBe cUCTeMbI BUPTyaJIU3aLUHU UCTIOB3yeT KVM.

BeiGop kJacTepa AJ1 CO3/aHUA JabopaTOpui 06YC/IOBJEH BO3MOXKHOCTbIO (GOPMHPOBAHUSA
npodUIbHBIX GHUOJMOTEK 06pa30B BBIYUCAWUTENbHBIX MawKMH (BM) ¢ kKoMmieKTaMH NpPOrpaMMHOrO
obecrieyenus (I[10) yye6HOro HasHa4yeHHS; BO3MOXKHOCTBIO OBICTPOrO MAKETHOr'O pa3BepThIBaHMUS,
OOHOBJIEHUS], yJaJieHUs OJHOTUIHBIX BUPTYaJbHbIX pabouux MeCT WU JabopaToOpuil L eJUKOM;
dopMUpoBaHHeM, Ha OCHOBe Ha6opa BM, sa6opaTOpHbIX MaKeTOB paclpeseseHHbIX CHUCTEM;
BO3MOXKHOCTbIO MOJKJII0YEHHS BUPTYaIbHbIX MAllMH K JIOKAJbHOU CETU YHUBEPCUTETA.

Ucnosib3oBadue miaatdopmMbl OpenNebula TakXke MO3BOIMJIO peasn30BaTh Psifi BO3MOXKHOCTEH,
HEe0OX0UMBIX /11 00y4EeHUsI METOAAM 3al[UThl HHPOPMAIUHU:

e TecTHpOBaHUe B 06Jsiake aHTUBHUpPYcHOro [10 6e3 BepoATHOCTH MOBpEXJEHHUS 000pYyZ0BaHUSA
CTY/I€eHTOB;

e pas3BépThiBaHUe BM C pas/jMyHBIMU YSA3BUMBIMHU CETEBBIMU CEpPBUCAMH, MCIOJIb3YEMbIMU [IJIs1
00y4eHHs CKaHUPOBAaHHIO0 6€30MaCHOCTH CETH;

e pasBepTbiBaHue ¢epMbl BM Linux u Windows s u3y4eHUS OTAEJNbHBIX YSI3BUMOCTEH
OTepalOHHBIX CUCTEMBI;

e pas3BépThIBaHHE BUPTYaAJbHbIX MAaLIMH /[Js1 OOY4YEeHHUS] TEXHOJIOTHSM 3allUThl OT yTeyek
nHbopmManuu (ucnosb3oBaHue DLP-cucTeM, mporpaMMHBIX KOMIIJIEKCOB [iJIsl aHAJM3a Yrpo3 U
yS3BUMOCTEH, CUCTEeM 3alllUTbl ceTed W pPabO4YMX CTAHLMM), CBA3aHHBIX C obecnedyeHHe
ynpaBJ/ieHHUs1 UHQOPMALlMOHHOM 6€30MacHOCTbI0 opraHu3anui [5].

Bo3smokHOCTH 06J1a4yHOTO KJ1acTepa Ha 6a3e OpenNebula no3sosnau 3ppekTHBHO UCII0JIb30BATh
ero TakKXe /JJis1 OpraHu3aliid COPEBHOBAHUH IO NMPAaKTUYECKOH 3al[yMTe KOMIbIOTEPHOU HHPOpMaIUU
passinyHoro ¢opmarta U ypoBHA. Hampumep, cymectBymoomas uHopactpyktypa OpenNebula 6biia
BblOpaHa B KadecTBe 6a3bl IPH IPOBEJEHHMH OYHOrO Typa MO 3aluTe HUHGOpPMALMM B paMKax
Pecny6/iMkaHCKOW 0IMMIMA/IbI 0 KpUnTorpaduu u 3auute nHopmanuu 2015 roga.

B ToO e BpeMs HeJsib3sl HE OTMETUTb U HEKOTOpPble HEJOCTATKHU HCIOJIb30BaHUSA 06JIQUHOrO
KJIacTepa AJis1 06y4yeHUs] MeTo/JaM TeCTUPOBAHUsI HA IPOHUKHOBEHHUE:!

e [IOATOTOBKAa MacTep-o6pa3oB M I11a6joHOB BM sBJisieTcss BecbMa TpPYAOEMKHUM IPOLECCOM,
TpeOyIOIIMM He TOJIbKO BJaJileHHUs IpeJMeTHONM 006/1acTblo, HO U HaBbIKAMU CHCTEMHOIO
agMuHucTpupoBaHus Windows u Linux, a Tak»ke 3HaHUS 0CO6eHHOCTEMN 06J1a4HOM M1aTGOPMBI;

e HEBO3MOXXHOCTb HCI0b30BaHUs HeKoTopbIx OC cemeiricTBa Windows (B yacTHocTH, Windows XP
SP3 U HeKOTOpPBIX JPYrux, 60jiee CTapbIX BEPCUM) M3-32 HECOBMECTHMOCTH C KCIOJIb3yeMbIM
cpeAcTBOM BUpTyasusanuu KVM;

e TpebGoBaHME HAJIMYMS OCTOSTHHOIO MOAKJII0YeHUS K ceTU UHTepHeT. O4eBUAHO, UYTO IPH 06pbIBE
COeIMHEHUs] CeaHC CBSI3U C 06Jla4yHOM maaTdopMoil GyneT npekpauieH. [IpofomxkuTs paboTy
MOKHO 6y/IeT TOJIbKO 110CJIe BOCCTAHOBJIEHUS NMOAK/I0YEHUs K UHTepHET.

XapaKTepucTHKa y4eGHbIX J1a60pPaTOPUI A1 TECTUPOBAHUSA HA IPOHUKHOBEHHE

B paMkax pa3BUTHS KOHLEINLMHU HCIOJb30BaHUS BUPTYaJbHbIX JabopaTOpud AJs 3ajad
TECTHPOBAHUSA Ha NPOHUKHOBEHUE, Pa3BEPHYTHI TPU Y4eOHBIX JIa60paTOPHUU — HAYaIbHOTO, CPEIHETO U
BBICOKOTr'0 YPOBHS CJIOXKHOCTH.

Pa6oTa 06y4yaeMoro B JIaGOpPaTOPUAX OCYI[ECTBJSETCS HA OCHOBE METOAMKU «CEPBIN SIIIHUK»:
nepeJ; HayaJloM MCCJIe[JOBaHUsl NpeAocTaBJsieTcss UHPopMalus 06 UHOPACTPYKType B BUJE CXeMbl U
OIMMCaHUA AeATeJIbHOCTH BHpTyaﬂbHOﬁ KOMITaHHH. ,Z[anee y4aCTHHUKaM 6yaeT npeaJsoXKeHO BbINOJIHUTD
3KCIUIyaTallMI0 PA3/JIMYHbIX YA3BUMOCTEN, CBS3aHHBIX C pPabOTOM CeTeBbIX W Be6G-KOMIIOHEHTOB,
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KpunrorpapuyecKux MeXaHU3MOB, OMIMOKaMM KOHQUIypalMd M KoOJia, a TaKXe C 4eJlOBeuYeCKHUM
daxkTopom.

Kaxgass u3 Tpéx JsabopaTopuil COOTBETCTBYeT ONpeJeJEHHOMY YPOBHIO CJIOXKHOCTH
(«HauMeHbILIas», KCPeHSAs», «BbICOKasi»). [I[poxoxaeHre 1-ro ypoOBHS OTKPBIBAET AOCTYII K TPOX0XK/JEHUI0
2-ro, ¥ T.2. [losiHOe poXx0oX/jeHUe TPeThbero (Mocje/Hero) YpoBHs MOTpeOyeT OT yYaCcTHUKA HAaUBBICLIUX
3HAaHWHU U yMEHU M.

CucTteMa BUPTYaJbHbIX 00JIAYHbIX JJa60PaTOPUN UHTErPUPOBaHa B 060pa30BaTEIbHYO OHJIANH-
m1aTGopMy YHUBEPCHUTETA AJIS TOrO, YTOObI 06€CeYuTh 06y4aeMbIM YAOOHBIN AOCTYN K HEOOXOAUMOU
TeopeTHYeCcKoU nHPOpMaIUH.

1 aBTOMaTU3alM1 IPOBEPKU PE3yJIbTAaTOB IPOBEEHHOr0 TECTUPOBAHUS Ha IPOHUKHOBEHHUE,
COOTBETCTBHUS HaW/IeHHbIX TOKeHOB (¢dJ1aroB), oTMeYaroluX Hal/IeHHYI0 B pe3y/ibTaTe MPOHUKHOBEHUS
YA3BUMOCTb, Tpe6yeMbIM 3TaJIOHaM, B JIOKAJIbHOM CETU YHHUBepCcUTeTa pa3BepHyTa cucteMa Facebook CTF
[7, 8].

Facebook CTF — ato nuiatrdopma ass1 opranusanuu copeBHoBaHuil B popmate CTF (Capture The
Flag), a vMeHHO — [IByX ero pa3HOBHU/IHOCTEeM:

e Jeopardy — kusaccudeckuit CTF ¢ HaGopoM 3ajaHuid. JlocTyn K cjaeayiolieMy 3aJaHUI0 MOXXHO
MOJIYYUTh, JIUIIb IPABUJIbHO PEIIUB NPeAblAyIee;

e King of the Hill — Bug CTF, B KOTOpOM HYy»KHO MaKCHUMaJIbHOe BpeMs yJiepKUBATh KOHTPOJIb HaJ,
B3JIOMAaHHOM CHCTEMOM; 3TO CBfI3AHO C OCOGEHHOCTbIO CHCTEMBI, KOTOpas MepUOAUYECKU
pereHepupyeT COCTOSIHHUE, «COpAChIBasi» yYaCTHUKOB C TOTO YPOBHS, Ha KOTOPOro UM y/jaJoCh
JlOCTHYb.

Ucnonb3oBanue maatdopmel Facebook CTE kak wuHTepdelica ynpaB/eHHs MPOLECCOM
TECTHPOBAaHUSA Ha NMPOHHWKHOBEHHE, MO3BOJIUJIO0 AKTUBU3UPOBATh YYeOHBIN MPOIECC, MPUJAB peLIeHUI0
3a/la4 Ha NPOHHMKHOBEHHE COPEBHOBATE/IbHBIN XapaKTeP U 3MOIMOHAJbHYIO0 OKPACKY.

[IpuBeseM npuMepsl JJab0paTOPUN Pa3IMYHOI0 YPOBHS CJI0XKHOCTH.

IIpumep 1. /IaGopaTopusd TECTUPOBAHWS HA MPOHUKHOBEHME (HaYaJIbHbIA OBEHDb CZI0OKHOCTH

Jlerenmga. TepMuHa/bHbIA y3eq KomnaHuu «UT-BesonmacHocTb» OBLI CKOMIPOMETHPOBAH
(n3BecTeH MapoJib OT YYETHOM 3alKCH OAHOIO U3 IMOJib30BaTesei). Kak ciefcTBUe 3/10yMbIIIJIEHHUK
MOXKeT NOAKJIIOYNUTCA K TEPMHUHAJbHOMY CepBepy BHYTPH JIOKAJbHOM ceTH 110 NpoTokoJy SSH, ucnosb3ysa
CKOMIIPOMETHPOBaHHbIe yYeTHbIe faHHbIe: [P-aapec: 192.168.100.106, user: <...>, password: <...>

IIpuMepsbl NpaKTUYECKUX 3aJaHUi AJ151 1a60paTOPUU HA4a/ILHOTO YPOBHA

1. Web-security.

Onucanue 3ajauu: Heob6xoaumo wuccienoBaTh web-npusioxkeHue, HaWTH YA3BHUMOCTb U
MPO3KCILJIyaTUPOBATH ee. PenieHreM 3aauu OyZieT oJydeHue AoCcTyna K ¢paiJioBoU cucTeMe cepBepa, re
MOKHO Oy/leT HalTh Heo6Xo UMbl ToKeH (puc.1).

Y4acTBytouee MamMHbl: 172.16.1.2 - MaliMHa ¢ web-NpUJI0KeHHEM.

2. Audit (windows).

Onucanue 3agayu: Ha mamnne Windows ucciiejoBaTh KypHaJsl COGBITUH. BBISICHUTB, Ha Kakoro
M0JIb30BaTeJIsl COBeplIaIach aTaka.

Y4acTBytouee MmamuHbl: 172.16.1.6 (Windows) - user: John; password: john

3. Audit (linux).

Onucanue 3azauu: HccieoBaTh KypHasbl ayAuTa - BBIICHUTb, Ha KaKOro I0JIb30BaTeJis
coBeplIaach aTaka.

YuacTtBytomee mamuHbl: (Debian) - user: labuser, password: pass4labuser

4. Network security.

Onucanue 3ajauu: Heob6xogumo uccienoBaTh MapuipytusaTop Cisco, HAUTH ysI3BUMOCTb U
MPO3KCIIJIyaTUPOBATh €ee.

YyacTBywouiee MamnHbl: 172.16.1.100

4.1. Network security 1.

Onucanue 3aza4u: Heo6xogumo ucciesnoBaTh Mapuipytusatop Cisco, HAUTH OTKPBITHIN MOPT.
(HalipeHHBIN OTKPBITBIN NOPT Gy/ieT 03HAYATh pellleHre 3aJjlaH1s U SIBJISIeTCS TOKEHOM)
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Port 30 (Web)

PN

Web-server Port 22 [SSH)

172.16.1.2

Linux-server
172.16.1.5

VPN Gateway Terminal-server

192.168.100.106 172.16.1.250

Windows-server
172.16.1.6

Router
172.16.1.100

Puc.1. l[IpumepHas cxema 21a6opamopuu HA4aabHO20 YPOBHSL CAOHCHOCMU

4.2 Network security 2.

Onucanve 3agayu: Heo6xomguMo  HaWTH  yA3BUMOCTh  Mapmpytudatopa Cisco wu
npo3kcmayaTupoBaTh eé. (IlosyyeHue 3amudpoBaHHOrO NapoJisg enable GyaeT o3HayaTh pelleHHE
3a/laHUS U SIBJISIETCS] TOKEHOM)

4.3. Network security 3.

Onucanue 3agauyu: Heo6xoaummo pacmudpoBaTh maposb OT enable.  ([losydyeHHBIN
pacmindpoBaHHBIA NapoJib enable sfBJseTca TOKeHOM; MOJIyYeHHe AAHHOTO TOKeHa TaKXe OTKPbIBAET
JOCTYI K 33/1a4aM ypoBHs Ne2).

IIpumep 2. /laGopaTopus TECTUPOBAHUSA HA NPOHUKHOBEHHUE (CpeAHUIA OBEHb C/I0)KHOCTH

172.16.2.2

Port 22 (SSH) g

Linux-server
172.16.2.11

ssH ssH
Port2Z Feri 22 Port 3339 (RDP)

VPN Gateway Terminal-server
192.168.100.107 172.16.2.250
Windows-server
172.16.2.12

Linux-server
172.16.2.1

Puc.2. l[IpumepHas cxema n1a6opamopuu cpedHe20 ypo8Hs C/A0HCHOCIMU

IIpuMepsl NpaKTUYECKUX 3aJaHUI

1. CeTeBas 6€30MaCHOCTb.
Onucanue 3aza4n: Heo6xo1uMo uccieioBaTh CEPBEP, HAUTU BCe OTKPBIThIE MIOPThI, ONPEIENUTD
CepBHUC Y HAUTHU TOKEH.
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YyacTBywuiee MamrHbl: 172.16.2.1

2. besomacHocts Web-nipusioxxeHuit.

Onucanue 3ajayu: Heob6xoaumo wuccienoBaTh web-npusioxkeHue, HaWTH YSA3BHUMOCTb U
MPO3KCILJIyaTUPOBATh ee. [locsie 3KCIIyaTaliy MOXKHO OyZeT HalTH HeoO6XoAuMbIN TokeH. ([losyyeHue
TOKEeHa TaK)Ke OTKpbIBaeT JOCTYI K 3a/jla4aM ypoBHsi N23).

YyacTBywouiee MalrHbl: 172.16.2.2

3. O6bHapy»XeHHe aTakK.

Jlerenga. MamuHa OyxraJqTepud KOMIIAHWM HAXOAUTCA IOJ ylpaBjieHueM linux mo azapecy
172.16.2.11. Takxe umeerca MamuHa Windows mo azapecy 172.16.2.12, ¢ koTopoid pabGoOTalOT Te e
M0JIb30BaTeJIH.

3.1 Audit 1 (linux).

Onucanve 3agayu: Ha Linux MamuHe onpefenuTe KaKOW H3 YBOJIEHHBIX COTPYAHHUKOB
OTBETCTBEHEH 3a YTEeYKY JaHHbIX.

YyacTBytouee MmamnHbl: 172.16.2.11 (linux) - user: labuser, password:labuser

3.2 Audit 2 (linux).

Onucanue 3ajauu: Kakol U3 noJsib3oBaTesied NbITaJICA MOJYYUTh paBa M0Jb30BaTesA root?

YyacTBytomee MmamnHbl: 172.16.2.11 (linux) - user: labuser, password: labuser

3.3. Audit 3 (Windows).

Onucanue 3azaun: Ha Windows-MamuHe HalijuTe MoJib30BaTess, KOTOPBIH yaaaua daia
ImportantFile.txt.

YyacTBytouiee MamnHbl: 172.16.2.12 (windows) - user: John(AdministratorUser), password: john

3.4. Audit 4 (Windows).

Onucanue 3azaun: KTo mociegHuil moJsydas fgoctyn K ¢aiiy ImportantFile.txt mepen ero
yaajeHueM (MCKJ/I04as yaauBiiero ¢pai noib3opaTesns)?

YyacTBytouee MamnHbl: 172.16.2.12 (windows) - user: John(AdministratorUser), password: john

IIpumep 3. J/laGopaTopusd TECTUPOBAHUS HA NPOHUKHOBEHME (BbICOKHUM OBEHb CJI0KHOCTH

YcnoBusi mpoxox/eHHs JlabopaTopruu Ne3 MaKCHMaIbHO MPHUOJIMKEHBI K peaJbHbIM: YYaCTHUKY
CO06IlaeTCsl TOJNBKO CXeMaTUYHOE H306payKeHHe BUPTYaJIbHON KoMIaHUU (puc. 3) 6e3 J0N0oJHUTEIbHON
nHopMaIUK 06 YA3BUMBIX y3JlaX U TOKEHaX. YPOBEeHb 33/1a4 JAHHOT'0 YPOBHS SBJISETCS MAaKCUMaJbHO
CJIO)KHBIM W TpebyeT IyGOKOro MOHMMaHUS NMpeAMeTHON ob6sactu. [losiydeHune AOCTyna K MalldHe
aaMuHHcTpaTopa (192.168.2.1) sBiseTcs 1eieBOU 3ajiadyell ([OMOJHUTE/NbHbIE MOACKA3KH K JAHHOMY
3a/IaHUI0 OYAYT AABAThCS YYACTHUKY 10 Mepe HaX0XK/JeHUsI TOKEHOB).

i
G &0
MAIL SOCIAL FILE WIKI DATABASE
172.16.0.7 172.16.0.6 172.16.0.12 172.16.0.13 172.16.0.8
SSH:22
Vulnerable: -
VPN Gateway
192.168.100.109
#nSPoL 8 > AN O an &
-y u Iy
g 2
SITE IDS HELPDESK AD BLOG
172.16.0.1 172.16.0.2 172.16.0.5 172.16.0.11 172.16.0.9

-«
A

Admin
192.168.2.1

Puc.3. Cxema npoekma .1abopamopuu 8bICOK020 YPOBHSL CA0HCHOCMU

BbIBOABI

Hcnosb3oBaHWe OO6JIAYHBIX J1AGOPAaTOpPUM [ 3aZad TECTUPOBAHUsS Ha NPOHUKHOBEHHE
NPOJEMOHCTPUPOBAJIO aIeKBATHOCTD MPEJIOKEHHOTO M0/IX0/1a IOCTABJIEHHOH 11e/11 - GOPMUPOBAHUIO U
COBEPILIEHCTBOBAHUIO HABBIKOB 00y4aeMbIX MpPU pelleHWH 33Jad [0 TECTUPOBAHHUIO CeTeBOU
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HHQPACTPYKTYpbl HA IPOHUKHOBEHHE U3BHE. OCHOBHAS CJIOXKHOCTb, C KOTOPOU MPUILJIOCH CTOJKHYThHCS
pa3paboTyrKaM - 3TO [TOATOTOBKA MHOXKeCTBA 03TaNHbIX 3a/laHUM.

OnbIT pabGoThl MOKasaja, YTO OpPraHM3alMsg BUPTYaJbHbIX OO6JIAYHBIX JIAGOpPAaTOpPUU s
TeCTUPOBaHUS Ha IPOHUKHOBEHUE SIBJISIETCS NMEPCIEKTUBHBIM HalpaBJeHUEM B OpraHU3alUy y4eGHOTO
Ipolecca; MOXeT pacCMaTpPUBaTbCs KaK cofepXKaTesbHas KBUHTICCEHLMS Pa3/JMYHBIX Yy4eGHBIX
JUCUHUIUINH; SIBJSETCS OAHUM K3 HEMHOTHUX JeUCTBUTENbHO 3(PPeKTUBHBIX CIOCOGOB HOATOTOBKHU
CIEIUAMCTOB C MPAaKTUYeCKUMH HaBbIKaMH TECTUPOBAHUS Ha IPOHHUKHOBEHUE.
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