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Abstract
Mathematical logic is widely used in hardware and software verification. Hoare logic is particularly 
suitable for reasoning about imperative programs. Its extension, separation logic, introduces the sep-
arating conjunction, which makes it possible to reason about programs working with pointers and 
mutable data structures. Dynamic logic, an example of modal logic, is yet another formalism used for 
verification. This article introduces propositional dynamic separation logic, which adds separating con-
junction to dynamic logic.
We describe syntax, semantics and Hilbert-style deductive system for propositional dynamic separa-
tion logic and prove its soundness. The definition of the logic is rather abstract. Thus, the programming 
language consists of so-called regular programs rather than while-programs, and the set of atomic com-
mands can be arbitrary as long as they correspond to local actions. Special attention is devoted to the 
soundness of the frame rule, which allows writing program specification using a small footprint, i.e., 
specifying exactly the portion of the heap that the program reads or writes. Programs that perform tests 
are also treated differently from regular dynamic logic.
The article also argues for the use of separation logic in computer science curriculum. It is more intu-
itive that other substructural logics and can be taught even in introductory logic courses. At the same 
time, it is an active research area with numerous verification tools built on its foundation. Therefore, it 
serves an excellent introduction to formal methods.
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Аннотация
Математическая логика широко применяется для верификации программ и аппаратного обе-
спечения. Одной из логик, наиболее подходящих для верификации императивных программ, 
является логика Хоара. Ее расширение, логика разделений, использует разделяющую конъ-
юнкцию, которая позволяет рассуждать о программах, использующих указатели и изменяемые 
структуры данных. Еще одним формализмом, используемым в верификации, является дина-
мическая логика — частный случай модальной логики. Данная статья описывает пропозици-
ональную динамическую логику разделений, которая добавляет разделяющую конъюнкцию к 
динамической логике.
Мы описываем синтаксис, семантику и исчисление в гильбертовском стиле для пропозицио-
нальной динамической логики разделений и доказываем ее корректность. Определение логи-
ки является достаточно абстрактным. Так, используемый язык программирования состоит из 
так называемых регулярных программ вместо программ с обычными конструкциями if и while. 
Множество атомарных программ может быть произвольным при условии, что они порождают 
локальные действия. Особое внимание уделяется корректности правила кадра, позволяющего 
писать локальные спецификации программ, то есть указывать участки памяти, которые непо-
средственно читаются или изменяются программой. Условные операторы также рассматрива-
ются отлично от стандартной динамической логики.
Статья также содержит аргументы в пользу использования логики разделений в изучении 
компьютерных наук. Данная логика более проста, чем другие субструктурные логики, и может 
преподаваться даже в начальных курсах математический логики. В то же время, логика раз-
делений является областью активных исследований с большим количеством применений. На 
основе этой логики построено много инструментов для верификации. Поэтому она является 
отличным введением в формальные методы.
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Introduction

Mathematical logic has long been used to help create and verify

computer software [1]. While generic first- and higher-order logics

can be used to prove properties of programs,1 in practice special-

ized logics are necessary. One of the oldest examples of such logic

is Hoare logic [2; 3]. It uses formulas, or assertions, of first-order

logic  (or  some other  chosen logic)  to describe contents  of  vari-

ables,  or  states.  The  derivable  judgments  of  Hoare  logic,  called

triples, have the form , where  and  are assertions,

called pre- and postconditions, respectively, and   is a program,

or command. Such triple may express partial or total correctness

of the program . In the first case, the triple means that if  starts

in a state satisfying   and finishes execution, then the final state

satisfies  . Total correctness additionally demands that  termi-

nates.

As a  calculus,  Hoare logic  provides axiomatic  semantics  to  pro-

grams. It includes a collection of axioms and inference rules that

allow deriving specifications of programs.

A serious shortcoming of Hoare logic has to do with shared muta-

ble data structures. When a program is allowed to use pointers, a

single field can be referenced from different places, and updating

the content of one pointer may unexpectedly change the content of

a seemingly unrelated pointer. This situation is known as aliasing.

To deal with such programs, in early 2000s Reynolds, O'Hearn and

others invented separation logic [4; 5].

Assertions and reasoning about them in separation logic is bor-

rowed  from  the  so-called  logic  of  bunched  implications  (BI

logic) [6]. During the early days of separation logic assertions were

primarily though of as predicates on heaps, i.e., memory segments.

BI logic adds to classical logic new connectives   and  , called

separating  conjunction  and  separating  implication.  Assertion

 is considered true on a heap   if it can be divided into

two disjoint portions  and  such that  is true on  and 

is true on  . The connective   is an implication that approxi-

mately relates to  and ordinary implication relates to conjunction.

To talk  about heaps,  separation logic  uses the predicate  ,

which means that value  is stored in the heap at location . Vari-

ous axioms, for example, saying that the   is a partial function,

can be added. Separation logic also includes an important  frame

rule.

(1)

It means that if  converts a heap satisfying  into one satisfying

, then it will work similarly when run on a larger heap and won't

touch the excess part. This rule allows writing function specifica-

tion using small footprint, i.e., specifying exactly the portion of the

heap that the function reads or writes. Using the frame rule, this

specification can be lifted to reason about a larger program.

Hoare logic and separation logic have enjoyed great success as ma-

chinery  for  specifying  and  proving  program  correctness.  Many

software tools were created for verifying software with different

degrees  of  human  participation.  Some  successful  projects  are

listed in Section 4.

Dynamic logic [7]  is  yet  another  formalism for  reasoning  about

programs. Unlike Hoare and separation logics, its judgments are

not restricted to triples and can be arbitrary formulas. It is a modal

logic that for every program  includes a modal operator . For-

mula  is true in a state  if every terminating execution of  

starting  in   ends  in  a  state  satisfying  .  Thus,  Hoare  triple

 can be expressed as . As a result, dynamic

logic is at least as expressive as Hoare logic.

Dynamic logic has also been quite useful for practical verification.

For example, the KeY Project [8] uses dynamic logic in a tool that

allows verifying Java  programs against  specifications written in

the Java Modeling Language.

Since Hoare logic can be embedded into dynamic logic, it makes

sense to  extend the latter  by adding separating connectives.  To

our knowledge, this has not been done. So the first contribution of

this paper is a formulation of propositional dynamic separation

logic and a proof of its soundness. The second contribution is a

discussion of why dynamic and separation logics form a particu-

larly suitable subject in computer science education.

This paper deals with propositional dynamic separation logic and,

following [9], abstracts from many concrete details of a program-

ming language. For this reason it does not show  examples of veri-

fying realistic algorithms. Several examples, including in-place re-

versal  of  a  linked  list,  copying  a  tree  and  Schorr-Waite  graph

marking algorithm, can be found in [4].

The outline of this paper is as follows. Section 2 introduces dy-

namic separation logic and describes its similarity with traditional

separation logic. Section 3 proves soundness of dynamic separa-

tion logic. The use of dynamic and separation logics in education

is discussed in Section 4. Finally, Section 5 concludes and points to

future research.

Dynamic Separation Logic

This section introduces dynamic separation logic. Most

of the technical details are based on [9] and are similar to regular

separation logic. The main difference is that separation logic uses

triples  while  dynamic  separation  logic  uses  formulas  of  the  BI

logic with added modal operators .

Definition 1. Formulas   and commands   are described using

the following mutually recursive grammar.

The  command   executes   followed  by  ;  

nondeterministically chooses and runs one of , ;  executes

 zero or more times, while   does nothing if   is true in the

current state and terminates the process normally otherwise (in-

stead of terminating the process may be though of as diverging

since we are interested in partial correctness).  This language is

nondeterministic due to the presence of , so there may be multi-

ple computations starting in the same state. 

In this programming language some operators can be expressed

using well-known translation [7, Sect. 5.1].

Variable   ranges  over  the  countable  set  of  proposi-

tional variables, and   ranges over the set of atomic commands.

The following example is taken from [5].

Оригинальная статья
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Введение

В настоящее время вопросы обеспечения необходимого уров-
ня сетевой безопасности и защиты от кибератак активно из-
учаются различными исследователями в области машинного 
обучения и анализа данных. Связано это с тем, что существу-
ющие интеллектуальные алгоритмы анализа позволяют ре-
шать задачи поиска аномалий и выявления всевозможных 
взаимосвязей внутри данных и т.д [1-3]. Однако, в любой из 
представленных систем формирования интеллектуальных ре-
шений, результат, как правило, зависит как от используемых 
инструментов и алгоритмов обучения, так и от качества дан-
ных, на которых строится некоторая модель. 
Снижение качества данных происходит как под действием 
объективной неопределенности, проявляющейся в шумах, 
аномалиях, выбросах и т.п., так и под действием лингвистиче-
ской неопределенности, проявляющейся из-за субъективно-
сти оценки экспертов [4]. На данный момент для повышения 
качества данных из-за объективной неопределенности разра-
ботан комплекс методов и алгоритмов обработки и фильтра-
ции, при этом влияние субъективности экспертов является 
сложнейшей задачей, эффективность в решении которой по-
казали системы нейро-нечеткого вывода.

Цель исследования

Проблема формирования базы нечетких правил заключается 
в разработке оптимальных функций принадлежности и созда-
нии терм-множеств, позволяющих создать систему нечеткого 
вывода, не зависящей от субъективных оценок специалистов в 
той или иной области. Одним из методов, призванных решить 
данную проблему, является построение нейро-нечеткой сети 
ANFIS. В связи с этим, цель исследования заключается в раз-
работке и исследовании алгоритмов адаптивных нейро-нечет-
ких сетей ANFIS на базе различных представлений нечетких 
правил [5-7], позволяющих выполнять классификацию входя-
щего трафика сети для идентификации различных инциден-
тов кибербезопасности.

Технологии обеспечения безопасности 
в сети посредством создания систем 
нечеткого вывода 
Существует довольно большое количество технологий обеспе-
чения безопасности в сетях, в том числе основанных на нечет-
ком выводе. Рассмотрим основные технологии, использующи-
еся на данный момент для идентификации сетевых атак.
Исследование бинарной классификации сетевых атак с ис-
пользованием методов нечеткой логики провели авторы в 
рамках работы [8], где описали процесс нечеткого вывода Та-
каги-Сугено на ограниченном наборе признаков сетевого тра-
фика. Результаты разработанного подхода показали высокую 
точность определения подозрительной сетевой активности.  
Наиболее сложная система обнаружения сетевых атак была 
предложена в работе [9] и основывалась на комплексировании 
нейронных и нейронечетких классификаторов. Предложен-
ный подход использован для обработки данных, полученных 

от сенсоров системы управления информацией и событиями 
безопасности, и показал высокую эффективность выявления 
новых типов атак при минимальном количестве ложных сра-
батываний.
В связи с высокой эффективность, которую продемонстри-
ровали методы на основе искусственных нейронных сетей 
совместно с алгоритмами нечеткого вывода, в исследовании 
[10] авторы представили метод нечеткой кластеризации для 
генерации различных обучающих подмножеств, а для агре-
гирования полученных результатов предложили мета-обуча-
ющий модуль. Данный подход позволил уменьшить ложные 
срабатывания и получить более стабильные результаты при 
идентификации атак.
Впервые идентификацию сетевых атак на примере различ-
ных шаблонов DDoS, рассмотрели как динамический процесс 
подбора наиболее эффективного алгоритма классификации 
с помощью нечеткой логики в работе [11]. Результаты экспе-
риментов показали, что построенная система нечеткой логи-
ки эффективно выбирать алгоритм классификации на основе 
статуса трафика и позволяет выстраивать определенный ком-
промисс между точностью и задержками алгоритмов иденти-
фикации. 
Повышение точности обнаружения сетевых атак с помощью 
нечеткой логики рассмотрено в исследовании [12] и основа-
но на сетевом мониторинге  характеристик, таких как время 
отклика, размеры входящих и исходящих пакетов, пропускная 
способность и т.д. В рамках данной статьи построен интеграль-
ный показатель наличия некоторого типа угрозы, с использо-
ванием базы нечетких правил соответствия характеристик 
типам угроз. Применение инструментов нечеткой логики для 
обнаружения вторжений в сети продемонстрировано также в 
статье [13], в которой описано проведение лавинной атаки с 
синхронизацией по протоколу управления передачей. Пред-
ложенный подход показал сравнимые по производительности 
результаты с методом деревьев решений, который является 
наиболее распространенным методом машинного обучения.
Исследование [14] посвящено обнаружению вредоносных 
узлов в мобильной adhoc-сети MANET при проведении раз-
личных типов атак. Предлагаемая система нечеткого вывода 
позволяет также предотвращать подобные атаки с помощью 
эффективного метода блокировки узлов и обеспечивать необ-
ходимый уровень безопасности.  Модифицированную гибрид-
ную систему обнаружения сетевых атак в беспроводных сен-
сорных сетях на основе нечеткой логики представили коллеги 
из Технического университета Гуджрала Пенджаба в работе 
[15]. Результаты экспериментов показали, что построенная 
система обнаружения вторжений имеет высокую точность и 
низкую частоту ложных срабатываний, а также подтверждает 
эффективность применения данной системы  по анализу про-
пускной способности и количеству потерянных пакетов.
Таким образом, обзор существующих методов, алгоритмов и  
систем нечетного вывода для анализа сетевого трафика в ус-
ловиях неопределенности показал, что современные системы 
не позволяют учитывать все актуальные типы атак, а также 
оставляют место для модификации и улучшения точности 
результатов идентификации, так как зависят от экспертной 
оценки и алгоритмов оптимизации. В связи с этим, данная 
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discussion of why dynamic and separation logics form a particu-

larly suitable subject in computer science education.

This paper deals with propositional dynamic separation logic and,

following [9], abstracts from many concrete details of a program-

ming language. For this reason it does not show  examples of veri-

fying realistic algorithms. Several examples, including in-place re-

versal  of  a  linked  list,  copying  a  tree  and  Schorr-Waite  graph

marking algorithm, can be found in [4].

The outline of this paper is as follows. Section 2 introduces dy-

namic separation logic and describes its similarity with traditional

separation logic. Section 3 proves soundness of dynamic separa-

tion logic. The use of dynamic and separation logics in education

is discussed in Section 4. Finally, Section 5 concludes and points to

future research.

Dynamic Separation Logic

This section introduces dynamic separation logic. Most

of the technical details are based on [9] and are similar to regular

separation logic. The main difference is that separation logic uses

triples  while  dynamic  separation  logic  uses  formulas  of  the  BI

logic with added modal operators .

Definition 1. Formulas   and commands   are described using

the following mutually recursive grammar.

The  command   executes   followed  by  ;  

nondeterministically chooses and runs one of , ;  executes

 zero or more times, while   does nothing if   is true in the

current state and terminates the process normally otherwise (in-

stead of terminating the process may be though of as diverging

since we are interested in partial correctness).  This language is

nondeterministic due to the presence of , so there may be multi-

ple computations starting in the same state. 

In this programming language some operators can be expressed

using well-known translation [7, Sect. 5.1].

Variable   ranges  over  the  countable  set  of  proposi-

tional variables, and   ranges over the set of atomic commands.

The following example is taken from [5].

1

1  For example, it is well-known that Kleene’s T predicate, which describes the computation of a given Turing machine, is representable in formal arithmetic and so can 
be used to express and formally prove properties of algorithms encoded by Turing machines.
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Example 2. Let arithmetic expressions  and atomic actions  be

defined by the following grammar.

Here   denotes the content of memory, or heap, at address  .

Therefore,   reads the content of memory at address  

into  ;   writes  the  value  of   to  address  ;

 allocates  consecutive cells, writes val-

ues of  there and assigns  to the address of the first of

those cells; and  frees the memory cell at address .

Commands that  access the heap may generate a fault  if  the re-

quired address is not allocated.

Commands  are  interpreted  as  binary  relations  on  the  set   of

states. Historically the first example of states was heaps possibly

paired with stores, i.e., values of local variables. A crucial feature of

heaps is that they support the operation of union of disjoint por-

tions of  a heap.  Over time, many other interpretations of states

were proposed. The following definition generalizes over them.

Definition 3. A separation algebra is a triple  where  is a

partial binary operation on   and   satisfying the following

properties for all .

1. ;

2. ;

3. .

Thus,   is  a partial  commutative monoid.  We write   if

 for some  and  if  is defined.

Example 4. Let  where  is a set of lo-

cations,  is a set of values, and  denotes the set of finite par-

tial functions. Then  denotes the nowhere defined function and 

is the union of functions with disjoint domains.

One can take   and   [5]. For another example, con-

sider  unspecified  disjoint  sets   and  ,  let

 and   be the set of all finite tuples whose ele-

ments come from  [4]. This construction

allows representing linked lists, i.e., sequences of pairs whose sec-

ond element is either an atom   or an address of the following

pair.

Example 5. Let  be the set of local variables and  and  be as

in  the  previous  example.  Then   where

. This represents the variables-as-resource

model [10].

Example 6. Let . Then heaps with values from 

can be viewed as collections of cells with permissions. Permission

1 gives the process full access to the cell and allows reading, writ-

ing and freeing  it.  Permissions strictly  smaller  than 1 give only

reading access. The union of heaps is defined as follows.

This definition allows sharing permissions between several pro-

cesses.

Definition  7. A predicate on a separation algebra   is a

subset of . Variables  range over predicates.

As usual in dynamic logic, the semantics of formulas is defined by

a function  mapping formulas to predicates. We write  if

.  Similarly,  the  semantics  of  commands  is  usually  de-

scribed  by  a  function  that  we'll  also  denote   mapping  com-

mands  to  binary  relations  on  .  This  turns   into  a  Kripke

frame [7, Sect. 3.7] and leads to the standard definition

However, one has to decide how to incorporate memory faults into

this definition. A computation starting from a certain state may

behave in one of the following ways:

1. finish normally and produce a final state;

2. terminate (for example, after executing ) without producing

a final state;

3. run forever;

4. terminate with a memory fault.

Options 2  and 3  do  not  violate  partial  correctness,  but 4  does.

Namely, if one computation of   starting in   produces a fault,

then   by definition, even if  other computations of  

finish successfully. Thus we need to distinguish between cases 2

and 4 above.

In the early days of separation logic [5] this was done by defining

a state   safe for   if option 4 above never happens when   is

run in . This concept was then used to formulate the soundness

of the frame rule. However, [9] introduced a more compact way to

define  that automatically takes memory faults into ac-

count.  Namely,  instead of  a  binary  relation   is  viewed as  a

function from  to   where  denotes a powerset. Then

 holds if  . To deal with faults, we give

the following definition.

Definition 8. Let  where  is

a  new  greatest  element.  The  order   is  defined  as  follows:

 holds iff   or   and  . The set

 is clearly a complete lattice, whose join and meet are de-

noted by  and . Variables ,  range over . 

The greatest element   of   should not be confused with

. In particular,  is not a predicate and  is

not defined.

Definition 9. An action is a function from  to . The set of

all actions is a complete lattice under pointwise order:   if

 for all . Somewhat abusing the notation, the

join and meet on the set of actions is also denoted by   and  .

Variables ,  range over actions.

A semantics maps commands to actions. It has to be defined in

such a way that if   may arrive at a memory fault starting in  ,

then . Then the definition

has the desired effect: it implies that  if  produces a

fault because  and therefore  is false.

It will be shown in Section 3 that the following definitions charac-

terizes actions satisfying the frame rule (1).

Definition 10. An  action   is  called  local  if

 for all .

If   is local, then  implies that . For

 this means that if   does not produce a memory fault

starting in  ,  than it  won't produce a fault starting in a larger

state . Further, if  starts in , then every final state

can be split into a  and  where  converts  into . Thus,

 does not touch the additional portion  of the state, which is

exactly what the frame rule says.

It may seem at first that the condition on actions that is equivalent

to the frame rule can be states as follows.

But the allocation operator from Example 2 does not satisfy this

property.  Indeed,  consider  the  separation  algebra  consisting  of

heaps from Example 4.  Let   denote the

heap that maps  to   (all   are assumed to be different). Then

 may convert the empty heap   to  .  But if

 is executed in a heap where  is already allocated,

for example, in , then it has to allocate a new address, so

 cannot convert  to .

Note,  however,  that   may convert   to,

say,  ,  and the same instructions is allowed to

change   into   in accordance with the definition of local

action.

It  is  proved in [5] that atomic actions from Example 2 are local.

One  example  of  a  non-local  action  is  a  constant  function

.  Indeed,  Definition 10  requires  that

,

which is false in general. Another non-local action   assigns the

same value, say, 0, to all allocated cells. Then  converts  

to  ,  but   does  converts   to

 rather than , as expected of a lo-

cal action.

Now we are ready to define the semantics of formulas and com-

mands.

Definition  11. A model is a pair of separation algebra  

and a function   mapping propositional variables to predicates

and atomic commands to local actions. We define the following op-

erations  on elements  of   (recall  that   and

).

Using these operations a model extends the mapping  to all for-

mulas: for example,  . In addition, the

semantics of atomic formulas is defined.

It's important to note that for  is a predicate, not , for every

formula .

The mapping  is extended to all commands as follows.

The definition of   is expected possibly with the exception of

: in regular dynamic logic  is simply defined as 

if  and  otherwise [7, Sect. 5.2].

It is proved in [9, Lemma 9] that local actions form a complete lat-

tice, which, together with the way  is defined, implies that all

actions  corresponding  to  commands  are  local.  We  consider  the

case of , which is stated in [9] but not proved in detail.

Suppose   implies   for all  . Then the same prop-

erty  holds  when   is  replaced  with  .  Therefore,

,   and

 holds since both sides are

equal to .

Suppose   implies   for all  . Then again the same

property  holds  when   is  replaced  with  ,  so

,  from which the desired con-

clusion follows.

Finally,  if  none  of  the  cases  above  is  true,  then

 by  Definition 8,  so  the

property holds since  is the greatest element.

A natural question asks which formulas   define actions  

that don't return , i.e., terminate normally. One such class of for-

mulas does not depend on the heap but uses only local variables,

i.e., the store. Since the content of the heap can be loaded into lo-

cal variables, this does not represent an essential restrictions and

corresponds to conditions used in the  operators in popular lan-

guages like C and Java. To take advantage of such formulas one has

to use predicate dynamic logic rather than propositional dynamic

logic considered in this paper.

Soundness of Dynamic Separation Logic

Lemma  12. Let   be  a  model  and

 be an action. Then the following conditions are

equivalent:

1.  is local, i.e.,  for all ; 

2.  for all predicates , ;

3.   implies   for all predicates ,

, .

Proof. . Fix  and  and suppose .

Then   where   and   for  some

. By definition   and  . By local-

ity  .  Here we use mono-
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state . Further, if  starts in , then every final state

can be split into a  and  where  converts  into . Thus,

 does not touch the additional portion  of the state, which is

exactly what the frame rule says.

It may seem at first that the condition on actions that is equivalent

to the frame rule can be states as follows.

But the allocation operator from Example 2 does not satisfy this

property.  Indeed,  consider  the  separation  algebra  consisting  of

heaps from Example 4.  Let   denote the

heap that maps  to   (all   are assumed to be different). Then

 may convert the empty heap   to  .  But if

 is executed in a heap where  is already allocated,

for example, in , then it has to allocate a new address, so

 cannot convert  to .

Note,  however,  that   may convert   to,

say,  ,  and the same instructions is allowed to

change   into   in accordance with the definition of local

action.

It  is  proved in [5] that atomic actions from Example 2 are local.

One  example  of  a  non-local  action  is  a  constant  function

.  Indeed,  Definition 10  requires  that

,

which is false in general. Another non-local action   assigns the

same value, say, 0, to all allocated cells. Then  converts  

to  ,  but   does  converts   to

 rather than , as expected of a lo-

cal action.

Now we are ready to define the semantics of formulas and com-

mands.

Definition  11. A model is a pair of separation algebra  

and a function   mapping propositional variables to predicates

and atomic commands to local actions. We define the following op-

erations  on elements  of   (recall  that   and

).

Using these operations a model extends the mapping  to all for-

mulas: for example,  . In addition, the

semantics of atomic formulas is defined.

It's important to note that for  is a predicate, not , for every

formula .

The mapping  is extended to all commands as follows.

The definition of   is expected possibly with the exception of

: in regular dynamic logic  is simply defined as 

if  and  otherwise [7, Sect. 5.2].

It is proved in [9, Lemma 9] that local actions form a complete lat-

tice, which, together with the way  is defined, implies that all

actions  corresponding  to  commands  are  local.  We  consider  the

case of , which is stated in [9] but not proved in detail.

Suppose   implies   for all  . Then the same prop-

erty  holds  when   is  replaced  with  .  Therefore,

,   and

 holds since both sides are

equal to .

Suppose   implies   for all  . Then again the same

property  holds  when   is  replaced  with  ,  so

,  from which the desired con-

clusion follows.

Finally,  if  none  of  the  cases  above  is  true,  then

 by  Definition 8,  so  the

property holds since  is the greatest element.

A natural question asks which formulas   define actions  

that don't return , i.e., terminate normally. One such class of for-

mulas does not depend on the heap but uses only local variables,

i.e., the store. Since the content of the heap can be loaded into lo-

cal variables, this does not represent an essential restrictions and

corresponds to conditions used in the  operators in popular lan-

guages like C and Java. To take advantage of such formulas one has

to use predicate dynamic logic rather than propositional dynamic

logic considered in this paper.

Soundness of Dynamic Separation Logic

Lemma  12. Let   be  a  model  and

 be an action. Then the following conditions are

equivalent:

1.  is local, i.e.,  for all ; 

2.  for all predicates , ;

3.   implies   for all predicates ,

, .

Proof. . Fix  and  and suppose .

Then   where   and   for  some

. By definition   and  . By local-

ity  .  Here we use mono-
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tonicity of  with respect to , which is checked straightforwardly.

Therefore, .

.  Fix  ,  ,   and  assume  that   and

.  Then for  some  ,   such that   we

have  ,  from  where  ,  and  ,  i.e.,

. By assumption, .

.  Fix arbitrary   and   and assume  . If

, then  and the claim follows. Oth-

erwise,  let  ,   and  .  Then

 and  ,  that  is,  .  By as-

sumption  ,  i.e.,

, as required.

Definition 13. Let   be a model. We say that a

predicate  is true in  and write  if . A formula

 is called true in  (written ) if . A formula

is called valid if it is true in every model. An inference rule deriving

predicate   from   is  sound  if

 implies   for  every  .  Simi-

larly,  an inference rule deriving formula   from   is

sound if  implies  for every .

Definition 14. A Hilbert-style deductive system for dynamic sepa-

ration logic is given by the following axioms and inference rules:

1. Axioms of classical propositional logic;

2. ;

3. ;

4. ;

5. ;

6. ;

7. ;

8. ;

9. ;

10. ;

11. .

Theorem 15 (Soundness). The deductive system of Definition 14

is sound, i.e., every derivable formula is valid.

Proof. One has to show that all axioms are valid and all inference

rules are sound. Axioms 1–7 are standard axioms of dynamic logic,

which are valid in all Kripke models. Axiom 8, called the frame ax-

iom, is valid by Lemma 12 since actions corresponding to all com-

mands are local. Inference rules 9 and 10 are also standard for a

modal logic. Finally, dynamic logic has the axiom that is the conclu-

sion of rule 11. The direction  is valid in our setting as well, but

as for the opposite direction,   may return  ,  in which

case . To prevent   formula   must be

true in all   such that   or   must be false in all   such

that  .  This  is  ensured  by  the  assumptions  of  rule 11.  If

 and   for  some  ,  then

 as well, and similarly for .

Frame  rule (1)  can  be  written  in  dynamic  separation

logic as follows.

Points 2 and 3 of Lemma 12 shows that it is sound and can replace

the frame axiom.

The additional flexibility of dynamic logic with respect

to regular separation logic make several primitive inference rules

of the latter derivable. For example, [9] has the rule

In dynamic logic we have the following facts about derivability: if

, then

Separation Logic in Education

Dynamic and separation logics are excellent topics for introducing

students  to  formal  methods  and  theoretical  computer  science.

Though they require certain mathematical maturity, they are ac-

cessible to undergraduate students. In fact, this article uses hardly

any concepts that cannot be considered in the introductory cour-

ses of discrete mathematics and mathematical logic.

The logic of  bunched implications,  on which separation logic  is

built, is an example of a substructural logic, where the structural

rules of weakening and contraction

are not generally valid. This reveals itself in the fact that the for-

mula   is  not  valid,  in contrast  to  .  In-

deed,   means that the state  can be divided into 

and , each of which validate . This is different from  being

true on the whole state.

Another prominent substructural logic is linear logic [11, Chap. 9], 
which is often used to describe resources. However, separation log-
ic is more accessible to new students due to its simple heap (or, 
more generally, separation algebra) semantics. Even though classi-
cal logic can be embedded into linear logic via a translation, the BI 
logic is simply an extension of classical logic. A student just needs to 
understand the semantics of separation conjunction and separat-
ing implication (the latter is more rarely used in practice).
Thus studying separation logic introduces a student to a world of 
non-classical logics in a natural way. It demonstrates how a logic 
can create a model of a computational process and solve a nontriv-
ial problem of tracking pointers.
Hoare logic and separation logic represent a natural entry into the 
world of formal verification since they can be naturally encoded 
in a proof assistant such as Coq or Isabelle. This allows formaliz-
ing proofs both of properties about the logic themselves (such as 
soundness and completeness) and of algorithm specifications [12]. 
As the author of one book on formal methods put it speaking about 
correctness of programs, “the author and many other researchers 
today feel that proofs on paper have outlived their usefulness. In-
stead, the proofs are all found in the parallel world of the accom-
panying Coq source code” [13]. It turns out that formal verification 
of even well-known algorithms, such as computing vertex cover or 
independent set, can uncover incompletenesses in existing proofs 
and improve the complexity bounds [14].
A great success story in formal verification is the electronic text-
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book “Software Foundations” by B.C. Pierce et al., which is widely 
used around the world. This book in five volumes covers a multitude 
of topics: propositional and predicate logic, definitions and proofs 
by induction, Hoare logic, simply typed lambda calculus, functional 
programming, and so on. All definitions, theorem and proofs in the 
book are implemented in Coq. The latest volume covers specifying 
and verifying real-world C programs using separation logic. A sim-
ilar book based on Isabelle is [15-16]. Another textbook that uses 
Coq and separation logic is [17]. Dynamic logic is used, for exam-
ple, in the “Bug Catching” course [18] at Carnegie Mellon University. 
This course also utilizes a fully automatic system Why3 [19] based 
on Hoare logic for proving program correctness.
Despite being accessible to students, separation logic is located at 
the cutting edge of research in computer science [20; 21]. Many 
software tools have been developed that allow verifying realistic 
and intricate programs [22]. For example, a significant portion of 
an industrial, preemptive OS kernel has been verified [23]. Peter 
O’Hearn, one of the researchers at the origin of separation logic, 
joined Facebook and developed a static analyzer tool that catches 
thousands of bugs per month [24].
Using this research may help develop computer science curriculum 
that takes professional standards seriously and actively uses edu-
cational software [25–27]. For these reasons it seems a good idea 
to teach separation logic in mandatory and optional courses as an 
excellent introduction to modern computer science.
One personal positive example for the author was supervising a 
master’s thesis devoted to proving soundness of the frame rule for 
separation logic with regular programs used in this paper as op-
posed to  programs in [5]. The project received an excellent 
grade.

Conclusion and Future Work

We have introduced propositional dynamic separation logic and 
proved its soundness. We have also argued for including separation 
logic into computer science curriculum as an excellent introduction 
to both research problems and practical software verification.
The next obvious step is proving completeness of dynamic separa-
tion logic, considering its first-order variant and studying whether 
the use of dynamic logic creates advantages over regular separation 
logic that uses Hoare triples in practical program verification. An-
other important variant of separation logic that can be converted to 
dynamic flavor is concurrent separation logic [22].

References

[1] Clarke E.M., Wing J.M. Formal methods: state of the 
art and future directions. ACM Computing Surveys. 
1996; 28(4):626-643. (In Eng.) DOI: https://doi.
org/10.1145/242223.242257

[2] Hoare C.A.R. An axiomatic basis for computer program-
ming. Communications of the ACM. 1969; 12(10):576-580. 
(In Eng.) DOI: https://doi.org/10.1145/363235.363259

[3] Apt K.R., Olderog E.R. Fifty years of Hoare’s logic. Formal 
Aspects of Computing. 2019; 31(6):751-807. (In Eng.) DOI: 
https://doi.org/10.1007/s00165-019-00501-3

[4] Reynolds J.C. Separation logic: a logic for shared mutable 
data structures. In: Proceedings 17th Annual IEEE Sympo-

sium on Logic in Computer Science. Copenhagen, Denmark; 
2002. p. 55-74. (In Eng.) DOI: https://doi.org/10.1109/
LICS.2002.1029817

[5] Yang H., O’Hearn P. A Semantic Basis for Local Reasoning. In: 
Nielsen M., Engberg U. (ed.) Foundations of Software Science 
and Computation Structures. FoSSaCS 2002. Lecture Notes 
in Computer Science. 2002; 2303:402-416. Springer, Berlin, 
Heidelberg. (In Eng.) DOI: https://doi.org/10.1007/3-540-
45931-6_28

[6] O’Hearn P.W., Pym D.J. The Logic of Bunched Implications. 
Bulletin of Symbolic Logic. 1999; 5(2):215-244. (In Eng.) 
DOI: https://doi.org/10.2307/421090 

[7] Harel D., Kozen D., Tiuryn J. Dynamic Logic. MIT Press; 
2000. Available at: https://mitpress.mit.edu/books/dy-
namic-logic (accessed 02.09.2020). (In Eng.)

[8] Ahrendt W., Beckert B., Bubel R., et al. Deductive Software 
Verification — The KeY Book. From Theory to Practice. 
In: Ahrendt W., et al. Lecture Notes in Computer Science. 
2016; 10001. Springer, Cham. (In Eng.) DOI: https://doi.
org/10.1007/978-3-319-49812-6 

[9] Calcagno C., O’Hearn P.W., Yang H. Local Action and Ab-
stract Separation Logic. In: 22nd Annual IEEE Symposium 
on Logic in Computer Science (LICS 2007). Wroclaw, Poland; 
2007. p. 366-378. (In Eng.) DOI: https://doi.org/10.1109/
LICS.2007.30

[10] Parkinson M., Bornat R., Calcagno C. Variables as Resource 
in Hoare Logics. In: 21st Annual IEEE Symposium on Logic in 
Computer Science (LICS’06). Seattle, WA, USA; 2006. p. 137-
146. (In Eng.) DOI: https://doi.org/10.1109/LICS.2006.52

[11] Troelstra A., Schwichtenberg H. Basic Proof Theory. 2nd ed., 
Cambridge Tracts in Theoretical Computer Science. Cam-
bridge, Cambridge University Press; 2000. (In Eng.) DOI: 
https://doi.org/10.1017/CBO9781139168717

[12] Chlipala A. Certified Programming with Dependent Types: 
A Pragmatic Introduction to the Coq Proof Assistant. 
MIT Press; 2013. Available at: https://mitpress.mit.edu/
books/certified-programming-dependent-types (accessed 
02.09.2020). (In Eng.) 

[13] Chlipala A. Proof engineering: implementation challenges in 
rigorously verified software. In: Proceedings of the Program-
ming Languages Mentoring Workshop (PLMW ‘15). Associa-
tion for Computing Machinery, New York, NY, USA; 2015:8. 
(In Eng.) DOI: https://doi.org/10.1145/2792434.2792442 

[14] Eßmann R., Nipkow T., Robillard S. Verified Approximation 
Algorithms. In: Peltier N., Sofronie-Stokkermans V. (ed.) Au-
tomated Reasoning. IJCAR 2020. Lecture Notes in Computer 
Science. 2020; 12167:291-306. Springer, Cham. (In Eng.) 
DOI: https://doi.org/10.1007/978-3-030-51054-1_17

[15] Nipkow T. Term rewriting and beyond − theorem proving in 
Isabelle. Formal Aspects of Computing. 1989; 1(1):320-338. 
(In Eng.) DOI: https://doi.org/10.1007/BF01887212 

[16] Nipkow T., Klein G. Concrete Semantics: With Isabelle/
HOL. Springer, Cham; 2014. (In Eng.) DOI: https://doi.
org/10.1007/978-3-319-10542-0

[17] Sergey I., Wilcox J.R., Tatlock Z. Programming and proving 
with distributed protocols. Proceedings of the ACM on Pro-
gramming Languages. 2017; 2(POPL):28. (In Eng.) DOI: 
https://doi.org/10.1145/3158116



550 ТЕОРЕТИЧЕСКИЕ ВОПРОСЫ ИНФОРМАТИКИ, ПРИКЛАДНОЙ МАТЕМАТИКИ,  
КОМПЬЮТЕРНЫХ НАУК И КОГНИТИВНО-ИНФОРМАЦИОННЫХ ТЕХНОЛОГИЙ Е. М. Макаров

Том 16, № 3. 2020          ISSN 2411-1473          sitito.cs.msu.ru

Современные 
информационные 
технологии 
и ИТ-образование

[18]	 Bradley A.R., Manna Z. The Calculus of Computation: Deci-
sion Procedures with Applications to Verification. Spring-
er, Berlin, Heidelberg; 2007. (In Eng.) DOI: https://doi.
org/10.1007/978-3-540-74113-8

[19]	 Filliâtre J.C., Paskevich A. Why3 − Where Programs Meet 
Provers. In: Felleisen M., Gardner P. (ed.) Programming Lan-
guages and Systems. ESOP 2013. Lecture Notes in Computer 
Science. 2013; 7792:125-128. Springer, Berlin, Heidelberg. 
(In Eng.) DOI: https://doi.org/10.1007/978-3-642-37036-
6_8

[20]	 Krebbers R., Jung R., Bizjak A., Jourdan J.H., Dreyer D., 
Birkedal L. The Essence of Higher-Order Concurrent Sep-
aration Logic. In: Yang H. (ed.) Programming Languages 
and Systems. ESOP 2017. Lecture Notes in Computer Sci-
ence. 2017; 10201:696-723. Springer, Berlin, Heidelberg. 
(In Eng.) DOI: https://doi.org/10.1007/978-3-662-54434-
1_26 

[21]	 Jung R., Jourdan J.-H., Krebbers R., Dreyer D. RustBelt: 
securing the foundations of the rust programming lan-
guage. Proceedings of the ACM on Programming Lan-
guages. 2017; 2(POPL):66. (In Eng.) DOI: https://doi.
org/10.1145/3158154

[22]	 Brookes S., O’Hearn P.W. Concurrent separation logic. ACM 
SIGLOG News. 2016; 3(3):47-65. (In Eng.) DOI: https://doi.
org/10.1145/2984450.2984457

[23]	 Xu F., Fu M., Feng X., Zhang X., Zhang H., Li Z. A Practical 
Verification Framework for Preemptive OS Kernels. In: 
Chaudhuri S., Farzan A. (ed.) Computer Aided Verifica-
tion. CAV 2016. Lecture Notes in Computer Science. 2016; 
9780:59-79. Springer, Cham. (In Eng.) DOI: https://doi.
org/10.1007/978-3-319-41540-6_4

[24]	 O’Hearn P. Separation Logic. Communications of the 
ACM. 2019; 62(2):86-95. (In Eng.) DOI: https://doi.
org/10.1145/3211968

[25]	 Zakharova I., Kuzenkov O. The Experience of Updating the 
Educational Standards of Higher Education in the Field of 
ICT. Sovremennye informacionnye tehnologii i IT-obrazo-
vanie = Modern Information Technologies and IT-Educa-
tion. 2017; 13(4):46-57. (In Russ., abstract in Eng.) DOI: 
https://doi.org/10.25559/SITITO.2017.4.510

[26]	 Zakharova I., Kuzenkov O. Mathematical Programs Mod-
ernization Based on Russian and International Standards. 
Sovremennye informacionnye tehnologii i IT-obrazovanie = 
Modern Information Technologies and IT-Education. 2018; 
14(1):233-244. (In Eng., abstract in Russ.) DOI: https://doi.
org/10.25559/SITITO.14.201801.233-244

[27]	 Kuzenkov O., Kuzenkova G., Kiseleva T. The use of electronic 
teaching tools in the modernization of the course “Mathe-
matical modeling of selection processes”. Obrazovatel’nye 
tehnologii i obshhestvo = Educational Technology & Soci-
ety. 2018; 21(1):435-448. Available at: https://elibrary.ru/
item.asp?id=32253185 (accessed 02.09.2020). (In Russ., 
abstract in Eng.)

Submitted 02.09.2020; approved after reviewing 14.10.2020; 
accepted for publication 10.11.2020. 

Поступила 02.09.2020; одобрена после рецензирования 
14.10.2020; принята к публикации 10.11.2020.

About the author:

Evgeny M. Makarov, Senior Instructor of the Department of Al-
gebra, Geometry and Discrete Mathematics, Institute of Informa-
tion Technology, Mathematics and Mechanics, Lobachevsky State 
University of Nizhny Novgorod (23 Gagarin Av., Nizhny Novgorod 
603950, Russian Federation), Ph.D. (Computer Science), ORCID: 
http://orcid.org/0000-0003-0399-0946, evgeny.makarov@itmm.
unn.ru

The author has read and approved the final manuscript.

Об авторе:
Макаров Евгений Маратович, старший преподаватель кафе-
дры алгебры, геометрии и дискретной математики, Институт 
информационных технологий, математики и механики, ФГА-
ОУ ВО «Национальный исследовательский Нижегородский го-
сударственный университет им. Н.И. Лобачевского» (603022, 
Российская Федерация, г.  Нижний Новгород, пр. Гагарина, 
д. 23), ORCID: http://orcid.org/0000-0003-0399-0946, evgeny.
makarov@itmm.unn.ru

Автор прочитал и одобрил окончательный вариант рукописи.


