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AHHOTanUA

PaccmaTpurBaloTCs BONPOCHl JUCTAHIMOHHOIO 0OyYeHHUsI TEXHOJIOTMSIM CeTeBOW 6e30MacHOCTU Ha
peaJbHOM ceTeBOM 060pyJoBaHUMHU. PaccMaTprBaeTcsl TONOJIOTHsl y4e6HOro KJlacca, MO3BoJIsAI0Las
JHCTAaHLMOHHOE NpoBeJieHHe J1abopaTOPHbIX PaboT, UCNOJb3YIOIUX pealbHOe ceTeBoe 060py/o-
BaHHUe. JlabopaTopHble paGOThI MPOBOJATCSA C UCIIOJb30BAHMEM MeKCeTeBbIX 3KpaHoB D-Link DFL
860E, ceprudunupoanubsix PCTIK. JlabopaTopHble pabOThl NpeANOIaralT KaK HaCTPOKUKY OJJHO-
I'0 MEXCeTeBOI'0 3KpaHa, TaK U COIVIACOBAHHYI0 HACTPOHKY JIBYX MeXCeTeBbIX 3KPaHOB JiJIs1 CO3/a-
Hua VPN c ncnoJsib30BaHKWEM pas3/IMuHbIX IPOTOKOJIOB TYHHEJMpPOBaHUs. B K/acce cyiecTByoT JBe
napaJsuiesnbHble ceTu. [lepBas ceThb MCMOJIB3YyeTCsl HAMU B JIabopaTOpPHbIX paboTax. Bropas ceTb uc-
M0JIb3yeTCsl B y4eOGHOM IMpOIecce HA KOMIbIOTEPHBIX Kypcax BMK MTI'Y. /lnsa npoBefeHus gucTaHIu-
OHHBIX JJa6OPATOPHBIX PabOT NMOJAKJIOUYEHNEe CTYJEeHTOB U NpenojiaBaTesield K KOMIbIOTepaM KJlacca
OpraHW30BaHO NPU MOMOILM BTOPOH CeTH Yepe3 ClelUasbHbIH, JOMOJHUTENbHO YCTAaHOBJIEHHbIN
KOMIIbIOTEP-11IJII03, COe/JUHEHHbIN ¢ ceThlo HTepHeT. CTyJeHTbI CO CBOUX y/la/IleHHbIX KOMIIbIOTEPOB
ycTaHaBJIMBaOT SSH-coeiHeHWE € 3TUM KOMIIbIOTEPOM-IILJII030M, U BHYTPHU 3TOT0 COeJUHEHHUS Op-
raHU3yIT TYHHesb JJisd npotokosa VNC. [lasee pa6oTa ¢ KOMIbIOTEPAMH KJacca OCYILeCTBJSETCS
npu nomoiu nporpaMmmHoro o6ecnedyenus TightVNC - kaMeHT Ha CTOpOHe KOMIIbIOTEpa CTyJeHTa
U cepBep Ha CTOPOHe KOMIIbIoTepa B KJacce. [J1sl 3TUX LieJiel Ha KaXKJ0M KOMIIbIOTepe KJiacca ycTa-
HosuieH cepBep TightVNC. Kak nokasas nepBbIi ONBIT AUCTAHIIMOHHOTO MIPOBEJEHNS JTab0PATOPHBIX
paboT, CTYZIeHTHI JIETKO CIPABJIAIOTCS € MPOLeAypPol NOJAK/II0YEHHs K KOMIIbIOTepaM KJacca, 061 un
XOJ, AUCTAHLIMOHHOU paboThl GJIM30K K X0y O4YHOU paboThl U He TPebGyeT AOMOJHUTENBHOTO BpeMe-
HHU, UMeIOTCs JlaKe ollpe/ie/leHHble He3HAYUTe/IbHble PpernMyllecTBa JaHHOTo crioco6a mpoBesieHus
J1abopaTOpHBIX paboT, KOTOPbIE 0O6CYXKAAITCA B cTaTbe. CJI0XKHOCTU UMEIOTCS B YaCTH JAUCTAHIIMOH-
HOTO0 NoAJepKaHusl 060pyZ0BaHUs KJlacca B paboyeM perxxuMe, 4TO TaKKe 00CY/AAI0TCS B CTaThe.
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Abstract

The article deals with the issues of distance learning network security technologies on real network
equipment. The topology of a classroom is considered, which allows remote laboratory work using
real network equipment. Laboratory work is carried out using D-Link DFL 860E firewalls, certified by
FSTEC. This lab involves both configuring one firewall and concurrently configuring two firewalls to
create a VPN using different tunneling protocols. There are two parallel networks in the classroom. The
first network is used by us in laboratory work. The second network is used in the educational process at
the computer courses of the CMC MSU. To conduct distant laboratory work, the connection of students
and teachers to class computers is organized using a second network, through a special, additionally
installed gateway computer connected to the Internet. Students from their remote computers establish
an SSH connection with this gateway computer, and within this connection they organize a tunnel for
the VNC protocol. Further, work with computers in the classroom is carried out using the TightVNC
software — a client on the side of the student’s computer and a server on the side of the computer in
the classroom. For these purposes, a TightVNC server is installed on each class computer. As the first
experience of remote laboratory work showed, students easily cope with the procedure of connecting
to class computers, the course of distant work is close to the course of work in the classroom and does
not require additional time. There are even some minor advantages that are discussed in the article.
There are some difficulties in the part of remote maintenance of class equipment in working mode, they
are discussed in the article as well.
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916 TEOPETUYECKWE N MPUKMTAOHBIE ACMEKTbI KMBEPBE3OTTACHOCTI 3 (DﬂA- Eégig;g:’
KOHBEPTEHTHbBIX KOTHUTVUBHO-MHOOPMALIMOHHDBIX TEXHONOT N 0. P NanoHvna
BBeael-me MOXeM He OTMETHUTb, YTO B MUHYOPMALIMOHHBIX TEXHOJIOTUAX Hop-

O6ecneuenue MHGOpPMaMOHHON 6€30MAaCHOCTH OCTaeTcsl Haubo-
Jlee akTyaJbHOM npo6JsieMoit B UT. KosmyecTBO MCMOJIb3yeMbIX Ha
CeroJHSIIHUN JIeHb B 3TOW 06JIaCTU TEXHOJIOTHH orpoMHo. [Ipu
3TOM HHU OJIHA U3 MCI0JIb3yeMbIX TEXHOJIOTHUH He MOXeT rapaH-
TupoBaTh 100% 3aumuTel. CHenUansucThl B 3TOW 06J1aCTH C OAHOHN
CTOPOHBI JI0JKHBI 06/1aaTh I1y60KUMHY MaTeMaTHYeCKUMU 3Ha-
HUAMH, C JPyroi CTOPOHBI UMeTb IIUPOKUN KPYro3op, Heo6XoAu-
MBbIH 111 FPAaMOTHOM OLleHKH U BbIG0pA UMEHHO TOW TEXHOJIOTUHU U
peasiu3ylollero ee MHCTPYMeHTaJIbHOTO CPeJICTBA, KOTOpOe JIyyllle
BCEro MOAXOAUT JJIS UX KOHKPETHOTO C/1yyast.

Kak u B 1106011 ipyroi 06s1acTH, B 06J1aCTH CETEBOU 6€30MaCHOCTH
Ba)KHO He TOJIbKO FPaMOTHO OLLEHUTbH CYILeCTBYIOI e TEXHOJIOTHU
Y BbIOPATh M3 HUX HauboJiee NOAXOAALLYI0, HO U YMeTb UCIOJIb-
30BaTh WX Ha NpakTHke. UMeHHO Takue crenuaaucTbl HanboJee
BOCTpe6GOBaHbI HA PhIHKE TPYy/a.

B 2014 roay 6b110 pazpaboTaHo yueGHoe noco6rel, KOTopoe 0XBa-
ThIBaJI0 OCHOBHOMH CIIEKTP HCIOJIb3YeMbIX B 06J1aCTH 06ecriedeHus
ceTeBOM 6e30MaCHOCTH TEXHOJIOTHUH U coJlepkasio 60Jb1I0M Jabo-
paTOpPHBIN MPAaKTHUKYM, KOTOPBIH M03BOJIA 6bI TOTOBUTD Cleliua-
JINCTOB, yMEIIMX IPUMEHUTDb N0JyYeHHble TeopeTHyeckre 3Ha-
HHUA Ha NpaKTHKe.

JlaHHOe yye6HOe nocobue npejHa3HauY€eHo JJisl CTYAEHTOB U aclu-
PaHTOB BBICIIMX y4yeOHBIX 3aBeJleHHH, 06yJalolMXCA 10 CHelu-
anbHOCTSM 010400 «[IpukiasHas MaTeMaTHKa U UHGOPMATHKa»
u 010300 «dyHjaMeHTanbHAsE UHGOPMATHKA U UHGOPMALUOH-
Hble TEXHOJIOTUU», [/l CeTeBbIX alMUHUCTPATOPOB, KOTOPbIE XO-
TAT MOJYYUTh 60Jiee IJy6boKre TeopeTHYeCKHe 3HaHUSA B 06J1aCTH
MHPOPMAIMOHHON 6e30MacHOCTH U NMPUOGPECTH MPaKTUYECKUE
HaBBbIKM PaboThl HAa ceTeBOM 060pPYZ0BaHUM BeAyllero Npou3Bo-
JIUTeJIs, a TaKxkKe JIJIsl BCeX, KTO UHTepecyeTcs JaHHOM npobJieMa-
TUKOW. Y4ye6GHOMY noco6uro npucBoeH rpud YMO no kiaccuyecko-
My YHHUBEPCUTETCKOMY 06pa30BaHUIO.

Bosiblloe BHHMaHMe yJieJlIeHO NpaKTUYecKUM BompocaM. YyebHoe
moco6ue CoEPXKUT ONMCAHMe IBa/ILIATH IIECTH JJaGOPaTOPHBIX pa-
60T Ha peaJIbHOM CeTeBOM 060pyjoBaHUH KoMniaHuU DLink — mex-
ceTeBbIX 3KpaHax’ DFL-860, ceprupunnposanubix PCTIK.

B 2020 rogy B cBfI3M C MaH/eMUel KOPOHABUPYCHOW MHQEKIUU
COVID-19 Bce 3aHATHUS OBUIM NepeBeieHbl B JUCTAHIMOHHBIN
dopmar. [logo6HbIe Mepbl ObLJIM NMPUHATH BO MHOTUX CTPaHaX, U
noTpe6oBasN CyI[ECTBEHHOM IepecTporKN 06pa3oBaTebHBIX
npoueccos?® [1]-[12].

HekoTtopeie aBTOphl oTMevaioT ([4], [5]), yTo ¢opmupoBaHue
MMEHHO NPAaKTUYeCKHUX HAaBbIKOB B JUCTAHIMOHHOM peXHMe 3a-
TpyAHUTeJbHO. He ocnapuBas 3TOT Te3uc B o6lieM ciyyae, He

MHUpOBaHHe MPAKTUYEeCKUX HAaBBIKOB B JMCTAHIIMOHHOM peXuMe
BIIOJIHE BO3MOXHO. MIMeloTcs nprMepbl OpraHu3alyy AUCTAHIU-
OHHOI'0 06y4YeHUsI U pa3pabOTKU CUCTEM JJI1 Hero, Kak B 06J1acTH
nporpamMmupoBanus [13], [14], Tak ¥ B 06J1aCTH CETEBBIX TEXHO-
soruit [15]-[18]. UMeroTcs Takke MOAXOJbI K JUCTAHI[HOHHOMY
00y4YeHHI0 HHXKeHePOB-TPOEeKTUPOBLIMKOB anapaTHOro obecrne-
yenus [5], [19], [20], xoTs oHU TpebyIOT 6OJIBLINX 3aTPaT U MeHee
3ddexTuBHsI [5].

B HaweM nozpasziesieHUH TOKe UMeeTCs ONbIT IPOBeJleHNs paboT
10 CeTeBbIX TEXHOJIOTHSA B AUCTAaHLIMOHHOM dopmare [21].
CienyeT OTMETHUTD, UTO Iepexos K AUCTAaHIIMOHHOMY 06y4YeHHIo
4acTo peaiu3yeTcs 3a CYeT BUPTyaIM3aliMU ceTeBOM MHPPACTPyK-
TYPBI U y9e6HBIX pa6ounx cTanumit® [21]. [jis1 ;aHHOM 1abopaTop-
HOM paboTbl TaKOH MOJX0J, HEBO3MOKEH, IOCKOJIbKY MeXKCeTeBble
skpanbl D-Link DFL-860 He uMeOT BUPTya/JbHbIX aHAJIOTOB.
Becnoit 2020 roza fjaHHbIE J1abopaTOpHbIe pabOThI HE MPOBOJU-
JICh B CBSI3U C OTCYTCTBHEM He06XoJuMOH MHPpacTpykTyphl K
HAaCTOsAIlEeMy BPeMeHM 3Ta MHPPACTPYKTypa CO3/aHa, U 3aHATUSA
NPOBOAATCSA B JIUCTAHLIUOHHOM dopMare.

Jlanee B paboTe paccMaTpPUBAeTCs TOMNOJIOIUS CETH y4eOGHOro
KJlacca Y ClieHapuu NpoBeJieHus J1abopaTOPHbIX 3aHATUH. OnrcaH
NOJX0J, K AMUCTAaHIIMOHHOMY NPOBEJEHUI0 3aHATUH U BbINOJHEH-
Hble JIJI51 3TOT0 YCOBEpPIIeHCTBOBaHUS alNapaTHOro U MporpaMm-
HOro o6ecnevyeHus ksacca. [[prBesieHbl BbIBO/bI U3 [IEPBOTO OMBI-
Ta NPOBe/leHUs TAaKUX 3aHATHUH.

Tonosiorust y4eGHOro Kjaacca

JlabopaTopHble paGoOThI MPOBOAATCS C MCIOJIb30BAHHUEM MeXce-
TeBbIX 3kpaHOB D-Link DFL 860E, umeromux ceprudpukar PCTIK.
MexceTteBoi akpaH D-Link DFL-860E umeeT cieaymouiue xapakre-
PHUCTHUKHU:

e JlBa wan-mopTa, 0603HaYeHHbIe wanl 1 wan2.

e OpuH dmz-nopT.

e 8-mopTOBBI KOMMYyTaTOP, 0603HAYEHHBIN Kak lan-mopT.
YnpaBnenue MexceTeBbIM 3kpaHoM DFL-860E ocymectBisercs
1o Be6-uHTEpdeicy u o nHTepdeiicy KOMaHAHOM CTPOKH IO TPO-
TOK0J1y SSH°.

JlabopaTopHble paboThl NMpeJIoJaraloT Kak HacCTPONKY OZHOIO
MeXCeTeBOro 3KpaHa, Tak U COIJIaCOBaHHYI0 HaCTPOHKY ABYX MeX-
ceTeBbIX 3KpaHOB AJis co3faHus VPN ¢ ucnosb3oBaHueM pasiny-
HBIX IPOTOKOJIOB TYHHeJMpoBaHus. [l aToro pazpaboTaHa cie-
Jlyioliast TOMOJIOTUSA CETH.

BBesieHo mnoHsATHe paboyero Mecra. OfHO paboyee MeCTO — 3TO
oauH MexceTeBoH skpaH D-Link DFL-860E u Tpu pa6ouue craH-

! JlanonuHa O. P. OcHOBEI ceTeBo# 6e3onmacHocTH. YacTb 1. MexceTeBble akpanbl. M.: UHTYUT, 2014. 378 c.; Jlanonuna O. P. OcHoBbI ceTeBoi 6e3onacHoCTH. YacTb 2.

TexHosiornu TyHHeaupoBanus. M.: UHTYWUT, 2014. 474 c.

2 Network Security Firewall User Manual NetDefendOS. Ver. 2.27.03. D-Link Corporation, 2010. 552 p. [3iekTpoHHbIi pecypc]. URL: https://ftp.dlink.ru/pub/FireWall/
DFL-800/Description/NetDefend0S_2.27.03_Firewall_UserManual.pdf (aTa o6pamenus: 24.07.2021).

3 OnbxoBasi T. A, [TosipkoBa E. B. HoBble IpakTHKK MHXEHEPHOT0 06pa3oBaHUsl B YCJIOBHUSIX AUCTAHIIMOHHOTO 06y4eHust // Briciuee o6pazoBanue B Poccuu. 2020. T. 29,
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uuu nog ynpasaenueM Windows XP. B komnbloTepHOM KJiacce co-
3/I1aHO CEMb TaKHUX paboYMX MeCT.

o=
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Cepeep AD
Cepeep RADIUS

s

P u c. 1. Tonosiorys ceTy A5 NpoBe/ieHUs 1JaGOPAaTOPHBIX paGoT B OYHOM

dopmare

Fig. 1. Network topology for face-to-face labs

Wan2-nopTsl MeXCeTeBbIX 3KPaHOB pabodyuX MeCT COeJUHEHBI C
lan-nmopToM BbIZle/IEHHOI'0 MEXCETEBOI0 3KpaHa, K dmz-nopTy Ko-
TOpOro NOAKJI0YeHa pabovas CTaHLMA penojaBaTeis.

Ha lan-nopTy aToro Bbl/ieJIeHHOT'O MeXCeTeBOro 3KpaHa HaCTPOeH
DHCP-cepBep, koTopbiii pa3gaet IP-afpeca, IUI103 M0 YMOJTYaHUIO
u DNS-cepBep wan2-nopTaM MeXCeTeBBIX IKPAaHOB PA6OYUX MECT.
CnywaTtesy UMeIOT AOCTYN K pabo4yuM CTaHLUAM I0J, CTyJeHYe-
CKMM aKKayHTOM C MUHMMaJIbHbIMH IpaBaMy, I03TOMY 6Gbljla He-
006x0/lMMa HayaJibHasi HACTPOMKa UX MeXCeTeBbIX dKPAaHOB, TaK
kak [P-agpeca pa6o4ue CTaHIIMK JJ0JIKHbI TOJIy4aTh [0 MPOTOKOJIY
DHCP. Tak:xe B HacTOSIIMH MOMEHT y Hac HET cepBepa com-mop-
TOB, C IOMOILbI0O KOTOPOI'0 KaXKJbIH CJyLIaTe/Nb MOT Gbl BBINOJI-
HUTb Haya/IbHYI0 HACTPONKY CBOEro MeXCeTeBOr'o 3KpaHa C 3a-
BO/ICKUX HAaCTpOEK.

HayasbHasi koHUrypalys MexceTeBbIX 3KPAaHOB paboyUX MeCT
cocrosiya B ciaeaytomeM. Ha lan-unrepdeiicax kaxxgoro Mexcere-
BOTO0 3KpaHa 6611 HacTpoeH DHCP-cepBep, koTopslit pasgaet IP-a-
Jipeca, 11103 o yMoJ4aHuio U DNS-cepBep AiByM pa6o4yuM CTaH-
LUSIM, TOJIKJIFOYEHHBIM K lan-uHTepdercy.

JlaHHbBIN KOMIIBIOTEPHBIN KJIACC UCTOJIB3YETCS He TOJbKO AJ1s IPOo-
BeJleHHUs JIabopaTOpHbBIX paboT Ha ob6opyaoBaHuu D-Link, HO u B
y4eOHOM Ipoliecce Ha KOMIbIOTEPHbIX Kypcax BMK MI'Y. UTo6bI
HMMeTb BO3MOXXHOCTb paboTaTh C peasibHbIM CETEBbIM 060Py/I0Ba-
HHEeM U He 6OSITbCS, YTO B pe3y/ibTaTe HalllUX BO3MOXKHbIX OIIHG0K
IPU HACTPOHKe MapLIPyTU3aLUK, NPaBUJI GUIBTPOBAHUS UJIH IPU
CO3/JaHWH TeX UM UHBIX TYHHeJIel Mbl COpBEM 3aHATHS Ha PYTUX
Kypcax U3-3a TOr'o, YTO OHHU He CMOTYT MOJIYYUTh JOCTYI B UHTEP-
HET B pe3yJsibTaTe HalllUX OIIMGO0K, K KaXKJ,0My KOMIIbIOTEPY M0/iBe-
JIeHO /1Ba ceTeBbIX Kabesist. TakMM 06pa3oM, B Kjacce CyleCTByeT
JiBe napaJiiesibHble ceTH. KaKJblil KOMIIbIOTEP MOXET ObITh M0/
KJIIOYEeH JIM6O K MepBoH, JM60 KO BTOpOoH ceTH. [lepekitoueHue
MeX/ly CEeTSIMM OCYLIEeCTBJISETCS MyTeM PYyYHOH KOMMYyTalUH.
[lepBast ceTb UCNO/b3yeTCs HAMU B JIabOPaTOPHBIX paboTax. Bro-
past ceTh UCNOJIb3YyeTCs B yueGHOM MpoLecce Ha KOMIbIOTEPHbBIX
kypcax BMK MI'Y.
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CueHapuu J1aGopaTOPHBIX paGoT

[lepBas 1a6opaTopHas pa6oTa cocTouT B HacTpolike DHCP-cepBe-
pa ans dmz-unTepdeiica M HacTpoHKe MpaBuJI GUIABTPOBAHUSA [T
npo6poca DNS-Tpaduka u paspelieHust BbIX0JA B UHTEPHET.
Crenytoias JabopaTopHast paboTa COCTOUT B CErMeHTHPOBaHUU
ceTell Ha KaHaJbHOM ypoBHe. /ljis1 aToro Ha lan-unrepderice cos-
naroTcs aBa vlan-uHtepdeiica, K KOTOPbIM MOAKJIIOYAKOTCSA pabo-
yue ctaHUuu. [lis atux vlan-untepdericos cosparorcss DHCP-cep-
Bepa U npasusia GUaAbTpoBaHUs, obecneuynBaroiie DNS-cepBUChH
Y BBIXO/l B MHTEPHET C pabo4yuX CTaHLHH.

OfHOH U3 IVIaBHBIX Iiesiel MEPBBIX JIBYX JJaO0PaTOPHBIX paboT SB-
JIsieTCsl 3HaKOMCTBO C BeG-uHTepdericoM U nHTepdericoM KoMaH -
HOH cTpokHu MapipyTusaropoB D-Link DFL-860E.

JanbHelmve sabopaTopHble pabGOThl MOCBSIIEHbl HACTPOWUKHU
MIpaBUJI MEXKCETEBOT0 3KpaHa U co3ganuio Virtual Private Network
(VPN) ¢ ucnosb30BaHHWEM Pa3JIMYHBIX MPOTOKOJIOB U Pa3JIMYHbIX
KOMOUHAIMH 3TUX IPOTOKOJIOB.

Ha sraGopaTopHbIX paGoTax CO34ar0Tcs MpaBu/a MOJUTUKUA M3
6e3 NPOBEPKU COCTOSIHUS, JIJIs1 TPAZAUIIMOHHOTO (MJIM UCXO/ASILET0)
NAT, nns gByHanpaBsieHHoro (Two-Way) NAT, ucnosib3ays MeTo,
pinholing, T.e. ucnosb3ys [P-aipec MexxceTeBoOro akpaHa.
BoinosiHsieTcsl HacTpoiika ayTeHTUGUKALMH OCTYIIA K pecypcaM B
JIOKaJIbHOM CEeTH C UCNOJIb30BaHUEM MEeXCeTEeBOr0 IKpaHa.

[Ipu HacTpo¥iKke NPOTOKOJIOB TYHHEJMPOBAHUS UCIIO/Ib3YHOTCA [Ba
MeXCeTeBbIX IKpaHa, MeX/ly KOTOPbIMHU CO3/1aeTcsl TYHHeJIb. [1pu-
Mep TONOJIOTUU CETH PUBEJIEH Ha PUCYHKe 2.

1an:192.168.1.10
\
wan2:192.168.20.10
M1

a gre:192.168.35.10

gre:192.168.35.20

a wan2:192.168.20.20
lan:192.168.2.20
( 192.168.2.0/24 %)
M3 2

Puc 2. anMep TOITOJIOTUH CETH NPH HaCTpOﬁKe TNPOTOKOJIOB TYHHEJIMPOBAHUA

Fig. 2. Example network topology when configuring tunneling protocols

Ha na6opaTopHbIX paboTax HaCTPaUBAKOTCS CAEAYIOLIME TPOTOKO-
JIbl TYHHEJINPOBAaHHUS:

e [Iportokos GRE, BKk/t0yas BapuaHT, KOTZa OZiHA U3 JIOKAJIbHBIX
ceTell pacnosioxkeHa 3a NAT.

e [Ipotokos IPSec B TyHHE/JbHOM U TPAHCIOPTHOM peXHUMax C
ayTeHTHUKAIMeN 110 061EeMY CEKPEeTY, BK/II04asi BApUAHT, KOTAa
0/IHA U3 JIOKAJIbHBIX ceTel pacrosioxkeHa 3a NAT.

Modern
Information
Technologies
and IT-Education



9218

TEOPETUYECKWE N MPUKMTAOHBIE ACMEKTbI KMBEPBE3OTTACHOCTI
KOHBEPTEHTHbIX KOTHUTVBHO-UHOOPMALIMOHHbIX TEXHOMOT NI

[. E. Typbes,
®. A. 3axapos,
0. P. lanoHnHa

e Hcnosnbp3oBanue ayTeHTHUKALUU 110 cTaHAApTy XAuth B mpo-
TokoJie [PSec.

e Hcnosb3oBanue nportokosia DPD B nmpoTokose IPSec.

e [Iportokos L2TP c ayrenTudukamumeit no obuieMy CEKpeTy.

e (CoBMecTHOe wucnosb3oBaHue mnporokosoB GRE u IPSec (B
TPAHCIIOPTHOM pexXHUMe).

e (CoBMecTHOe wucnosb3oBaHue npotokosoB L2TP u IPSec (B
TPAHCIIOPTHOM peXHUMe), BKJIl0Yash BapUaHT, KOTrZa OJHA U3 JIo-
KaJIbHBIX ceTel pacrosioxkeHa 3a NAT.

HacTtpauBawoTcs pasjidyHble CMOCOObl XpaHEHUsl YYeTHBIX 3allu-
cell, a UMEHHO Ha CaMOM Me)XCeTeBOM 3KpaHe, Ha BHELIHUX cep-
Bepax, J0CTyI K KOTOPBIM BbINOJIHsAETCSA 1o npotokosy RADIUS n
npoTtokoJsy LDAP.

MeTOA nposeacHUA JUCTAHIHOHHBIX
3aHATUH U UCII0JIb30BaHHbIE TEXHOJIOTUH

B AMCTaHIIMOHHBIX 3aHATHUSAX TPEOYeTCs peaansanus Tex e 3aja-
HUH U clleHapHeB JJabopaTOPHBIX PabOT, YTO U B OYHBIX, HO B yC-
JIOBUSAX, KOTZiA CTY/IeHTbl QU3NYEeCKH HaXOAATCsA y CBOMX pabodMux
WJIM JOMALIHUX KOMIBIOTEPOB U YYacCTBYIOT B JIaGOPATOPHBIX pa-
6oTtax yganenHo [22], [23].

B otsinuue ot [21], A/151 JAHHBIX J1a6OPATOPHBIX PAa6OT HEBO3MOXK-
HO peluTb Npo6JeMy JUCTAaHLIMOHHBIX 3aHATHUH 3a CYeT BUPTYa-
JIN3ALMH, TOCKOJIBKY MCIOJIb3yeTCs ClleljaJbHOe 060pyA0BaHHe
D-Link DFL-860E, ycTaHOBJIeHHOE B y4e6HOM KJ1acce, U AJIs 3TOrO
060py/I0BaHUsl OTCYTCTBYIOT BUPTYyaJIbHble MOJEJIH.
[IpakTUyecKy eJMHCTBEHHAs! BO3MOXHOCTb NPOBEJIEHUS JaHHBIX
J1abopaTOPHBIX PaGOT JUCTAHLIUOHHO — 3TO «BUPTYaJIbHO» IPUBe-
CTH y4alluXcs B y4eOHbBIN KJ1acc.

Kak ykasaHo B pa3zeiie I, B yue6HOM KJiacce yxe UMeeTcsl JiBe He-
3aBHCHMBbIE CETH, IePBast UCINOJIb3YeTCs B JAHHBIX JIJAGOPATOPHbIX
paboTax M MoJK/II0YaeT KOMIbIOTEPbI KJIacca K MeXceTeBbIM 9Kpa-
HaM, KaK [I0Ka3aHO Ha PUCYHKe 1, a BTopasl UCNOJIb3yeTCs BO BCEX
MPOYMX 3aHATUSAXK B 3TOM KJ1acce AJ1s MOJK/II0UeH s K ceTh UHTep-
HeT. [l11 JUCTAaHIIMOHHOI'0 IPOBe/IeHUs 3aHATHUH ObLJIO IPUHATO
pellleHHe UCI0JIb30BaTh BTOPYIO CEThb JJIs1 NOJKJ/IIOYEHHUs yaleH-
HBIX y4YalIUXCsl K KOMIIbIOTEpaM KJjacca.

Jlns 3TOM Lesu KaxK/bli KOMIbIOTEP OblJI OCHALLEH JIOMOJIHUTEb-
HOM ceTeBOW KapToH, B pe3yJibTaTe Yero OH MOXET OJJHOBPEMEHHO
HCI0JIb30BaTh JIBE CETH: IEPBYIO CETh — /151 IPOBe/IeHUs] IaGopaTop-
HBIX pabOT ¥ BTOPYIO — /IJIs1 JUCTAHIIMOHHOTI'O ZIOCTYIIA YYalUXCsl.
Jlns mpoBeJieHUs JAMCTAHLMOHHBIX JIJAOOPATOPHBIX paboOT MOJ-
KJIIOUeHHe KOMIBIOTEPOB KJlacca K ceTd MHTepHEeT Npu NOMOILHU
BTOPOH CETH OPTaHU30BAHO Yepe3 ClelMaJbHbIN J0NI0JHUTENbHO
yCTaHOBJIEHHBIH KoMINbIoTep-111s1t03 ¢ OC Linux Debian 107 B miraT-
HOM KOMILJIEKTal MU,

CTyZeHTBbl CO CBOMX yJaJleHHbIX KOMIIBIOTEPOB YCTaHABJHUBAaIOT
SSH-coepunenue [6]-[8], [24], [25] ¢ 3TUM KOMNBIOTEPOM-ILLJIIO-
30M, U BHYTPH 3TOr0 COeZJUHEHHS OPTaHU3YIOT TyHHeJIb JJId Npo-
Tokos1a VNC [9]. [lanee paboTa ¢ KOMIBIOTEPAMHU KJIacca OCYIECT-
BJISIETCSI NP MOMOIIM HporpaMMHoro o6ecrnedenusi TightVNC®
- KJIMEHT Ha CTOPOHEe KOMIIbIOTEPA CTY/leHTa U cepBep Ha CTOpPOHe

KOMIIBIOTEpa B KJacce.
151 9TUX LieJlel Ha KaXKJJ0M KOMIIbIOTepe KJiacca yCTaHOBJIEH cep-
Bep TightVNC.

J1 CTy[leHTOB INOATOTOBJIEHbl MeTOJMYeCKHUe MaTepuasbl MO
yCTaHOBKe NporpaMMHoro o6ecnevyeHust SSH (s miatpopmel
Windows pekomenoBano I10 PuTTy?), nporpamMmMHoro o6ecreue-
Hus TightVNC, no ycraHoBsieHuto SSH-coeiuHeHUsI ¢ KOMIIbIOTE-
POM-I1IJII030M, OJJHOBPEMEHHOM YCTAHOBJIEHUH TyHHeJIA AJ15 Npo-
TokoJsa VNC, ycTtaHOBJIeHUIO coeiuHeHNs Mexay VNC-KJIMeHTOM U
VNC-cepBepoM. ITO AOCTAaTOYHO 06'beMHasi MHCTPYKIIHUSI, OJHAKO,
KaK [10Ka3aJia MPaKTHKa, ee BbIITOJIHEHHE He BbI3BaJIO Y CTYAEHTOB
HHUKaKHUX TPYAHOCTEH.

Ha Bpems npoBejieHuUs JaGOPaTOPHBIX paboT, B LiesIsIX peaJruCcThuy-
HOCTH, Ha KOMIIbIOTepe-1I03€e OTK/I4YaeTcss GYHKIUSA NMPOJBU-
»keHHs naketoB (forwarding), TakuM 06pa3oM, YCTaHOBUTH IMOJ-
KJIIOUeHHe K ceTH MHTepHeT ¢ KOMIbIOTEPOB KJjacca CTYJeHTbI
MOTYT TOJIBKO Yepe3 IepBYI0 CEThb, KOTOPYIO OHU JI0J/DKHBI CKOHU-
rypUpoOBaTh caMU B Xoje 3aHsaTuM. Pabora SSH- nu VNC-coennne-
HUH IPYU 3TOM He pepbIBaeTCs.

OnucaHHbIA c0CO6 MOAKJIIYEHHUS CO3/aeT OLyTHMYylo Opellb B
6e30MaCHOCTH CeTH KJlacca U MoApas/esieHus], I03TOMY JOCTYI K
KOMIIBIOTEPY-LIII03y pa3pelleH TOJbKO yYaCTHUKaM JlabopaTop-
HBIX paboT U TOJIbKO B OTBEeJIEHHOE JIJIs1 3aHATHUH BpeMsl.

J1l MpoyMX 3aHATUH KOMIBIOTep-LLI03 (QYHKLUHOHUPYET Kak
MapIIpyTHU3aTOP C BKJIIOYEHHON QyHKIMEeH NpoABMKEHUs MaKe-
ToB (forwarding) u NAT.

Cetb
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UnTepdeiic 1 i\' UnTepdeiic 2
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193.0.0.201
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1P-agpec: DHCP-KneHT
S
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KommyTtatop 2

IP-agpec: nK 3
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JIMCTaHIIMOHHOM popMaTe

Fig. 3. Network topology for remote laboratory work

OnbIT NpoBeAeHUs AUCTAHLMOHHBIX
3aHATHI

[Ipu MCTAaHIIMOHHOM BapHUaHTe NPOBe/eHUS 3aHATHH KK AbIH CTY-
JIEHT 3aXO/IUT yAaJIEHHO Ha KOMIIBIOTEPBI CBOETO paboyero MecTa.
Jl1s1 ycIelTHOTo BBINOJIHEHUS JIAGOPATOPHBIX PaboT 6e3 moTepu
Ka4yecTBa TPe6yeTCs.

7 Debian - The Universal Operating System [siekTponHbIit pecypc]. URL: https://www.debian.org (gaTa o6pauenus: 24.07.2021).

8 TightVNC Software [dsiekTponHbIit pecypc|. URL: https://www.tightvnc.com (zaTa o6pamenus: 24.07.2021).

9 PuTTY - a free SSH and telnet client for Windows [Jsiektponnsiii pecypc]. URL: https://www.putty.org (zata o6pamenus: 24.07.2021).
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1. HapgexHasi cBsI3b yepes ceTb UHTEpHET, KaK y BCeX CTYAEHTOB U
npernozaBaTesiell, Tak U B KJ1acce, B KOTOPOM NTPOBOAATCS 3aHATHS.
2. KoMmbroTepbl U MexceTeBble 3KpaHbl B KJjacce He J0JDKHbI
BBIKJIIOYATBCSA, YTOOBI NPOBeJleHHe 3aHATHUN He Tpe6GoBaso MpU-
CYyTCTBUS aJMUHUCTpaTOpa KJjacca, B 00S3aHHOCTH KOTOPOIO
BXO/IMJIO Gbl BKJIIOYEHHE BCeX YCTPOMCTB. ITO 0Ka3aJoCh CaMbIM
TPYAHBIM, TaK KaK B KJ1acce MPOBOAATCS TaKXkKe U pyTrye 3aHATHS,
MpernojaBaTesy Ha KOTOPBIX NMPUBBIKJIU BBIK/IIOYATh KOMIbIOTE-
pbl. Takxke BHe3amHble GPOCKM MUTAHUS NMPUBOAAT K BBIKJIOYe-
HHUI0 paboyux cTaHUMH. [loka He yAan0Ch YCTaHOBUTD JIM60 UCTOY-
HUK Gecrnepe6OMHOro NUTaHUsA, JUO0 aBTOMAaTHYeCKOe BKJIIOYe-
HHe BCeX YCTPOWCTB InocJjie 6pocka MUTaHUs. YacTUYHO CHU3UTH
BJIMSIHME 3TUX HEraTUBHbIX GaKTOPOB yjaeTcs 3a CYeT CKPUIITOB
CcaMOINpPOBEPKH, IEPUOANYECKH BBIIOJIHSAIOLMX IPOBEPKHU JOCTYII-
HOCTH KOMIIBIOTEPOB B KJIacce, KOMIIbIOTepa-11J103a, KOMIIbIOTepa
npenojaBaresis U 3a6JlaroBpeMeHHO ONOBeILIAILIMX TpenojaBa-
TeJIsl 110 3JIEKTPOHHOU 1o4Te 06 06GHAPYKEHHBIX TPO6JIeMax.
TightVNC-k/ieHT MOXeT ObITh pa3BepHYT Ha BeChb 3KpaH MOHU-
TOpa, C KOTOPOI'0 BBIMOJIHAETCSA BXOJ Ha paboyylo CTAHLHUIO A/
BBINOJIHEHUS JIJAGOPATOPHBIX PABOT, YTO O3HAYAET, YTO NMpaKTHYe-
CKHM HeT BU3YaJIbHOTO YXy/IIIEHUs 10 CPaBHEHHIO C BbINOJHEHU-
eM JlabopaTopHbIX paboT B 04HOM ¢dopmMmare. Bxog co cmaptdona
BO3MOXXEH, HO NOJIHOLIEHHOE BBINIOJHEHHE JIJaGOPaTOPHBIX PaboT
KOHEYHO >Ke 3aTPYAHEHO.

K mutocaM AMCTaHLIMOHHOTO BBINOJHEHUS J1aGOPATOPHBIX PaboT
cJie/lyeT OTHECTH BO3MOXKHOCTb C OJIHOTO U TOTO K€ KOMIIbloTepa

References

3aX0/JUTh Cpa3y Ha HECKOJIbKO y/laJIeHHbIX paboyux ctaHuui. Ta-
Kasl BO3MOXKHOCTb €CTh KaK Y CTYJIeHTOB, TaKU y IpernojaBareis,
y KOTOpPOro Telepb MOSIBUJIACh BO3MOXKHOCTD JIErye 3aX0JUThb Ha
yAaseHHble paboyue CTaHLMH U KOPPEKTUPOBATb HACTPONKHU CTY-
JIeHTa HeloCpe/JICTBEHHO C ero paboyel CTaHLUU.

B otsinuue ot [21], npoBe/ieHMe 3aHATUN B ONNMCAHHOM JIUCTAHIU-
OHHOM dopMaTe He TPebyeT JJONOJTHUTENbHOI0 BpeMEHH 3aHATHH.

3akK/o4yeHue

PaccMoTpeHbI TONOJIOTHS CETH Y4e6HOI0 KJ1acca AJ1sl TPOBeieHUs
JlabopaTOpHBIX paboT Mo MHPOPMAIMOHHON 6Ee30MaCHOCTH C HUC-
oJIb30BaHUEM MexceTeBoro skpaHa D-Link DFL-860, ceptudu-
pupoBaHHoro ®CTIK, creHapuu y1abopaTOPHBIX paboOT B 0OYHOM
dopmMaTe, MeTO ¥ TEXHOJIOTUU NPOBEJIEHUSA 3aHATHUH 10 ITUM ke
ClleHapHsM B JUCTaHLMOHHOM popMarTe.

®opMHUpoOBaHUE y YyYaLMXCA NPAKTHYECKUX HABBIKOB pelleHUs
3a/ja4 THPOPMALMOHHOM 6€30MacCHOCTH TP MOMOLIH YKa3aHHOTO
060pyA0BaHUs B AUCTAHIIMOHHOM popMaTe BO3MOXKHO U 3pdeK-
TUBHO. [IpoBeJieHre J1abopPaTOPHBIX paboT MO peasu30BaHHOMY
MeTO/ly He TpeGyeT J0NOJHUTENbHBIX 3aTPaT yue6HOro BpeMeH!
10 CPAaBHEHUIO C OYHBIMH 3aHATUAMM.

[Ipy AUCTAaHIIMOHHOM NPOBeJIeHUH 3aHATUH 110 PeaslM30BaHHOMY
MeTO/y ¥ IpenojaBaTeis U CTYAEHTOB MOSBJISETCS M0J1e3Hast BO3-
MOXXHOCTb OJJHOBPEMEHHO 3aXOJUTh HAa HECKOJIBKO PaboyMX CTaH-
LU# yye6HOTO KJlacca.

(1]
[2]
3]

(4]
[3]

(6]

(7]

(8]

9]

[10]

Vol. 17, No. 4. 2021
e —

Kacetl ], Semradova I. Reflection on blended learning and e-learning - case study. Procedia Computer Science. 2020; 176:1322-
1327. (In Eng.) doi: https://doi.org/10.1016/j.procs.2020.09.141

Barabash O., Sknarev D., Maslova ., Bereznyatskaya M., Prakhova A. Online education in new period of sustainable development
after the pandemic. E3S Web of Conferences. 2021; 244:11053. (In Eng.) doi: https://doi.org/10.1051/e3sconf/202124411053
Belonovskaya I.D., Ilyasov D.E, Nevolina V.V, Drobot M.A., Repyakh L.P,, Popova O. Trans-perspective technologies in the formation of
the vocational and educational space of students. SHS Web of Conferences. 2021; 101:03050. (In Eng.) doi: https://doi.org/10.1051/
shsconf/202110103050

Bangert K., et al. Remote practicals in the time of coronavirus, a multidisciplinary approach. International Journal of Mechanical
Engineering Education. 2022; 50(2):219-239. (In Eng.) doi: https://doi.org/10.1177/0306419020958100

Evstatiev B.I, Hristova T.V. Adaptation of Electrical Engineering Education to the COVID-19 Situation: Method and Results. 2020
IEEE 26th International Symposium for Design and Technology in Electronic Packaging (SIITME). IEEE Press; 2020. p. 304-308. (In
Eng.) doi: https://doi.org/10.1109/SIITME50350.2020.9292142

Shaytura S.V,, Minitaeva A.M., Ordov K.V,, Gospodinov S.G., Chulkov V.0. Review of Distance Learning Solutions Used during the
COVID-19 Crisis. Proceedings of the 2020 6th International Conference on Social Science and Higher Education (ICSSHE 2020).
Advances in Social Science, Education and Humanities Research. Vol. 505. Atlantis Press; 2020. p. 1-9. (In Eng.) doi: https://doi.
org/10.2991/assehrk.201214.001

Dvorakova Z. Kulachinskaya A. How the COVID-19 made universities switch to distance education: the Russian and Czech
cases. Proceedings of the 2nd International Scientific Conference on Innovations in Digital Economy: SPBPU IDE-2020 (SPBPU
IDE “20). Association for Computing Machinery, New York, NY, USA; 2020. Article number: 50. p. 1-7. (In Eng.) doi: https://doi.
org/10.1145/3444465.3444490

Zhu J]. Directly Hit the COVID-19: Research on Online Education under “Suspended Class, Ongoing Learning”. 2020 The 4th
International Conference on Education and E-Learning (ICEEL 2020). Association for Computing Machinery, New York, NY, USA;
2020.p. 214-219. (In Eng.) doi: https://doi.org/10.1145/3439147.3439186

Zhang X. Difficulties and Suggestions of Online Education Reform and Development under the Background of COVID-19 Prevention
and Control. 2020 The 4th International Conference on Digital Technology in Education (ICDTE 2020). Association for Computing
Machinery, New York, NY, USA; 2020. p. 71-76. (In Eng.) doi: https://doi.org/10.1145/3429630.3429641

Keyek-Franssen D. Praktiki uspeshnosti studentov: ot ochnogo obucheniya k masshtabnomu i obratno [Practices for Student Success:
From Face-to-Face to At-Scale and Back]. Voprosy obrazovaniya = Educational Studies Moscow. 2018; (4):116-138. (In Eng.) doi:
https://doi.org/10.17323/1814-9545-2018-4-116-138

Modern
Information
Technologies
and IT-Education

ISSN 2411-1473 sitito.cs.msu.ru



TEOPETUYECKWE N MPUKMTAOHBIE ACMEKTbI KMBEPBE3OTTACHOCTI A.E.Typoes,

920 v ®. A. 3axapos,
KOHBEPTEHTHbBIX KOTHUTVUBHO-UHOOPMALIMOHHbBIX TEXHOMOT W 0. P Nanonuna

[11]  Money W.H,, Dean B.P. Incorporating student population differences for effective online education: A content-based review and
integrative model. Computers & Education. 2019; 138:57-82. (In Eng.) doi: https://doi.org/10.1016/j.compedu.2019.03.013

[12]  Delic K.A,, Riley J.A. Will post COVID-19 education be digital? Virtual round table featuring Peter Denning, Andrew Odlyzko, Espen
Andersen, and Jeffrey Johnson. Ubiquity. 2020. Article number: 2. p. 1-8. (In Eng.) doi: https://doi.org/10

[13]  Garcia M., Quiroga J., Ortin F. An Infrastructure to Deliver Synchronous Remote Programming Labs. IEEE Transactions on Learning
Technologies. 2021; 14(2):161-172. (In Eng.) doi: https://doi.org/10.1109/TLT.2021.3063298

[14]  Lopez-Pimentel ].C,, Medina-Santiago A., Alcaraz-Rivera M., Del-Valle-Soto C. Sustainable Project-Based Learning Methodology
Adaptable to Technological Advances for Web Programming. Sustainability. 2021; 13(15):8482. (In Eng.) doi: https://doi.
org/10.3390/s5u13158482

[15]  YangS., Dong H., Li Z, Xi L. Design of Simulation Training System for Communication Network. 2020 International Conference on
Computer Network, Electronic and Automation (ICCNEA). IEEE Press; 2020. p. 249-253. (In Eng.) doi: https://doi.org/10.1109/
ICCNEA50255.2020.00058

[16]  Savochkin A., Abdulgaziev O., Koptsev P. Remote mode for performing laboratory work on the study of network control tools.
Proceedings of IX All-Russian Science-Practical Conference on Recent Achievements and Prospects of Innovations and Technologies.
KSMTU, Kerch; 2020. p. 184-189. Available at: https://www.elibrary.ru/item.asp?id=43113080 (accessed 24.07.2021). (In Eng.)

[17]  Savochkin A. Abdulgaziev O., Koptsev P. Distance learning organizations for IP telephony basics. Proceedings of 1X All-Russian
Science-Practical Conference on Recent Achievements and Prospects of Innovations and Technologies. KSMTU, Kerch; 2020. p. 173-
177. Available at: https://www.elibrary.ru/item.asp?id=43113077 (accessed 24.07.2021). (In Eng.)

[18]  Di J. Development of Distance Teaching System for College Professional Courses Based on 5G Network. IOP Conference Series:
Materials Science and Engineering. 2020; 750:012138. (In Eng.) doi: https://doi.org/10.1088/1757-899X/750/1/012138

[19]  Smajic H., Duspara T. Education 4.0: An Remote Approach for Training of Intelligent Automation and Robotic During COVID19. TH
Wildau Engineering and Natural Sciences Proceedings. 2021; 1:265-272. (In Eng.) doi: https://doi.org/10.52825/thwildauensp.
v1i.21

[20]  Smajic H., Sanli A.,, Wessel N. Education 4.0: Remote Learning and Experimenting in Laboratory for Automation. In: Auer M.E,,
Centea D. (eds.) Visions and Concepts for Education 4.0. ICBL 2020. Advances in Intelligent Systems and Computing. 2021; 1314:49-
55. Springer, Cham. (In Eng.) doi: https://doi.org/10.1007/978-3-030-67209-6_6

[21]  Gouriev D.E. The Experience of Distant Execution of Practical Training on Construction of Internet Network Segment. Sovremennye
informacionnye tehnologii i IT-obrazovanie = Modern Information Technologies and IT-Education. 2020; 16(4):951-960. (In Russ.,
abstract in Eng.) doi: https://doi.org/10.25559/SITIT0.16.202004.951-960

[22] Wang C.-H., Shannon D.M.,, Ross M.E. Students’ characteristics, self-regulated learning, technology self-efficacy, and course outcomes
in online learning. Distance Education. 2013; 34(3):302-323. (In Eng.) doi: https://doi.org/10.1080/01587919.2013.835779

[23] Barrett D.J, Silverman R.E., Byrnes R.G. SSH, The Secure Shell: The Definitive Guide. 2nd ed. O’Reilly Media, Inc.; 2005. 670 p. (In
Eng.)

[24]  YlonenT.SSH - Secure Login Connections over the Internet. Proceedings of the Sixth USENIX Security Symposium. USENIX Association,
San Jose, California; 1996. p. 37-42. Available at: https://www.usenix.org/conference/6th-usenix-security-symposium/ssh-
secure-login-connections-over-internet (accessed 24.07.2021). (In Eng.)

[25]  Richardson T, Stafford-Fraser Q., Wood K.R., Hopper A. Virtual Network Computing. [EEE Internet Computing. 1998; 2(1):33-38. (In
Eng.) doi: https://doi.org/10.1109/4236.656066

IMlocmynuaa 24.07.2021; odo6peHa nocae peyeHnzupoganusi 10.09.2021; npunama k nybauxkayuu 14.11.2021.
Submitted 24.07.2021; approved after reviewing 10.09.2021; accepted for publication 14.11.2021.

T'ypbeB IMuTpuii EBreHbeBHY, HAyYHbIH COTPYAHUK JJAaGOPATOPUU OTKPBITHIX MHPOPMAIMOHHBIX TEXHOJIOTUH (aKyJbTeTa BbIYHCIH-
TeJbHOU MaTeMaTUKHU U kubepHeTukH, PI'EOY BO «MocKkoBCKUM rocyjapcTBeHHbIM yHUBepcuTeT uMeHH M. B. JlomoHocoBa» (119991,
Poccuiickas ®enepanus, . Mocksa, ['CII-1, JlennHckue roper, 4. 1), ORCID: https://orcid.org/0000-0003-1093-108X, gouriev@oit.
cmce.msu.ru

3axapoB ®ununn AsekceeBUY, KOHCYJIBTAHT 1o oby4varomuM npoektaM, 000 «/-Jluuk Tpeig» (129626, Poccuiickas Penepanus, T.
Mockga, 'padckuii nepeysok, 4. 14, kopr. 1), ORCID: https://orcid.org/0000-0001-6380-8654, phzakharov@dlink.ru

JlanoHuHa OJsibra Po6epToBHA, HAyYHBIN COTPYAHUK JIJAGOPATOPUU OTKPIThIX MHPOPMALIMOHHBIX TEXHOJIOTUH daKy/IbTeTa BBIYUC/IH-
TeJbHOU MaTeMaTUKHU U KubepHeTukH, PI'EOY BO «MockoBCcKui rocyjapcTBeHHbIM yHUBepcUTeT uMeHH M. B. JlomoHocoBa» (119991,
Poccuiickas ®enepanus, r. Mocksa, ['CII-1, Jlenunckue ropsl, 4. 1), ORCID: https://orcid.org/0000-0001-5903-6858, laponina@oit.
cme.msu.ru

Bce asmopul npoyumanu u 0006puau 0KOHYamMeAbHbL 8apUAHM PYKONUCU.

CoBpemeHHble

MH(OPMaLMOHHbIe ..
TexHonornuu Tom 17, N2 4. 2021 ISSN 2411-1473 sitito.cs.msu.ru

u UT-o6pasosanve



D. E. Gouriev, THEORETICAL AND APPLIED ASPECTS OF CYBERSECURITY OF CONVERGENT

Ph. A. Zakharov,
0.R. Laponina COGNITIVE INFORMATION TECHNOLOGIES

921

About the authors:

Dmitry E. Gouriev, Researcher of the Open Information Technologies Lab, Faculty of Computational Mathematics and Cybernetics,
Lomonosov Moscow State University (1 Leninskie gory, Moscow 119991, GSP-1, Russian Federation), ORCID: https://orcid.org/0000-
0003-1093-108X, gouriev@oit.cmc.msu.ru

Philipp A. Zakharov, Education Project Consultant, D-Link Trade LLC (14 Grafsky lane, bldg. 1, Moscow 129626, Russian Federation),
ORCID: https://orcid.org/0000-0001-6380-8654, phzakharov@dlink.ru

Olga R. Laponina, Researcher of the Open Information Technologies Lab, Faculty of Computational Mathematics and Cybernetics,
Lomonosov Moscow State University (1 Leninskie gory, Moscow 119991, GSP-1, Russian Federation), ORCID: https://orcid.org/0000-
0001-5903-6858, laponina@oit.cmc.msu.ru

All authors have read and approved the final manuscript.

Modern

- Information
Vol. 17, No. 4. 2021 ISSN 2411-1473 sitito.cs.msu.ru Technologies

e — and IT-Education



