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Abstract

Currently, solutions based on the Internet of Things are becoming widely in demand. The concept
of the Internet of Things implies the construction of a software-defined network (SDN) of physical
devices with integrated mechanisms of interaction both among themselves and with a cloud platform,
a software system and objects of the outside world. The aim of the work is to develop a cloud platform
and a visual software system for configuring Internet of Things devices. The paper proposes a four-level
architecture of a software-defined network, including an additional layer of Internet of Things devices
containing actuators for executing commands and sensors for collecting environmental parameters. To
aggregate data about the network structure, as well as to obtain information from the end devices of the
Internet of Things and store their configuration, a cloud platform has been developed that allows using
an external REST API interface and a deployed socket server to interact with the visual software system
and end devices of the Internet of Things. A visual IoT Map software system has been developed for
configuring a software-defined network of Internet of Things devices, visualizing the network topology
and data received from end devices. Special attention is paid to the mechanisms of interaction between
the visual software system, the cloud platform and the end devices of the Internet of Things.
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AHHOTanUsA

B HacTosee BpeMs IIHUPOKO BOCTPeGOBAHHBIMU CTAHOBATCSA pellleHUs Ha 6ase MHTepHeTa Belleil.
Konuennusa WHTepHeTa Bellell moApasyMeBaeT NOCTPOEHHe NPOrpaMMHO-KOHQUTYpUPYyeMOH ceTH
(ITKC) pusunyeckux ycTpoRCTB C UHTEIPUPOBAHHBIMY B HUX MEXaHU3MaMU B3aUMO/EeHCTBUA KaK Mex-
Zly COGOH, TaK U ¢ 06/1a4HOM MIaTHOPMOH, IPOrpaMMHON CUCTEMOHN M 0ObEKTAaMHU BHEIIHEro MUpa.
Lles1bto paboTHI ABJsIETCS pa3paboTKa 061a4uHOM M1aTGOPMbI M BU3yabHOH POrpaMMHOM CUCTEMBbI
KOHOUTYypUpOBaHUA ycTpolcTB UHTepHeTa Bellleil. B paGoTe npe/jioxeHa YeTblpeXypoBHeBast apxu-
TeKTypa IporpaMMHO-KOHPUTYpUPYyeMOH ceTH, BKJIOYAIOIas JONOJIHUTEIbHbIA YPOBEHb YCTPOUCTB
MHTepHeTa Belllel, cofepKalliuii MCIIOJIHUTEe/IbHbIe yCTPOKCTBA /1J1F BbINOJHEHUs KOMaH/ U JaTYUKHU
JJI51 c6opa NapaMeTpoB OKpy»Katollel cpebl. JJI arperupoBaHus JaHHbBIX O CTPYKTYpe CETH, a TaKxkKe
noJiy4eHUst ”HQOpPMAIUK ¢ KOHEYHbIX YCTPOUCTB HTepHeTa Belllell U XpaHeHUs UX KOHQUTYpaLUU
paspaboTaHa obJiauHas MIaTdopMa, MO3BOJAIOIAs C TOMOIIbI0 BHellHero uHTepderica REST API
1 pa3BepHYTOr'0 COKeT-cepBepa OCYLIeCTBJIATh B3aUMOJENCTBUE C BU3yaJbHOM MpPOrpaMMHOH cH-
CTeMOH U KOHeYHBIMH yCTpoicTBaMU MHTepHeTa Beweil. [1s koHourypuposanus I[1IKC ycTpoiicTs
MHTepHeTa Belllel, BU3ya/M3alMH TONOJIOTUU CETH U JAHHBIX, 10JIy4aeMbIX C KOHEYHBIX YCTPOUCTB,
paspaboTaHa BU3ya/bHas nporpaMMHas cucreMa loT Map. Oco6oe BHUMaHHe B paboTe yjeeHo Me-
XaHHM3MaM B3aMMOJeHCTBUSA MeX/y BU3ya/lbHON NPOrPaMMHON CUCTEMOH, 061auHOoM nuiatdopMoit u
KOHEYHBIMM yCTpoKcTBaMU UHTepHeTa Bellel.

KiroueBble c10Ba: UurepHeT Belieil, NporpaMMHO-KOHGUTYpUpPYeMble CeTH, 06JauHas MJat-
dopMa, ckaHep YCTPOHCTB CETH, BU3ya/lbHasl IpOrpaMMHasi CHCTEMa, CeTeBast apXUTEKTYpa

dyuHaHCUpPOBAHUeE: PaGora BbinosiHeHa NPU GUHAHCOBOM MoAJepxkKe rpaHTa [Ipe3uzgenta Poc-
cuiickoil Peslepanuy A rocyfapcTBeHHON NOALEPXKKU MOJIOJBIX POCCUHCKUX YYeHbIX — JOKTOPOB
Hayk Ne M/[-3201.2022.1.6 «Pa3pa6oTka 1 pa3BUTHE METO/0B, AJITOPUTMOB U TEXHOJIOTUU NTOCTPOE-
HUS IPOrpaMMHO-KOHPUIYPUPYeMBIX 061auHbIX I1aTGopM UHTepHeTa Belieii».

KOHQIMKT MHTEPECOB: aBTOpbI 3asABAAIOT 06 OTCYTCTBUM KOHGJIHMKTA MHTEPECOB.

JU1g U TUPOBAHUA: [lepenenkun [I. A, Tkaues /I. /. Pazpa6oTka o61a4H0# m1aT$opMbl yrpasJie-
Hud yctpoiicTBaMmu MHTepHeTa Beleld // CoBpeMeHHble HHGOPMaLMOHHbIe TexHosoruu U UT-06pa-
3oBaHue. 2022. T. 18, Ne 3. C. 625-633. doi: https://doi.org/10.25559/SITIT0.18.202203.625-633
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Introduction

The Internet of Things (IoT) is a concept of building a system of
physical devices interconnected with each other and the external
environment, which allows collecting, transmitting and processing
data practically without the need for human participation.
Currently, the concept of the Internet of Things has a fairly wide
range of applications, automating processes from various fields of
human activity. Internet of Things software systems allow you to
monitor, visualize and manage data from connected devices.
Software-defined networks (SDN) are used to deploy Internet of
Things systems. In the simplest case, the architecture of a software-
defined network can be represented as a set of software systems and
hardware switches connected to a common OpenFlow controller.
This architecture is based on three levels: the network application
level, the management level, and the infrastructure level.

The infrastructure level contains switches, transmission
channels and information processing systems and performs data
aggregation and transformation functions. The management level
is software tools that implement various mechanisms for managing
infrastructure-level devices. The network application level includes
a set of applications that allow you to flexibly and efficiently
visualize, analyze data and manage network infrastructure.

In recent years, research and development using the concept of
the Internet of Things and the technology of software-configurable
networks have been gaining popularity massively. In this paper, a
four-level architecture of IoT devices is proposed, a wireless network
device scanner and a cloud platform for collecting, processing data
and managing IoT devices in real time are developed, and a visual
software system for configuring loT devices is described.

Theoretical information

The paper' provides detailed information about the ecosystem of
the Internet of Things, considers the architecture and technologies
for building a software-defined network of Internet of Things
devices. Work? contains detailed information about the basic
principles of the construction, design and support of the SDN.
Various approaches to the technical implementation of the Internet
of Things concept, protocols and data transfer technologies
are discussed in?® [1-5]. The creation of new devices within the
framework of the Internet of Things concept, their connection
using Wi-Fi technology and data exchange with a cloud platform are
discussed in* The basics of cloud computing, existing models for
building and deploying cloud platforms, virtualization technologies
and information security of cloud infrastructure are described in°.
Optimization of data flows, network configuration using software
applications are described in® [6-7]. The paper [8] considers the
conceptual approach of dynamic traffic generation of software-

! Lea P. Internet of Things for Architects. Packt Publishing; 2018. 524 p.

defined telecommunication networks with load balancing. The
visual environment and software infrastructure for distributed
data processing are presented in [9]. Approaches to dynamic
traffic management in the cloud infrastructure of software- defined
networks and data centers are considered in [10-12].In [13], ETSI’s
proposals in the field of the Internet of Things and the principle
of operation of the oneM2M standard are considered. Approaches
to international standardization and programming of the Internet
of Things, issues of cybersecurity of the Internet of Things are
consideredin [14].In[15], various programming models for Internet
of Things applications are proposed, depending on their complexity,
scale and types of supported devices. Various application-level
interfaces for software-defined networks are considered in [16]. In
[17], various cloud platforms for the implementation of software
systems based on the concept of the Internet of Things are
considered, their main capabilities, advantages and disadvantages
are identified. Application models, the role of the Internet of Things
platform, application architecture based on the Internet of Things
concept are discussed in [18]. The paper [19] describes a smart
home management system with an integrated cloud environment
that provides remote device management and data monitoring
capabilities [20-22]. The paper [23] discusses the use of cloud
platforms in building systems based on the concept of the Internet
of Things [24]. The analysis of the above works has shown the
relevance and necessity of solving the scientific problem of building
a software-defined network of Internet of Things devices with
support for cloud computing and the ability to configure devices
and network services [25].

Architecture of SDN of Internet of Things
devices

Since the basic elements in the concept of the Internet of Things
are finite physical devices, in order to combine SDN technology
and the concept of the Internet of Things in the development
of software systems in the classical architecture of a software-
configurable network, it is proposed to include another level - the
level of Internet of Things devices, thereby obtaining a four-level
SDN architecture.

The management level is represented by a cloud platform, which,
in addition to performing data processing and storage functions,
network management and end devices, implements software
integration methods with a visual software system.

The level of Internet of Things devices includes sensors that collect,
process and transmit information about the surrounding world
over the network, and actuators that collect information, perform
mechanical work and control processes.

2 Koryachko V.P, Perepelkin D.A. [Software-Defined Networks: University Textbook]. Moscow: Hotline-Telecom Publ.; 2020. 288 p. (In Russ.)
3 Roslyakov A.V, Vanyashin S.V, Grebeshkov A.Yu. [Internet of Things: University Textbook]. Samara: PSUTI; 2015. 135 p. (In Russ.)
* Petin V.A. [New features of Arduino, ESP, Raspberry Pi in [oT projects]. St. Petersburg: BHV-Petersburg; 2022. 320 p. (In Russ.)

5 Andreevsky LL. [Cloud computing technologies: University Textbook]. St. Petersburg: SPbSUE Publ; 2018. 79 p. Available at: https://www.elibrary.ru/item.

asp?id=27543361 (accessed 13.06.2022). (In Russ.)

¢ E"gilmez H.E. Adaptive Video Streaming over OpenFlow Networks with Quality of Service : Thesis for Degree of Master Science in Electrical and Electronics Engineering.
Koc University; 2012. 80 p. Available at: http://www-scf.usc.edu/~hegilmez/hilmi_ms_thesis.pdf (accessed 13.06.2022).
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Fig. 1. Four-layer architecture of a SDN of Internet of Things devices

Development of a wireless network device
scanner

The wireless network device scanner (network scanner) scans the
network to which the device is connected and detects all clients
connected to this network. Identification of each client in the
network occurs using its IP and MAC address. Ping and arp utilities
based on ICMP and ARP protocols are used to identify active devices.
The ping utility sends an ICMP internetwork control message
protocol echo request packet to the specified client and waits for
an ICMP echo response. The arp utility allows you to determine the
client’'s MAC address by a known IP address.

The get router_ip() and get server_ip() methods of the network
scanner are used, respectively, to obtain the local IP addresses of
the router and the device on which the scanner is running. The
get_global_ip() method returns the external (global) IP address of
the entire node. Based on the router’s local IP address, the subnet
identifier is determined and a pool of available IP addresses of
devices in the network is formed.

To execute the ping utility, the ping_device() method is used, which
takes the target IP address as an input parameter and determines
the availability of the device at this IP address. This method also
allows you to determine the data transfer delay to the device and
its type. The connect_pyp100() method determines whether the
device being scanned is a TP-Link Tapo P100 smart plug, and in
case of a successful connection to it, it rotates the current state of
the plug. The get devices() method implements the execution of
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the arp utility and returns a dictionary of correspondences of IP
and MAC addresses of devices on the network. Multithreading is
implemented in the network scanner to speed up device scanning.
Since the format of ping and arp utilities is different in Windows
and Linux operating systems, the network scanner determines the
type of operating system at startup and selects the required format
for further execution of utilities.

In addition, the scanner implements sending information about
the devices of this network to the cloud platform using a socket - a
bidirectional connection over which data is transmitted. The send_
messages() method sends data to the cloud via a socket, and the
receive_messages() method is responsible for listening to incoming
messages. If the cloud is unavailable, the scanner cyclically attempts
to establish a connection with it in the do_connection_attempt()
method until the connection is established.

All information about the network is sent to the cloud in the form
of a json file containing information about I[P addresses, MAC
addresses, delays and device types of this network.

To control the TP-Link Tapo P100 smart plug, the network scanner
contains the turn_on() and turn_off{) methods, which are responsible
for turning the plug on and off, respectively. The IP address of the
managed outlet and the type of command are contained in a json
object received by the network scanner from the cloud platform. If
the target plug is unavailable at a particular time, the scanner will
continue to cycle attempts to connect to it until the connection is
established and the command is executed.

Tom 18, N2 3. 2022 ISSN 2411-1473 sitito.cs.msu.ru
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Development of the Internet of Things cloud
platform

The cloud platform of the Internet of Things aggregates data about
the overall network structure, stores information about the end
devices of the Internet of Things, generates commands depending
on the network configuration and transmits them to the executive
device, implements external APIs for integration with the visual
software system.

A database has been developed to store information about all
nodes and end devices of a software-configured network of
Internet of Things devices in a cloud platform. In the database, the
identification of nodes of a software-defined network is carried out
using their global IP address. IoT end devices are identified using a
MAC address.

= client_devices
= ; 1 1
clients DEVICE_ID
1
CLIENT_ID CLIENT_ID
CLIENT_IP DEVICE_IP
CLIENT_STATUS DEVICE_MAC
DEVICE_PING
DEVICE_TYPE
= L
device_indicators N DEVICE_STATUS
DEVICE_ID -

INDICATOR_KEY
INDICATOR_VALUE
UNIT

MIN_VALUE

MAX_VALUE

] device_management

RULE_ID
CONTROL_DEVICE
MANAGED_DEVICE
INDICATOR

INDICATOR_SIGN
INDICATOR_VALUE

COMMAND

RULE_STATUS

Fig. 2. Schema database of the Internet of Things cloud platform

To interact with the database in the cloud platform, the select() and
insert_or_update() methods are implemented. Each of the methods
takes as input values a parameterized SQL string and a tuple of
parameters required to execute the query. The select() method is
used to extract data from the database and returns the tuple of
values received after executing the query. The insert or_update()
method is used to perform the operation of inserting, updating
and deleting records in the database. A connection pool is used to
connect to the database, which caches connections in memory for
reuse without having to create a new connection to the database
from scratch. This approach provides a significant increase in
performance when working with the database.

A socket server is implemented in the cloud to receive data from
devices collecting Internet of Things parameters and network
scanners, as well as sending commands to end devices. To configure
the server, a sequence of methods socket(), bind(), listen() and
accept() of the socket class object of the socket library built into
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the Python language is executed. These methods are called in the
launch_server() method of the cloud platform.

After the incoming connection is accepted by the server using
the accept() method, the method that listens for data from the
connection is called.

To listen to data from a client that is a wireless network device
scanner, the client_server() method is used. This method first saves
the connection to the network scanner in the sockets dictionary by
a key equal to the IP address of the node, and then starts a cycle
of listening to data from the network scanner, which runs until the
connection is terminated. The client_server() method decrypts and
converts the data string received from the network scanner via a
socket into json format, after which it enters information about
the network node devices into the client_devices table, containing
data on the IP and MAC address, type, latency and availability of
devices, and also updates the values of the Internet of Things device
parameters in the device_indicators table of the database the cloud
platform of the Internet of Things.

The client_esp32() method is called when the client is an Internet
of Things parameter collection device (ESP32 microcontroller).
This method starts a cycle of listening to data from the parameter
acquisition device, also running until the connection to the
microcontroller is severed. After its decryption and conversion to
json format, new values of the Internet of Things parameters are
extracted from the string received via the socket and entered into
the database.

Execution of methods for listening to data from IoT end devices is
carried out in separate streams, which reduces the time to receive
data from various devices, speeds up the process of updating
the values of parameters in the database and the mechanism of
operation of the IoT cloud platform as a whole.

To integrate with the visual software system and provide access
to various data, a web server based on the REST architecture is
implemented in the cloud platform. The web server allows the
software system to receive data on the structure of a software-
defined network of Internet of Things devices and set its
configuration through the application programming interface (API).
The cloud platform responds to web requests from the software
system using views that have a syntax similar to functions and
are mapped to one or more URL requests. The web server’s send_
cloud_mac() view returns the MAC address of the cloud platform.
The send_network_data() view is used to obtain information about
the structure of a software-defined network of Internet of Things
devices, its nodes and end devices. The send_esp32_data() view
returns the current parameter values received by a specific ESP32
microcontroller. To get a list of network configuration rules, use
the get_rules() view. Receiving and further sending commands to
control the TP-Link Tapo P100 smart plug via the socket to the
network scanner, as well as returning the socket operation status,
are carried out in the manage_tapo_p100() view. To get the network
configuration rules generated by the user from the software system
and save them in the database, the add_command() view is used.
The controller of a software-defined network of Internet of Things
devices is implemented in the controller() method. The controller
receives a list of all configuration rules generated by the user
from the database and verifies their validity. If the rule is true,
the controller sends the command specified in the rule to the
corresponding node or end device.
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Development of a visual software system for
configuring Internet of Things devices

The developed visual software system for configuring Internet
of Things devices, IoT Map, provides a set of tools for managing
network infrastructure and Internet of Things devices, as well as
visualizes the network topology and data received from connected
devices.

This software system is a cross-platform application developed in
the Python programming language using a library for creating a
graphical user interface PyQt5. The software system is available for
use on Windows and Mac OS operating systems.

Conventionally, the graphical interface can be divided into the
following components: a graphical editor, a device information
window, a device functions window and a program menu. The
graphical editor displays the topology of a software-defined
network of Internet of Things devices. The device information
window contains information about the IP address, MAC address,
device type, as well as the delay in transmitting commands to the
device and receiving data from the device in milliseconds. The
device functions window displays a list of data received from the
device, a set of commands and functions supported by this device,
and also allows you to configure the network.

The device configuration window allows the user to create new
rules for the configuration of IoT devices.

B Configuring the device - X

Control device: ESP-32 Controller
Device IP address: 192.168.0.172 (host - 176.212.185.97)

Device indicator:
Parameter range: 25,0°C =
Managed device: Tapo P100 Plug

Device IP address: 192.168.0.192 (host - 176.212.185.97)
Device actions: © Turn on O Turn off

Save

Fig. 3. Device configuration window

The device configuration display window displays information
about the configuration of a specific device.

Conclusion

The article develops a cloud platform for aggregating data on the
structure of the network for receiving information from end devices.
To configure a software-defined network of Internet of Things devices,
visualization of network topology and data received from end devices,
the visual software system loT Map was developed. The paper proposed
a four-level architecture of a software-configurable network, including
an additional layer of Internet of Things devices. Special attention is paid
to the organization of network interaction between the end devices of
the Internet of Things, visual software system and cloud platform.

@ Device configuration - X
Device configuration:
I Rule D Host Device IP Device MAC Device type Indicator  Condition sign Condition value Command
1 1176.212.185.97 192.168.0.192 84:d8:1b:35:96:4c Tapo P100 Plug Temperature > 30.0 Turn on
2 176.212.185.97 192.168.0.192 84:d8:1b:35:96:4c Tapo P100 Plug Temperature < 30.0 Turn off
Fig. 4. Device configuration display window
) SON Configuration Map - x
BAR VHCTpYMeHTH!
WUndopmaums 06 ycrpoiictee: YnpasneHue yCTpOACTBOM: ®

* IP-appec: 192.168.0.108

* MAC-agpec: 75:99:e3:da:85:f4

* Tun ycrpoiictsa: KoHtponnep ESP-32
* 3apepxka: 87 Mc

Crmcok peiicTamii Cesizath

+ BraxHocTs: 40.7 %
 OcseweHHoCTS: 16 %

- Demkenme: 0

*| + Temnepatypa: 29.1°

Bellipantioe yCTpoiicTso: 192.168.0.108 (KonTponnep ESP-32)

THN T
wman U U wmane

Fig. 5. Graphical interface of the [oT Map software system
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