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Abstract
Currently, solutions based on the Internet of Things are becoming widely in demand. The concept 
of the Internet of Things implies the construction of a software-defined network (SDN) of physical 
devices with integrated mechanisms of interaction both among themselves and with a cloud platform, 
a software system and objects of the outside world. The aim of the work is to develop a cloud platform 
and a visual software system for configuring Internet of Things devices. The paper proposes a four-level 
architecture of a software-defined network, including an additional layer of Internet of Things devices 
containing actuators for executing commands and sensors for collecting environmental parameters. To 
aggregate data about the network structure, as well as to obtain information from the end devices of the 
Internet of Things and store their configuration, a cloud platform has been developed that allows using 
an external REST API interface and a deployed socket server to interact with the visual software system 
and end devices of the Internet of Things. A visual IoT Map software system has been developed for 
configuring a software-defined network of Internet of Things devices, visualizing the network topology 
and data received from end devices. Special attention is paid to the mechanisms of interaction between 
the visual software system, the cloud platform and the end devices of the Internet of Things.
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Аннотация
В настоящее время широко востребованными становятся решения на базе Интернета вещей. 
Концепция Интернета вещей подразумевает построение программно-конфигурируемой сети 
(ПКС) физических устройств с интегрированными в них механизмами взаимодействия как меж-
ду собой, так и с облачной платформой, программной системой и объектами внешнего мира. 
Целью работы является разработка облачной платформы и визуальной программной системы 
конфигурирования устройств Интернета вещей. В работе предложена четырехуровневая архи-
тектура программно-конфигурируемой сети, включающая дополнительный уровень устройств 
Интернета вещей, содержащий исполнительные устройства для выполнения команд и датчики 
для сбора параметров окружающей среды. Для агрегирования данных о структуре сети, а также 
получения информации с конечных устройств Интернета вещей и хранения их конфигурации 
разработана облачная платформа, позволяющая с помощью внешнего интерфейса REST API 
и развернутого сокет-сервера осуществлять взаимодействие с визуальной программной си-
стемой и конечными устройствами Интернета вещей. Для конфигурирования ПКС устройств 
Интернета вещей, визуализации топологии сети и данных, получаемых с конечных устройств, 
разработана визуальная программная система IoT Map. Особое внимание в работе уделено ме-
ханизмам взаимодействия между визуальной программной системой, облачной платформой и 
конечными устройствами Интернета вещей.

Ключевые слова: Интернет вещей, программно-конфигурируемые сети, облачная плат-
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Introduction

The Internet of Things (IoT) is a concept of building a system of 
physical devices interconnected with each other and the external 
environment, which allows collecting, transmitting and processing 
data practically without the need for human participation. 
Currently, the concept of the Internet of Things has a fairly wide 
range of applications, automating processes from various fields of 
human activity. Internet of Things software systems allow you to 
monitor, visualize and manage data from connected devices.
Software-defined networks (SDN) are used to deploy Internet of 
Things systems. In the simplest case, the architecture of a software-
defined network can be represented as a set of software systems and 
hardware switches connected to a common OpenFlow controller. 
This architecture is based on three levels: the network application 
level, the management level, and the infrastructure level.
The infrastructure level contains switches, transmission 
channels and information processing systems and performs data 
aggregation and transformation functions. The management level 
is software tools that implement various mechanisms for managing 
infrastructure-level devices. The network application level includes 
a set of applications that allow you to flexibly and efficiently 
visualize, analyze data and manage network infrastructure.
In recent years, research and development using the concept of 
the Internet of Things and the technology of software-configurable 
networks have been gaining popularity massively. In this paper, a 
four-level architecture of IoT devices is proposed, a wireless network 
device scanner and a cloud platform for collecting, processing data 
and managing IoT devices in real time are developed, and a visual 
software system for configuring IoT devices is described.

Theoretical information

The paper1 provides detailed information about the ecosystem of 
the Internet of Things, considers the architecture and technologies 
for building a software-defined network of Internet of Things 
devices. Work2 contains detailed information about the basic 
principles of the construction, design and support of the SDN. 
Various approaches to the technical implementation of the Internet 
of Things concept, protocols and data transfer technologies 
are discussed in3 [1-5]. The creation of new devices within the 
framework of the Internet of Things concept, their connection 
using Wi-Fi technology and data exchange with a cloud platform are 
discussed in4. The basics of cloud computing, existing models for 
building and deploying cloud platforms, virtualization technologies 
and information security of cloud infrastructure are described in5. 
Optimization of data flows, network configuration using software 
applications are described in6 [6-7]. The paper [8] considers the 
conceptual approach of dynamic traffic generation of software- 

1 Lea P. Internet of Things for Architects. Packt Publishing; 2018. 524 p.
2 Koryachko V.P., Perepelkin D.A. [Software-Defined Networks: University Textbook]. Moscow: Hotline-Telecom Publ.; 2020. 288 p. (In Russ.)
3 Roslyakov A.V., Vanyashin S.V., Grebeshkov A.Yu. [Internet of Things: University Textbook]. Samara: PSUTI; 2015. 135 p. (In Russ.)
4 Petin V.A. [New features of Arduino, ESP, Raspberry Pi in IoT projects]. St. Petersburg: BHV-Petersburg; 2022. 320 p. (In Russ.)
5 Andreevsky I.L. [Cloud computing technologies: University Textbook]. St. Petersburg: SPbSUE Publ.; 2018. 79 p. Available at: https://www.elibrary.ru/item.
asp?id=27543361 (accessed 13.06.2022). (In Russ.)
6 E˘gilmez H.E. Adaptive Video Streaming over OpenFlow Networks with Quality of Service : Thesis for Degree of Master Science in Electrical and Electronics Engineering. 
Koc University; 2012. 80 p. Available at: http://www-scf.usc.edu/~hegilmez/hilmi_ms_thesis.pdf (accessed 13.06.2022).

defined telecommunication networks with load balancing. The 
visual environment and software infrastructure for distributed 
data processing are presented in [9]. Approaches to dynamic 
traffic management in the cloud infrastructure of software- defined 
networks and data centers are considered in [10-12]. In [13], ETSI’s 
proposals in the field of the Internet of Things and the principle 
of operation of the oneM2M standard are considered. Approaches 
to international standardization and programming of the Internet 
of Things, issues of cybersecurity of the Internet of Things are 
considered in [14]. In [15], various programming models for Internet 
of Things applications are proposed, depending on their complexity, 
scale and types of supported devices. Various application-level 
interfaces for software-defined networks are considered in [16]. In 
[17], various cloud platforms for the implementation of software 
systems based on the concept of the Internet of Things are 
considered, their main capabilities, advantages and disadvantages 
are identified. Application models, the role of the Internet of Things 
platform, application architecture based on the Internet of Things 
concept are discussed in [18]. The paper [19] describes a smart 
home management system with an integrated cloud environment 
that provides remote device management and data monitoring 
capabilities [20-22]. The paper [23] discusses the use of cloud 
platforms in building systems based on the concept of the Internet 
of Things [24]. The analysis of the above works has shown the 
relevance and necessity of solving the scientific problem of building 
a software-defined network of Internet of Things devices with 
support for cloud computing and the ability to configure devices 
and network services [25]. 

Architecture of SDN of Internet of Things 
devices
Since the basic elements in the concept of the Internet of Things 
are finite physical devices, in order to combine SDN technology 
and the concept of the Internet of Things in the development 
of software systems in the classical architecture of a software-
configurable network, it is proposed to include another level – the 
level of Internet of Things devices, thereby obtaining a four-level 
SDN architecture.
The management level is represented by a cloud platform, which, 
in addition to performing data processing and storage functions, 
network management and end devices, implements software 
integration methods with a visual software system.
The level of Internet of Things devices includes sensors that collect, 
process and transmit information about the surrounding world 
over the network, and actuators that collect information, perform 
mechanical work and control processes.
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F i g. 1. Four-layer architecture of a SDN of Internet of Things devices

Development of a wireless network device 
scanner
The wireless network device scanner (network scanner) scans the 
network to which the device is connected and detects all clients 
connected to this network. Identification of each client in the 
network occurs using its IP and MAC address. Ping and arp utilities 
based on ICMP and ARP protocols are used to identify active devices. 
The ping utility sends an ICMP internetwork control message 
protocol echo request packet to the specified client and waits for 
an ICMP echo response. The arp utility allows you to determine the 
client’s MAC address by a known IP address.
The get_router_ip() and get_server_ip() methods of the network 
scanner are used, respectively, to obtain the local IP addresses of 
the router and the device on which the scanner is running. The 
get_global_ip() method returns the external (global) IP address of 
the entire node. Based on the router’s local IP address, the subnet 
identifier is determined and a pool of available IP addresses of 
devices in the network is formed.
To execute the ping utility, the ping_device() method is used, which 
takes the target IP address as an input parameter and determines 
the availability of the device at this IP address. This method also 
allows you to determine the data transfer delay to the device and 
its type. The connect_pyp100() method determines whether the 
device being scanned is a TP-Link Tapo P100 smart plug, and in 
case of a successful connection to it, it rotates the current state of 
the plug. The get_devices() method implements the execution of 

the arp utility and returns a dictionary of correspondences of IP 
and MAC addresses of devices on the network. Multithreading is 
implemented in the network scanner to speed up device scanning.
Since the format of ping and arp utilities is different in Windows 
and Linux operating systems, the network scanner determines the 
type of operating system at startup and selects the required format 
for further execution of utilities.
In addition, the scanner implements sending information about 
the devices of this network to the cloud platform using a socket – a 
bidirectional connection over which data is transmitted. The send_
messages() method sends data to the cloud vi a a socket, and the 
receive_messages() method is responsible for listening to incoming 
messages. If the cloud is unavailable, the scanner cyclically attempts 
to establish a connection with it in the do_connection_attempt()
method until the connection is established.
All information about the network is sent to the cloud in the form 
of a json file containing information about IP addresses, MAC 
addresses, delays and device types of this network.
To control the TP-Link Tapo P100 smart plug, the network scanner 
contains the turn_on() and turn_off() methods, which are responsible 
for turning the plug on and off, respectively. The IP address of the 
managed outlet and the type of command are contained in a json 
object received by the network scanner from the cloud platform. If 
the target plug is unavailable at a particular time, the scanner will 
continue to cycle attempts to connect to it until the connection is 
established and the command is executed.
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Development of the Internet of Things cloud 
platform
The cloud platform of the Internet of Things aggregates data about 
the overall network structure, stores information about the end 
devices of the Internet of Things, generates commands depending 
on the network configuration and transmits them to the executive 
device, implements external APIs for integration with the visual 
software system.
A database has been developed to store information about all 
nodes and end devices of a software-configured network of 
Internet of Things devices in a cloud platform. In the database, the 
identification of nodes of a software-defined network is carried out 
using their global IP address. IoT end devices are identified using a 
MAC address.

F i g. 2. Schema database of the Internet of Things cloud platform

To interact with the database in the cloud platform, the select() and 
insert_or_update() methods are implemented. Each of the methods 
takes as input values a parameterized SQL string and a tuple of 
parameters required to execute the query. The select() method is 
used to extract data from the database and returns the tuple of 
values received after executing the query. The insert_or_update() 
method is used to perform the operation of inserting, updating 
and deleting records in the database. A connection pool is used to 
connect to the database, which caches connections in memory for 
reuse without having to create a new connection to the database 
from scratch. This approach provides a significant increase in 
performance when working with the database.
A socket server is implemented in the cloud to receive data from 
devices collecting Internet of Things parameters and network 
scanners, as well as sending commands to end devices. To configure 
the server, a sequence of methods socket(), bind(), listen() and 
accept() of the socket class object of the socket library built into 

the Python language is executed. These methods are called in the 
launch_server() method of the cloud platform.
After the incoming connection is accepted by the server using 
the accept() method, the method that listens for data from the 
connection is called.
To listen to data from a client that is a wireless network device 
scanner, the client_server() method is used. This method first saves 
the connection to the network scanner in the sockets dictionary by 
a key equal to the IP address of the node, and then starts a cycle 
of listening to data from the network scanner, which runs until the 
connection is terminated. The client_server() method decrypts and 
converts the data string received from the network scanner via a 
socket into json format, after which it enters information about 
the network node devices into the client_devices table, containing 
data on the IP and MAC address, type, latency and availability of 
devices, and also updates the values of the Internet of Things device 
parameters in the device_indicators table of the database the cloud 
platform of the Internet of Things.
The client_esp32() method is called when the client is an Internet 
of Things parameter collection device (ESP32 microcontroller). 
This method starts a cycle of listening to data from the parameter 
acquisition device, also running until the connection to the 
microcontroller is severed. After its decryption and conversion to 
json format, new values of the Internet of Things parameters are 
extracted from the string received via the socket and entered into 
the database.
Execution of methods for listening to data from IoT end devices is 
carried out in separate streams, which reduces the time to receive 
data from various devices, speeds up the process of updating 
the values of parameters in the database and the mechanism of 
operation of the IoT cloud platform as a whole.
To integrate with the visual software system and provide access 
to various data, a web server based on the REST architecture is 
implemented in the cloud platform. The web server allows the 
software system to receive data on the structure of a software-
defined network of Internet of Things devices and set its 
configuration through the application programming interface (API). 
The cloud platform responds to web requests from the software 
system using views that have a syntax similar to functions and 
are mapped to one or more URL requests. The web server’s send_
cloud_mac() view returns the MAC address of the cloud platform. 
The send_network_data() view is used to obtain information about 
the structure of a software-defined network of Internet of Things 
devices, its nodes and end devices. The send_esp32_data() view 
returns the current parameter values received by a specific ESP32 
microcontroller. To get a list of network configuration rules, use 
the get_rules() view. Receiving and further sending commands to 
control the TP-Link Tapo P100 smart plug via the socket to the 
network scanner, as well as returning the socket operation status, 
are carried out in the manage_tapo_p100() view. To get the network 
configuration rules generated by the user from the software system 
and save them in the database, the add_command() view is used.
The controller of a software-defined network of Internet of Things 
devices is implemented in the controller() method. The controller 
receives a list of all configuration rules generated by the user 
from the database and verifies their validity. If the rule is true, 
the controller sends the command specified in the rule to the 
corresponding node or end device.
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Development of a visual software system for 
configuring Internet of Things devices
The developed visual software system for configuring Internet 
of Things devices, IoT Map, provides a set of tools for managing 
network infrastructure and Internet of Things devices, as well as 
visualizes the network topology and data received from connected 
devices.
This software system is a cross-platform application developed in 
the Python programming language using a library for creating a 
graphical user interface PyQt5. The software system is available for 
use on Windows and Mac OS operating systems.
Conventionally, the graphical interface can be divided into the 
following components: a graphical editor, a device information 
window, a device functions window and a program menu. The 
graphical editor displays the topology of a software-defined 
network of Internet of Things devices. The device information 
window contains information about the IP address, MAC address, 
device type, as well as the delay in transmitting commands to the 
device and receiving data from the device in milliseconds. The 
device functions window displays a list of data received from the 
device, a set of commands and functions supported by this device, 
and also allows you to configure the network.
The device configuration window allows the user to create new 
rules for the configuration of IoT devices.

F i g. 3. Device configuration window

The device configuration display window displays information 
about the configuration of a specific device.

Conclusion

The article develops a cloud platform for aggregating data on the 
structure of the network for receiving information from end devices. 
To configure a software-defined network of Internet of Things devices, 
visualization of network topology and data received from end devices, 
the visual software system IoT Map was developed.  The paper proposed 
a four-level architecture of a software-configurable network, including 
an additional layer of Internet of Things devices. Special attention is paid 
to the organization of network interaction between the end devices of 
the Internet of Things, visual software system and cloud platform.

F i g. 4. Device configuration display window

F i g. 5. Graphical interface of the IoT Map software system
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